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WIRETAPPING AND ELECTRONIC SURVEILLANCE

WEDNESDAY, APRIL 24, 1974

House or REPRESENTATIVES,
Suscomyrrtee oN Courts, Civin LiBerTiEs,
AND THE ADMINISTRATION OF JUSTICE OF THE
COMMITTEE ON THE J UDICIARY,
Washington, D.C.

The subcommittee met at 10 a.m., pursuant to call, in room 2141,
tayburn House Office Building, Hon. Robert W. Kastenmeier
(chairman) presiding.

Present: Representatives Kastenmeier (presiding), Danielson,
Drinan, Mezvinsky, Railsback, Smith, and Cohen.

Also Present: Bruce A. Lehman, counsel, and Thomas E. Mooney,
associate counsel.

Mr. Kastenaeier. The subcommittee will come to order.

Other members of the subcommittee will be joining us shortly.
The Chair would like to make a statement relative to the hearing
which we have before us today.

Privacy is an essential element in the American ideal of liberty,
a basie right recognized by the fourth amendment to the Constitu-
tion. As Justice Brandeis wrote, each individual’s right to privacy
is “the most comprehensive of rights, and the right most valued by
civilized men.”

Within the last several years many citizens have begun to fear
that this basic right is being steadily eroded by the use of modern
electronic technology to eavesdrop on conversations. Unfortunately,
inereasing numbers of Americans have begun to fear that Govern-
ment is more interested in intruding into their private lives than
in acting to protect their privacy. A basic purpose of these hearings
is to examine the trend toward privacy invasion and to determine
what should be done to reassert the right of the individual to be
free of Government surveillance.

Until passage of the Omnibus Crime Control and Safe Streets
Act of 1968, the only Federal statute on wiretapping was section
605 of the Federal Communications Act of 1934, which prohibited
interception and divnlgence of conversations transmitted by wire.
The Department of Justice interpreted section 605 to mean that the
law was violated only if an intercepted conversion was divulged to
outsiders, and the question was never decided by the Supreme
Court. It was not until the 1968 act that Congress enacted a com-
prehensive statute on wiretapping and electronic surveillance.

(1)
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That statute, title IIT of the Omnibus Crime Control and Safe
Streets Act, actually extended official wiretapping by authorizing
frequent and prolonged eavesdropping by Federal and State investi-
gators. It also authorized, for the first time, the use of wiretap
evidence in eriminal trials. In the 6 years since the enactment of
title 11T we have witnessed an intensive, widespread, but perhaps
avoidable encroachment on some of our most necessary rights.

These hearings are not the first congressional effort to examine
privacy invasion by electronic l'(l\i"-(ftul)[lll'l'f Between 1934 and
1967 at least 16 sets of congressional hearings on wiretapping were
held. From 1965 to 1971 former Congressman Corneillins Gallagher
conducted numerous hearings on privacy invasion as chairman of
the Special Subcommittee on Privacy of the House Committee on
Government Operations. However, in 1972 the House defeated a
resolution sponsored by Congressman Gallagher to e stablish a Select
Committee on Privacy, Human Values, and Democratic Institutions.
The then chairman of the Judiciary Committee, Congressman Celler
took the position that the entire subject of privacy was within the
jurisdiction of this committee even though Congressman Gallagher
tried without success to assure Chairman Celler that the proposed
select committee would not encroach on the Judiciary Committee’s
recognized jurisdiction in the area of bugging, wiretapping, and
surveillance.

In scheduling these hearings this subcommittee is reasserting the
Judiciary Committee’s longstanding involvement with the problems
(lf])ll\.l(‘\ invasion and electronie surveillance.

Of course, we are not alone in our examination of this sensitive
subjeet, Within the last few weeks, two subcommittees of the Senate
Judiciary Committee and one subcommittee of the Senate Foreign
Relations Committee have begun joint hearings on w arrantless
wiretapping and electronic surveillance.

In addition, there are two independent commissions which are
authorized to consider the problem. Public Law 90-351 established
a National Commission for the Review of Federal and State Laws
Relating to Wiretapping and Electronic Surveillance. Recently,
Congressman Railsback of this subcommittee and T were .uqmmiml
as two of the House Members on this Commission. Congressman
Edwards of California and Congressman Steiger of Arizona are
the other House Members.

Public Law 91452 established another Commission, the National
Commission on Individual Rights, which also has a mandate to
consider wiretapping and electroniec surveillance. T am also a mem-
ber of that Commission. Unfortunately, this Commission cannot
function presently as the President has failed to appoint its public
members.

Undoubtedly, these two Commissions will serve a nseful purpose
in Illl!li‘lfﬂdu" a full scale reappraisal of the problem of privacy
invasion by electronic eavesdropping. However, the growing public
concern in this area requires that we not wait for the result of the
Commission’s findings to exercise our oversight in this sensitive area.

Within the last year numerons reports have appeared in the press
describing abuses of wiretapping and electronic surveillance on the
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part of the Federal Government. Only last week this issue of illegal
Government wiretapping was raised in a Federal court in Minnesota
in prosecutions arising out of the incident at Wounded Knee. Recent
testimony before the Senate Judiciary Subcommittee on Constitu-
tional Rights revealed that U.S. military intelligence units had
tapped telephones of American citizens living in Europe who were
organized to support Senator George McGovern’s 1972 campaign
for the Presidency. In addition, there have been numerous reports
of wiretapping of members of the press, advisors to Presidential
candidates and even members of Congress. These reports emphasize
the need for immediate Subcommittee consideration of Government
eavesdropping activities.

The procedures used within the Department of Justice to approve
wiretapping requests have also been questioned. In litigation pres-
ently pending before the Supreme Court, the Justice Department
has admitted that former Attorney General John Mitchell’s execu-
tive assistant actually reviewed and signed wiretap requests in spite
of the fact that the law requires that such requests be signed by the
Attorney General or a designated Assistant Attorney General. This
failure by the Attorney General to observe the law could compro-
mise hundreds of prosecutions of organized crime figures who were
wiretapped under such procedures.

That reported abuses of wiretapping and electronic surveillance
have generated public concern is reflected by the fact that over 30
members of Congress have sponsored legislation which would restrict
currently authorized eavesdropping. This legislation is currently
pending before this subcommittee.

In view of the public and congressional concern about eavesdrop-
ping, the subcommittee has an obligation to find out the facts about
this much publicized subject. Hopefully, these hearings will provide
some of those facts. I feel very strongly that the all-too-clever tech-
niques of modern electronic eavesdropping require the vigilance of
the Congress to protect the right of the individual. This most in-
sidious invasion of privacy demands full recognition and certain
action,

We must also recognize the meeds of investigative agencies for
the best techniques available in the fight arainst orcanized crime
and in the protection of our national security. T think that most
citizens want onr law enforcement asencies to be well equipped to
perform their investigative responsibilities within the limitations
imposed by the Constitution.

We will be hearing from a variety of witnesses representing both
those who have been under surveillance and those who have con-
ducted surveillance.

[ The bills are as follows:]

[H. R. 1597, 93d Cong., 1st sess.]

A BILL To amend certain Federal law relating to the interception of wire and oral
communlieations
Be it enacted by the Senate and House of Representative of the United
States of America in Congress assembled, That section 2511 of title 18 of the
United States Code is amended by adding at the end thereof the following:
“(4) Notwithstanding any other law or provision of law, whoever, acting
under color of law. intercepts or discloses any wire or oral communiecation,
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with respect to which a judge or justice of the United States or a Senator or
Member of Congress is a party, without the written authorization of the Presi-
dent (specifically aunthorizing the particular interception or disclosure) shall
be fined not more than $20,000 or imprisoned not more than ten years, or both.”

[H. R. 7773, 93d Cong., 1st sess.]

A BILL To amend title XII of the Organized Crime Control Act of 1070, and for
other purposes
Be it enacted by the Senate and House of Representatives of the United
States of America in Congress assembled, That title XII of the Organized Crime
Control Act of 1970 (84 Stat. 922, 960) is amended as follows:
(a) The heading of the title is amended to read:

“TITLE XIT—NATIONAL COMMISSION ON INDIVIDUAL RIGHTS AND PERSONAL
SECURITY"

(b) Section 1201 is amended by adding “and Personal Security” after the
word “Rights”.

(¢) Section 1204 is amended to read as follows:

“Sec. 1204, Tt shall be the duty of the Commission to conduct a comprehen-
sive study and review of Federal conrt decisions, laws, and practices relating
(1) to special grand juries authorized under chapter 216 of title 18, United
States Code, dangerous special offender sentencing under section 3575 of title
18, United States Code, bail reform and preventive detention, no-knock search
warrants, the accumulation of data on individuals by Federal agencies as auth-
orized by law or acquired by executive action, and (2) the conduct of stop and
frisk arrests, searches and seizures, interrogations, appellate review by the
prosecution, lack of mutual pretrial eriminal discovery, self-inerimination and
prosecutor comment on failure to testify, the conduct of lineups, disclosure of
informants’ identities, fingerprinting and photography, and trial delay, finality
and collateral review of Federal and State criminal proceedings, The Commis-
sion may also consider other Federal court deeisions, laws, and practices which
In its opinion may infringe upon the individual rights of the people of the
United States to liberty or to personal security. The Commission shall deter-
mine which legal rules, laws, and practices are needed, which are effective,
and whether they infringe upon the individual rights of the people of the
United States to liberty or to personal security.”

(d) Seection 1207 is amended to read as follows:

“Sec. 1207. (a) The Commission or any duly authorized subeommittee or
member thereof may, for the purpose of carrying out the provisions of this
title, hold such hearings, sit and act at such times and places, administer such
oaths, and require by subpena or otherwise the attendance and testimony of
such witnesses and the production of such books, records, correspondence,
memoranditms, papers, and documents as the Commission or such subeom-
mittee or member may deem advisable. Any member of the Commission may
administer oaths or affirmations to witnesses appearing before the Commission
or before such subcommittee or member. Subpenas may be issued under the
signature of the Chairman or any duly designated member of the Commission,
and may be served by any person designated by the Chairman or such member.

“(b) In the case of contumacy or refusal to obey a subpena issued under
subsection (a) by any person who resides, is found. or transacts business within
the jurisdiction of any district court of the United State, the distriet court, at
the request of the Chairman of the Commission, shall have jurisdiction to issue
to such person an order requiring such person to appear before the Commission
or a subcommittee or member thereof, there to produce evidence if so ordered,
or there to give testimony touching the matter under inquiry. Any failure of
any such person to obey any such order of the court may be punished by the
court as a contempt thereof.

“(e) The Commission is an ‘agency of the United States’ under subsection
(1) of section 6001 of title 18, United States Code, for the purpose of granting
immunity to witnesses.

“(d) Bach department, agency, and instrnmentality of the exeentive branch of
the Government, including independent agencies, is authorized and directed
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to furnish to the Commission, upon request made by the Chairman, on a reim-
bursable bagis or otherwise, such statistical data, reports, and other informa-
tion as the Commission deems necessary to carry out its functions under this
title. The Chairman is further authorized to call upon the departments, agen-
cies, and other offices of the several States to furnish, on a reimbursable basis
or otherwise, such statistical data, reports, and other information as the Com-
mission deems necessary to carry out its funetions under this title.”

(e) Section 1208 is amended to read as follows:

“Sec. 1208, The Commission may make interim reports and recommendations
as it deems advisable, and it shall make a final report of its findings and reec-
ommendations to the President of the United States and to the Congress at
the end of three years following the date of enactment of this amendment to
this section. Sixty days after the submission of the final report, the Commis-
slon shall cease to exist,”

[H. R. 9667, 93d Cong., 1st gess.]

A BILL Te amend title 18 of the Unlted States Code to require the consent of all
persons whose communications are Intercepted under certain provisions relating to cer-
taln types of eavesdropping
Be it enacted by the Senate and House of Representatives of the United

States of America in Congress assembled, That section 2511(2) of title 18 of

the United States Code is amended by striking out paragraphs (e¢) and (d),

and inserting in leu thereof the following:

“(c) It shall not be unlawful under this chapter for a person to electronically
record or otherwise intercept a wire or oral communication where all parties
to the communication have given prior consent to such interception unless
such communication is intercepted for the purpose of committing any criminal
or tortious act in violation of the Constitution or laws of the United States
or of any State or for the purpose of committing any other injurious act.”

[H. R. 9698, 93d Cong., 1st sess.]

A BILL To amend title 18 of the United States Code to prohibit the interception of
certaln communications unless all parties to the intercepted communication consent
Be it enacted by the Senate and House of Representatives of the United

States of America in Congress assembled, That section 2511 of title 18 of the

United States Code is amended by—

(1) striking out, in subsection (2)(e), “or one of the parties to such
interception” and inserting in lieu thereof “, but only if all of the parties
to the communication have given prior consent to such interception.”; and

(2) striking out, in subsection 2(d), “or where one of the parties
to the communication has given prior consent to such interception”
and inserting in lieu thereof “, but only if all of the parties to the
communication have given prior consent to such interception,”.

[H. R. 9781, 93d Cong., 1st sess.]

A BILL To amend certaln sections (authorizing wiretapping and electronic surveillance)
of title 18 of the United States Code

Be it enacted by the Senate and House of Representatives of the United
States of America in Congress assembled, That the Congress finds and declares
that—

(1) Widespread wiretapping and electronic surveillance, both by private
persons and Government agents, both under eolor of law, and without pre-
tense of legal excuse or justification, has seriously undermined personal
security and often violated fundamental constitutional rights, including the
rights to free speech, press, and association, the rights to due process and
equal protection, and the right to privacy.

(2) Complexities and defeets in current Federal law have aided those who
engage in wiretapping and electronic surveillance, and current Federal law
has not provided adequate safeguards against corrupt abuses of communications
technology,
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(3) No person, in any branch of the Federal Government, in however high
an office, or in any other governmental or private position should be authorized
either explicitly or implicitly to violate the constitutional rights of persons by
eavesdropping on private conversations through wiretapping and electronic
surveillance,

(4) The end of prosecuting those who violate the law does not justify wrong-
doing on the part of the Government,

(5) The peculiar susceptibility of wiretapping and electronic surveillance
to misuse in the furtherance of partisan political goals renders wiretapping and
electronie surveillance a particularly dangerous temptation to Government
officials, and the chance of its misuse ontweighs any potential benefits which
might otherwise be found in it.

Sec. 2. Title 18 of the United States Code is amended—

(1) by striking out in section 2511(1) “Except as otherwise specifically
provided in this chapter any person who—" and inserting in lieu thereof
“Whoever—";

(2) by inserting immediately after subparagraph (d) of section 2511(1),
but before “shall be fined” the following new subparagraph:

“(e) willfully intercepts or records any wire or oral communication with-
out the consent of all the parties to such communication’ ;

(3) by striking out “or"” at the end of section 2511 (1) (c) and by
inserting “or™ at the end of section 2511(1)(d) ;

(4) by striking out sections 2511(2) (a) (ii), (b), (e), and (d) ;

(5) by striking out section 2511(3) ;

(6) by striking out section 2512(1) “Except as otherwise provided in
this chapter, any person who willfully—" and inserting in lieu thereof
“Whoever—"" ;

(7) by striking out section 2512(2) : and

(8) by striking out sections 2516, 2517, 2518, 2519, 2510(9).

[H. R. 9815, 934 Cong., 1st sess.]

A BILL To enforce the first amendment and fourth amendment to the Constitutiom,
and the constitutional right of privacy by prohibiting any civil or military officer of the
United States or the militla of any State from uvsing the Armed Forcees of the United
States or the militla of any State to exercise survelllance of civillans or to execute the
eivil laws, and for other purposcs
Be it enacted by the Senate and House of Representatives of the United States

of America in Congress agsembled,

SEcTION 1. This Act may be cited as the “Freedom from Surveillance Act of

1973".

Sec. 2. (a) Chapter 67 of title 18, United States Code, is amended by adding
at the end thereof the following new gections:

“§1386. Use of the Armed Forces of the United States for surveillance pro-
hibited

“(a) Except as provided in subsection (b) of this seetion, whoever being a
civil officer of the United States or an officer of the Armed Forces of the United
States employs any part of the Armed Forces of the United States or the
militia of any State to conduct investigations into, maintain surveillance over,
or record or maintain information regarding, the beliefs, associations, or
political aectivities of any person not a member of the Armed Forces of the
United States, or any civilian organization, shall be fined not more than
$10,000, or imprisoned not more than two vears, or both,

“(b) The provisions of this section shall not apply to the use of the Armed
Forces of the United States or the militia of any State:

“(1) to do anything necessary or appropriate to enable such forces or
militia to accomplish their mission after they have been actually and
publicly assigned by the President to the task of repelling invasion or
suppressing rebellion, insurrection, or domestie violence, pursuant to the
Constitution or section 331, section 332, or section 333 of title 10 of the
United States Code; or

“(2) to investigate criminal conduct committed on a miliary installation
or involving the destruction, damage, theft, unlawful seizure, or trespass
of the property of the United States; or
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“(3) to determine the suitability for employment or for retention in
employment of any individual actually seeking employment or employed by
the Armed Forces of the United States or by the militia of any State, or
by a defense facility ; or

“{4) whenever the militia of any State is under the command or control
of the chief executive of that State or any other appropriate authorities of
that State.

“({c) As used in this section, the term—

“(1) ‘Armed Forces of the United States’ means the Army, Navy, Air
Forece, Marine Corps, and Coast Guard ;

“(2) ‘militia’ has the same meaning as that set forth in section 311 of
title 10, United States Code;

“(3) ‘civil officer of the United States’ means any civilian employee of
the United States;

“(4) ‘surveillance’ means any monitoring condueted by means which
include but are not limited to wiretapping, electronic eavesdropping, overt
and covert infiltration, overt and covert observation, and civilian
informants ;

“(6) ‘defense facility’ has the same meaning as that set forth in
section T82(7) of title 50, United States Code.”.

(b) The analysis of chapter 67 of such title is further amended by adding
at the end thereof the following new item :
“1386. Use of Armed Forces of the United States for surveillance prohibited.”.
SEc. 3. (a) Title 28, United States Code, is amended by adding after chapter
171 the following new chapter:

“Chapter 172—ILLEGAL SURVEILLANCE

“Sec.

“2691. Civil actions, generally ; illegal surveillance,
“2692, Special class actions; illegal surveillance,
Y2693, Venue.

“§ 2691. Civil actions, generally; illegal surveillance

“(a) Whenever any person is aggrieved as a result of any act which is
prohibited by section 1386 of title 18, United States Code, such a person may
bring a civil action for damages irrespective of the actuality or amount of
pecuniary injury suffered.

“(b) Whenever any person is threatened with injury as a result of any act
which is prohibited by section 1386 of such title, such a person may bring a
civil action for such equitable relief as the court determines may be appropriate
irrespective of the actuality or amount of pecuniary injury threatened.

“8 2692, Class action; illegal surveillance

“Whenever any person has reason to believe that a violation of section 1386
of title 18, United States Code, has occurred or is about to occur, such person
may bring a ecivil action on behalf of himself and others similarly situated
against any civil office of the United States or any military officer of the Armed
Forees of the United States to enjoin the planning or implementation of any
activity in violation of that section.

“§ 2693. Venue >

“A person may bring a eivil action under this chapter in any district court of
the United States for the district in which the violation oceurs, or in any dis-
triet court of the United States for the distriet in which the violation oeceurs,
or in any district court of the United States in which such person resides or
conduets business, or has his principal place of business, or in the District
Court of the United States for the Distriet of Columbia.”.

(b) The analysis of part VI of such title 28 is amended by adding immedi-
ately after item 171 the following new item:

372 THegal shrvalllahee . oo lamsoun i Soume B st 2691".

(¢) Seetion 1343 of title 28, United States Code, is amended by redesignating
paragraph (4) as paragraph (5) and by inserting immediately after paragraph
(3) the following new paragraph :

“(4) To recover damages or to secure equitable or other relief under
chapter 172 of this title;".
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Sec. 4. The civil actions provided by the amendments to title 28, United
States Code, made by this Act shall apply only with respect to violations of
section 1386 of title 18, United States Code, as added by this Aet, arising on
or after the date of enactment of this Act.

Sec. b. (a) Section 1385 of title 18, United States Code, is amended by
striking out “the Army or the Air Force” and inserting in lien thereof the
following : “the Armed Forces of the United States"”,

{b) (1) The section heading of section 1385 of such title is amended to read
as follows:

(2) Item 1385 of the analysis of chapter 67 is amended to read as follows:
*1385. Use of Armed Forces of the United States as posse comitatus.”.

[H. R. 9973, 983d Cong., 1st sess.]

A BILL To amend title 18 of the United States Code to requlre the consent of all
persons whose communieations are intercepted under certain provisions relating to cer-
tain types of eavesdropping
Be it enacted by the Senate and House of Representatives of the United States

of America in Congress assembled, That section 2511(2) of title 18 of the

United States Code is amended by striking out paragraphs (e) and (d), and

inserting in lieu thereof the following :

“(e¢) It shall not be unlawful under this chapter for a person to electronically
record or otherwise intercept a wire or oral communication where all parties
to the communication have given prior consent to such interception unless such
communication is intercepted for the purpose of committing any eriminal or
tortious act in violating of the Constitution or laws of the United States or of
any State or for the purpose of commiting any other injurious aect.”.

[H. R. 9949, 93d Cong., 1st sess.]

A BILL To clarify the meaning of certain provlsions of the Criminal Code relating to
unlawful interception of communieatlons and other provisions of law

Be il enacted by the Senate and House of Representatives of the United
States of America in Congress assembled, That section 2511 of title 18, United
States Code, is amended by adding the following new sentence to the end of
paragraph (3) thereof: “Nothing contained in this paragraph shall be deemed
to authorize the President, or anyone aecting or purporting to act on his behalf,
to engage in burglary or any other illegal act that is not prohibited by this
chapter.”.

Sec. 2. Nothing contained in any provision of law heretofore or hereafter
enacted by the Congress shall be deemed to authorize the President, or any-
one acting or purporting to act on his behalf, to engage in burglary or any
other illegal act that a statute of the Congress does not expressly and explicitly
authorize the President or his delegate to engage in.

[H. R. 10008, 93d Cong., 1st sess.]

A BILL To amend title 18 of the United States Code to require the consent of all
persons whose communieations are intercepted under certain provislons relating to cer-
taln types of eavesdropping
Be it enacted by the Senate and House of Representatives of the United

States of America in Congress assembled, That section 2511(2) of title 18 of

the United States Code is amended by striking out paragraphs (e) and (d),

and inserting in lieu thereof the following:

“(c) It shall not be unlawful under this chapter for a person to electronically
record or otherwise intercept a wire or oral communieation where all parties
to the communication have given prior consent to such interception unless such
communication is intercepted for the purpose of commiting any eriminal or
tortious act in violation of the Constitution or laws of the United States or
of any State or for the purpose of committing any other injurious act.”




9

[H. R. 10331, 93d Cong., 1st sess.]

A BILL To amend title 18 of the United States Code to requlre the consent of all
persons whose communications are intercepted under certain provislons relating to
certaln types of eavesdropping

Be it enacted by the Senate and House of Representatives of the United
States of America in Congress assembled, That section 2511(2) of title 18 of
the United States code is amended by striking out paragraphs (¢) and (d),
and inserting in lieu thereof the following :

“(e) It shall not be unlawful under this chapter for a person to electronically
record or otherwise intercept a wire or oral communication where all parties
to the communication have given prior consent to such interception unless such
communication is intercepted for the purpose of committing any eriminal or
tortious aet in violation of the Constitution or laws of the United States or
of any State or for the purpose of committing any other injurious act.”.

[H. R. 11629, 934 Cong., 1st sess.]

A BILL To enforce the first amendment and fourth amendment to the Constitution and
the constitutional right of privacy by prohibiting any etvil or military officer of the
United States or the militia of any State from using the Armed Forces of the United
States or the militin of any State to exerclse surveillance of civillans or to execute the
civil laws, and for other purposes
Be it enacted by the Senate and House of Representatives of the United

States of America in Congress assembled,

SECTION 1. This Act may be cited as the “Freedom From Surveillance Act of

1973".

Sgc. 2, (a) Ohapter 67 of title 18, United States Code, is amended by adding
at the end thereof the following new sections:

“§ 1386. l.-'sebnf the Armed Forces of the United States for surveillance pro-
hibited

“(a) Except as provided in subsection (b) of this section, whoever being a
civil officer of the United States or an officer of the Armed Forces of the
United States employs any part of the Armed Forces of the United States or
the militia of any State to conduct investigations into, maintain surveillance
over, or record or maintain information regaarding, the beliefs, associations, or
political activities of any person not a member of the Armed Forces of the
United States, or of any civilian organization, shall be fined not more than
$10,000, or imprisoned not more than two years, or both,

“(b) The provisions of this section shall not apply to the use of the Armed
Forces of the United States or the militia of any State—

“(1) when they have been actually and publicly assigned by the Presi-
dent to the task of repelling invasion or suppressing rebellion, insurrection,
or domestic violence pursuant to the Constitution or section 331, section
332, or section 333 of title 10 of the United States Code; or

“(2) to ivestigate criminal conduct committed on a military installation
or involving the destruction, damage, theff, unlawful seizure, or trespass of
the property of the United States: or

“(3) to determine the suitability for employment or for retention in em-
ployment of any individual actually seeking employment or employed by
the Armed Forces of the United States or by the militia of any State, or
by a defense facility ; or

“(4) whenever the militia of any State is under the command or control
of the chief executive of that State or any other appropriate authorities of
that State,

“{e) As used in this section, the term—

“{1) *Armed Forces of the United States’ means the Army, Navy, Air
Force, Marine Corps, and Coast Guard ;

“(2) ‘militia’ has the same meaning as that set forth in section 311 of
title 10, United States Code:

“(3) ‘civil officer of the United States' means any ecivilian employee of
the United States;

“(4) ‘surveillance’ means any monitoring conducted by means which
include but are not limited to wiretapping, eleetronic eavesdropping, overt
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and covert infiltration, overt and covert observation, and civilian
informants;
“(5) ‘defense facility’ has the same meaning as that set forth in section
T82(7T) of title 50, United States Code.".
(b) The analysis of chapter 67 of such title is further amended by adding
at the end thereof the following new item:

“13586. Use of Armed Forces of the United States for surveillance prohibited.”.

SEec. 3. (a) Title 28, United States Code, is amended by adding after chapter
171 the following new chapter:

“Chapter 172—ILLEGAL SURVEILLANCE
“Sec.

“2691. Civil actions, generally ; illegal surveillance.
“2692. Class action ; illegal surveillance.

“2693. Venue.

“8 2691, Civil actions, generally; illegal surveillance

“(a) Whenever any person is aggrieved as a result of any act which is pro-
hibited by section 1386 of title 18, United States Code, such a person may
bring a civil action for damages irrespective of the actuality or amount of
pecuniary injury suffered.

“(b) Whenever any person is threatened with injury as a result of any act
which is prohibited by section 1386 of such title, such a person may bring a
civil action for such equitable relief as the court defermines may be appropriate
irrespective of the actuality or amount of pecuinary injury threatened,

“2692, Class action: illegal surveillance

“Whenever any person has reason to believe that a violation of section 1386
of title 18, United States Code, has occurred or is about to cecur, such person
may bring a civil action on behalf of himself and others similarly situated
against any civil officer of the United States or any military officer of the
Armed Forces of the United States to enjoin the planning or implementation of
any activity in violation of that section.

“8 2693. Venue

“A person may bring a civil action under thig chapter in any distriet court
of the United States or the distriet in which the violation occurs, or in any
district court of the United States in which such person resides or conducts
business, or has his principal place of business, or in the District Court of the
United States for the Distriet of Columbia.”.

(b) The analysis of part VI of such title 28 is amended by adding immedi-
ately after item 171 the following new item:

e e MO T T ST RS W& R P, S, | G 2601",

(¢) Seection 1343 of title 28, United States Code, is amended by redesignating
paragraph (4) as paragraph (5) and by inserting immediately after para-
graph (3) the following new paragraph :

“(4) To recover damages or to secure equitable or other relief under
chapter 172 of this title ;.

Qgce, 4. The ecivil actions provided by the amendments to title 28 TUnited
States Code, made by this Act shall apply only with respect to violations of
section 1386 of title 18, United States Code, as added by this Act, arising on or
after the date of enactment of this Act.

See, 5 () Section 1385 of title 18, United States Code, is amended by
striking out “the Army or the Air Foree” and inserting in lien thereof the
following : “the Armed Forees of the United States.”

{b) (1) The section heading of section 13585 of such title is amended to read
as follows:

“& 1385. Use of Armed Forces of the United States as posse comitatus”.
(2) Ttem 1385 of the analysis of chapter 67 is amended to read as follows:

“1885. Use of Armed Forces of the United States as posse comitatus.”,
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[H. R. 11838, 93d Cong., 1st sess.]
A BILL To amend sections 2516 (1) and (2) of title 18 of the United Sintes Code
| sure that all wiretaps and other interceptions of communications which are au-
rized unnder that sectlon have prior court approval
Be it enacted by the Senate and House of Representatives of the United
States of America in Congress assembled, That section 2516(1) and (2) of title
19 of the United States Code are amended in both instances—
(1) by striking out “an order aunthorizing or approving"” and inserting
in lieu thereof “an order giving prior authorization to": and
(2) by striking out “when such interception may provide or has provided”
and inserting in lieu thereof “when such interception may provide",

-

[H. R. 13825, 93d Cong., 2d sess.)

A BILL To establish administrative and governmental practices and procedures for
certnln kinds of surveillance activities engaged in by the administrative agencies and
lepartments of the Government when executing thelr investigative, law enforcement,
and other functions, and for other purposes
Be it enacted by the Senate and House of Representatives of the United

States of America in Congress assembled, That this Act may be cited as the

“"Surveillance Practices and Procedures Act of 1974".

SEc, 2, The Congress hereby finds and declares that—

(&) Recent events have uncovered abuses by certain administrative agen-
cies, departments, and other units of the Government, when engaging in certain
surveillance practices, including the use of wiretaps, for investigative, law
enforcement, and other purposes.

(b) Those abuses referred to in subsection (a) have undermined and/or
threatened to undermine the individual's right to privacy and other constitu-
tional rights and liberties,

(¢) The public has expressed deep concern that abusive practices and proce-
dures by governmental agencies, departments, and/or other units of the Gov-
ernment when engaging in surveillance activities for investigative, law enforce-
ment, and other purposes, may continue to undermine and/or threaten to
undermine the individual's right to privacy and other constitutional rights
and liberties,

(d) There is a need for the administrative agencies and departments of
the Government to engage in certain surveillanee practices and procedures in
order to properly and satisfactorily execute their lawful investigative, law
enforecement, and other functions,

(e) Congress should establish practices and procedures to be followed by
Ahe administrative agencies, departments, and other units of the Government
when engaging in certain surveillance activities so a4s to reconcile the interest
of the Govermment in properly and satisfactorily execating its investigative
law enforcement, and other functions with the interest of the Congress and
the publie in protecting the integrity of the individual's right to privacy and
other constitutional rights and liberties.

(f) The need for the practices and procedures described in subsection (e)
is particularly acute in cases involving the use of wiretaps and other elec-
tronic surveillance by the administrative agencies, departments, and other
units of the Government when executing their investigative, law enforcement,
and other functions.

SEC. 3. (a) Section 2510(10) of title 18, United States Code, is amended by
deleting after “Code;” the following: “and”.

(b) Section 2510(11) of title 18, United States Code, is amended by adding
after “directed" the following: “; and".

(¢) Section 2510 of title 18, United States Code, is amended by adding im-
mediately after subsection (11) the following:

*(12) ‘foreign agent' means any person who is not an American citizen
or in the process of becoming an American citizen and whose first alle-
giance is to a foreign power and whose activities are intended to serve the
interest of that foreign power and to undermine the security of the
United States.”.




Sec, 4. (a) The first sentence of section 2511(3) of title 18, United States
Code, is amended by inserting immediately after “measures” the following:
“against foreign powers and foreign agents, pursuant to the procedures de-
lineated in seetion 2518A,".

(b) Seetion 2511(3) of title 18, United States Code, is amended by deleting
the second sentence. g

(e) Section 2511(3) of fitle 18, United States Code, is amended by striking
out the third sentence and adding in lien thereof the following: “Notwithstand-
ing any other provision of this chapter, neither the contents, nor the evidence
derived therefrom, of any wire or oral communication intercepted through
application of this subsection shall be received in evidence or otherwise dis-
closed in any trial, hearing, or other proceeding in a Federal or State court,
except in civil proceedings against foreign agents.”.

SEC, 4A. Section 2510 of title 18, United States Code, is amended by deleting
subsection (a) ; subsection letters “(b)”, *(e)”, “(d)", “(e)”, “(f)", and “(g)"
of section 2516 shall be deleted and the respective subsections shall be identified
a8 “(a)"; “(b)", “{e)”, “(d)", “(e)", and “{£)".

8ec. 5. (a) Chapter 119 of title 18, United States Code, is amended by adding
immediately after section 2516 thereof the following new section:

“§2516A. Authorization for interception of wire or oral communication in na-
tional security cases

“The Attorney General, or any Assistant Attorney General specially desig-
nated by the Attorney General, may authorize an application to a Federal
judge of competent jurisdiction for, and such judge may grant in conformity
with seetion 2518A of this chapter, an order authorizing or approving the
interception of wire or oral communications by the Federal Bureaun of Investi-
gation, or any Federal administrative agency, department, or other unit having
lawful responsibility for the investigations of the offense as to which applica-
tion is made, when—

“(1) there is probable cause to believe that the individual(s) whose
oral or wire communications are to be intercepted has commitied or is
about to commit an offense punishable by death or by imprisonment for
more than one year under—

“(a) sections 2274 through 2277 of title 42 of the United States
Code (relating to enforcement of the Atomic Energy Act of 1954), or

“(b) one of the following chapters of this title: chapter 37 (relat-
ing to espionage), chapter 105 (relating to sabotage), and chapter 115
(relating to treason) ; and

“(2) such interception will probably provide or has provided evidence
concerning the commission of that offense.”.

(b) Chapter 119 of title 18, United States Code, is amended by adding im-
mediately after section 2518 thereof the following new section:

“8 2518A. Procedure for interception of wire or oral communication relating to
national security

“(1) Each application for an order authorizing or approving the interception
of a wire or oral communication under section 2511(3) or section 2516A of this
chapter shall be made in writing upon oath or affirmation to a judge of com-
petent jurisdietion, or, in cases involving seetion 2511(3), a judge on the Fed-
eral District Court for the District of Columbia, and shall state the applieant’s
authority to make such application. Each application shall include the following
information ;

“(a) the identity of the investigative or law enforeement officer making
the applieation, and the officer authorizing the application;

“(b) a full and complete statement of the facts and circumstances relied
upon by the applicant, to justify his belief that an order shonld be issuned,
including (i) a deseription of the nature and loeation of the facilities
from which or the place where the communiecation is to be intercepted, (ii)
a deseription of the communieations, with as mueh particularity as is possi-
ble and praetical, sought to be intercepted, (iii) the identity of the per-
gon, if known, whose communieations are to be intercepted, and (iv) in
cases Involving application of section 2516A, details as to the particular
offense that has been, is being, or is about to be committed ;
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“(c) a detailed statement as to whether or not other investigative pro-
cedures have been tried and failed or why they appear to be unlikely to
suceeed if tried or to be too dangerous;

“(d) a statement of the period of time for which the interception is
required to be maintained. If the nature of the investigation is such that
the authorization for interception should not automatically terminate when
the deseribed communications have been first obtained, a deseription of
facts establishing probable cause to believe that additional communications
of the same type will occur thereafter:

“(e) a full and complete statement of the facts concerning all previous
applications known to the individual authorizing and making the applica-
tion, made to any judge for authorization to intercept, or for approval of
interceptions of, wire or oral communieations involving any of the same
persons, facilities, or places gpecified in the application, and the action
taken by the judge on each such application; and

“(f) where the application is for the extension of an order, a statement
setting forth the results thus far obtained from the interception, or a
reasonable explanation of the failure to obtain such results.

“(2) The judge may require the applicant to furnish additional testimony
or documentary evidence in support of the application. But in no event may
authorization or approval of any wire or oral communication be granted unless
the applicant furnishes evidence, independent of his and others conclusory
opinion, that such interception shall serve one of the purposes set forth in
section 2511(3) or section 2516A above.

“(3) Upon such applieation the judge may enter an ex parte order, as re-
quested or as modified, authorizing or approving interception of wire or oral
communications within the territorial jurisdiction of the court in which the
judge is sitting, or, in cases involving section 2511(3) when application has
been made to a judge on the Federal District Court for the District of
Columbia, anywhere within the territorial jurisdiction of the United States,
if the judge determines on the basis of the facts submitted by the applicant
that—

“(a) there is probable cause for belief that the interception is neces-
sary in order to gain information serving one of the purposes set forth
in seetion 2511(3) or section 2516A;

“(b) there is probable cause for belief that particular communieations
concerning one of the purposes set forth In section 2511(3) or section
2516A will be obtained through such interceptions;

“(e) normal investigative procedures have been tried and have failed
to appear to be unlikely to succeed if tried or to be too dangerous; and

“(d) there is probable cause for belief that the facilities from whieh,
or the place where, the wire or oral eommunications are to be intercepted
are being used or are about to be used by the subject whose wire or oral
communications are to be intercepted.

“(4) Bach order authorizing or approving the interception of any wire or
oral communication shall specify—

“(a) the identity of the person, if known, whose communications are
to be intercepted;

“(b) the nature and loeation of the communications facilities as to
which, or the place where, anthority to intercept is granted:

“(e¢) a deseription of the type of the communication sought to be inter-
cepted ;

“{d) the identity of the agency authorized to intercept the ecommuniea-
tions, and of the person authorizing the application; and

“(e) the period of time during which such interception is authorized,
including a statement as to whether or not the interception shall aunte-
matieally terminate when the deseribed communication has been first ob-
tained.

“(5) No order entered under this section may authorize or approve the
interception of any wire or oral communication for any period longer than
is necessary to achieve the objective of the authorization, nor in any event
longer than fifteen days. Extensions of an order may be granted. but only
upon application for an extension made in accordanee with subsection (1) of

35-391—T74—2
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this section and the court making anew the findings required by subsection (3)
of this section. In making this new finding under subsection (3), the judge
shall, in ecases involving section 2516A, require the applicant to furnish addi-
tional information and evidence independent of that relied upon in granting
the intial order and which, standing alone, would satisfy the requirements of
subsection (3). The period of extension shall be no longer than the authorizing
Judge deems necessary to achieve the purposes for which it was granted and
in no event for longer than ten days. Every order and extension thereof shall
be executed as soon as practicable, shall be conducted in such a way as to
minimize the interception of communications not otherwise subjeet to intercep-
tion under this ehapter, and must terminate upon attainment of the authorized
objective, or in any event in fifteen days.

“(6) Whenever an order authorizing interception is entered pursuant to
this chapter, the order shall require reports to be made to the judge who issned
the order showing what progress has been made toward achievement of the
authorized objeetive and the need for continued interception. Such report shall
be made at such intervals as the judge may require.

“(7) The contents of any wire or oral communieation intercepted hy any
means authorized by seetion 2511(3) or section 2516A shall be subject to the
requirements of section 2518(8) (a). Applications made and orders granted
under this chapter shall be sealed by the judge. Custody of the applications
and orders shall be wherever the judge directs.

“(8) Notwithstanding any other provision of this chapter, any individual,
other than a foreign agent, whose wire or oral ecommunications have been
intercepted through application of section 2511(3) or section 2516A shall, nort
less than thirty days after the expiration of a Judicial order authorizing such
interception, be furnished a eopy of the court order(s), and accompanying ap-
plieation(s), under which such interception was authorized or approved, and
a4 complete and acenrate transeript or other record of the intercepted com-
munication, such transeript or record to also inelude the date(s) and time(s)
at which such interception occurred: Provided, That upon applieation of the
Attorney General, or any Assistant Attorney General specially designated by
the Attorney General, the judge who authorized or approved the interception
may postpone the disclosure of such interception if he is satisfied that the
individual whose communications have been intercepted is engaged in a con-
tinuning eriminal enterprise or conspiracy and diselosure of the interception
will endanger vital national security inferests, such postponement to he as
long as the judge deems necessary; And provided further, That any intercep-
tion, disclosed pursuant to this subsection and which involves applieation of
section 2511(3), need not disclose the foreign power or agent whose wire or
oral communications were intended to be intercepted, nor those facilities at
which the interception was intended to or did take place.

“{9) (a) Notwithstanding any other provision of this chapter, any aggrieved
person in any trial, hearing, or proceeding in or before any court, department,
officer, agency, regulatory body, or other authority of the United States, a State,
or a political subdivision thereof, may move fto sappress the contents of any
intercepted wire or oral communication, or evidence derived therefrom, on the
grounds that—

“(i) the communieation was unlawfully intercepted ;
“{ii) the order of authorization or approval under which it was inter-
cepted is insufficient on its face:
“(iii) the interception was not made in conformity with the order of
authorization or approval ; or
*(iv) subseetion 11(3) requires such suppression. .
Such motion shall be made before the trial, hearing, or proceeding unless there
was no opportunity to make sueh motion or the person was not aware of the
grounds of the motion. If the motion is granted, the contents of the intercepted
wire or oral communication, or evidence derived therefrom, shall be treated as
having been obtained in violation of this chapter,

“(b) In addition to any other right to appeal, the United States shall have
the right to appeal from an order granting a motion to suppress made under
paragraph (a) of this subsection, or the denial of an applieation for an orlder
of approval, if the United States attorney shall certify to the jndge or other
-official granting sueh motion or denying such application that the appeal is
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not taken for purposes of delay. Such appeal shall be taken within thirty days
after the date the order was entered and shall be diligently prosecuted.”.

Sge, 6. (a) The analysis of chapter 119 of title, 1S United States Code, is
amended by inserting immediately after the item

#2516. Authorization for interception of wire or oral communications.”
the following new item:

“os16A. Authorization for Interception of wire or oral communications in
national security cases.”.

{(b) Such analysis is further amended by inserting immediately after the item
“2518. Procedure for interception of wire or oral communications.”
the following new item:
“o518A. Procedure for interception of wire or oral communications relating to
national security.”.
See. 7. Section 2519(1) is amended by inserting immediately after *“2518,”
the following: “or section 2518A.".

Mr. Kasrexayemrr, Our first witness this morning has long ex-
pressed his concern on this subject and is a chief sponsor of Senate
legislation to require court approval for all wiretapping and elec-
tronic surveillance, including national security wiret 11:lm|<" [ am
pleased to welcome a fellow member of the Wisconsin Delegation
and my good friend Senator Gaylord Nelson.

TESTIMONY OF HON. GAYLORD NELSON, A U.S. SENATOR
FROM THE STATE OF WISCONSIN

Senator Nersox. Mr. Chairman, and members of the committee,
there is a Democratic Conference at the Senate side that I need to
oet to, so if it is all right with the chairman, I would ask that my
full statement be printed in the record as so read, and then I wounld
like to submit for the record some materials in support of the
statement.

The first item is a statement which details the history of abuses
in the use of warrantless wiretaps for so-called “national security
cases.” and the second item is a section-by-section analysis of the
Surveillance Practices and Procedures Act to prohibit warrantless
wiretaps. ll shows quite clearly that every section of the bill is fully
supported by historical and lewal pree edents. Finally, T would like
to submit some newspaper columns and editorials which diseuss the
importance of a bill to prohibit warrantless wiretaps.

Mr. Kastexyeer. Without objection, your 11-page statement will
be received and made a part of the record and the additions you have
deseribed will also be received.

| The documents referred to appear at p. 29.]

Senator Nersox, Mr. Chairman it seems to me the time is long
past due for congressional action to check the dangerous abuses of
government wiretapping and other surveillance activities.

The need for action, and therefore the importance of this sub-
committee’s inquiry. are quite clear. Uncontrolled government wire-
taps and other surveillance activities constitute an intolerable threat
to fundamental constitutional rights and liberties. Individual free-
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dom—the cornerstone of our democratic system—is but an illusion in a
society where the government can invade an individual’s privacy
at will.

Until recently, most of the public did not appreciate the inherent
dangers of government snooping. Now the public understands that
government snooping poses a geal threat to everyone, regardless of
his or her station in life. Nows/77 percent of the public favors legiss
lation to curb the abuses of fovernment wiretapping and spying.

Hearings by the Senate Watergate Committee and other con-
gressional bodies as well as reports by various periodicals exposed
in great detail how the government could and did invade the privacy
of law-abiding individuals. Reference to just a few recent examples
is sufficient to illustrate the magnitude of dangers of government,
snooping ;

Now, Mr. Chairman, T list a series of examples, all of which have
been either publicized in the papers or presented to committees on
either the House or Senate side, so T will not read them into the
record.

For many years constitutional authorities and other citizens have
repeatedly expressed alarm over the rapidly expanding practice of
governmental invasions of privacy by wiretapping, data collection,
and other forms of surveillance. Tn 1967 T made a speech on the floor
of the Senate on this issue and in 1971 introduced legislation to
establish a joint congressional committee to control Government
snooping.

Mr. Chairman and members of the committee. this specific pro-
posal that is before the committee today refers to warrantless wire-
taps. That is just one step that needs to be taken by the Congress
to protect the constitutional rights of citizens. There is a further
step which the Congress must also take up at some subsequent date,
and that is a step that will insure that the Constitution and the law
are complied with. T have introduced legislation on our side on this
issue. This legislation proposes creation of a joint committee of the
House and Senate, a bipartisan committee with equal representation
by each party. Each year every agency of the Government which has
or asserts any power or authority to spy—such as the military intelli-
gence, the FBI, and others—must come before that committee and
present to that committee, either publicly or in exeeutive session. a
record of all of the wiretaps and surveillance of any kind that was
performed by that agency, the legal justification for it, and the
purpose of it. All of this wonld be presented under oath with the
penalty of perjury, of course. The purpose of this would be to enable
the people’s representatives to gnarantee that the Constitution and
the statutes are complied with and furthermore. M. Chairman, for
the Congress to be informed as to what kind of activities are engaged
in by these agencies so that we may decide if further legislation is
NECESSATY.

I think that piece of legislation is eritical to assuring compliance
with any other legislation that we pass and to assure compliance
with the fourth amendment of the Constitution.
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The bill entitled “Surveillance Practices and Procedures Act of
1973” is before the subcommittee and has been introduced on both
sides by myself in the Senate and by the chairman of this subcom-
mittee in the House of Representatives.

The bill is a direct response to wiretap abuses in so-called national
security cases, Last May it was revealed that in 1969 the White
House bypassed established procedures and authorized wiretaps on
the telephones of 17 Government officials and newspapermen. The
purported basis of these taps was a concern that sensitive information
was being leaked to reporters by Government officials. The Govern-
ment, however, did not obtain a judicial warrant before installing
the taps. The Government alone decided whom it would tap and
for how long,

Subsequent investigation showed that some of the Government
officials tapped did not have access to sensitive information. Tt was
also learned that two of the taps were maintained after the indi-
viduals involved had left Government service and joined the
Presidential campaign staff of Senator Muskie. In none of the
cases was the individual suspected of having violated the law.

These are not isolated incidents. Warrantless taps based on so-
called national security reasons were placed on the telephones of
newspaper columnist Joseph Kraft in 1969 and in 1971 on friends
of a Navy yeoman suspected of passing sensitive information to
the Joint Chiefs of Staff. Again, none of these individuals was
even suspected of having violated the law.

The use of so-called national security taps, however, has not
been confined to the present administration. Democratic and Repub-
lican administrations since the 1930’ have used such taps to spy
on law-abiding individuals. Various government reports indicate that
since that time thousands of individuals have had their telephone
conversations intercepted for so-called national security reasons.

From the very beginning, those sensitive to eivil liberties recog-
nized the dangers of warrantless wiretaps. Such taps enable the
(Government to exercise unchecked and unreviewed power over the
individual. There is no opportunity for a court, the Congress, or the
public to demonstrate that the taps are unreasonable. For this reason,
Supreme Court Justice Oliver Wendell Holmes called them dirty
business. ITn my view. such taps are also clearly unconstitutional.

To understand the basis of this opinion it is necessary to examine
the language and judicial interpretation of the fourth amendment.
That amendment states quite simply that :

“The right of the people to be secure in their persons, houses,
papers, and effects, against unreasonable searches and seizures. shall
not be violated, and no warrants shall issue, but upon probable
cause, supported by oath or affirmation, and partienlarly deseribing
the place to be searched, and the persons or things to be seized.”

That lanauage is clear and nnequivoeal. Tt allows for no exception.

One need not be an historian or a lawver to understand the essen-
tial purpose of this amendment. Tt is intended to protect the indi-
vidual’s privacy from unreasonable invasions by the Government.
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To afford this protection, the amendment contemplates that a
neutral court—not the Government—will determine whether any
search and seizure planned by the Government is reasonable. Other-
wise the Government would be both advocate and judge of its own
case.

The fourth amendment thus limits the power of the Government,
Like the other amendments in the Bill of Riehts. it reflects the
framers’ intention that individual liberty. rather than unrestrained
governmental power, be the hallmark of our pelitical system. In his
cln:-vm in the 1928 Olmstead case Supreme Counrt Justice Tonis
Brandeis articulated the importance of the fourth amendment in our
scheme of government:

The makers of our Constitution undertook to secure conditions favorable to
the pursuit of happiness., They recognized the significance of man's spiritnal
nature, of his feelings and of his intellect. They knew that only a part of the
pain, pleasure and satisfactions of life are to be found in material things,
They sought to protect Americans In their beliefs, their thoughts, their emo-
tions, and their sensations, They conferred, as against the Government, the
right to be let alone—the most comprehensive of rights and the right most
valued by ecivilized men., To protect that right, every unjustified intrusion by
the Government upon the privacy of the individual, whatever the means em-
ployed, must be deemed a violation of the fourth amendment.

The fourth amendment’s protections apply to all Government
searches and seizures. No exception is made for national security
cases or any other !\mrI of circumstance.

When the Constitution was drafted in 1787, our country was only
11 years old. The new American eitizens had recently concluded
long war with England to preserve their country’s independence.

That independence was not entirely seenre. The threat of foreien
attack and subversion remained ever present. Despite the existence
of this threat. the Foundine Fathers adopted the fourth amendment
and made no exception to its application.

’ In the 1967 Berger and Katz cases, the Supreme Court held that
“the fourth amendment applies to wiretapping for eriminal purposes.
In effect, these deecisions required the ecovernment to obtain an
approving judicial warrant before it could install a wiretap in a
eriminal investieration.

In the 1972 Keith cage the Court, by an 8-0 vote, decided further
that the Government conld not wiretap individnals withont a indi-
cial warrant even when the individual’s activities threatened the
Nation’s “domestic seenritv.” Aeain. the Conrt made clear that wive-
taps must adhere to the safeguards delineated by the fourth
amendment :

“Though physical entry of the home is the chief evil against which the word-
ing of the Fourth Amendment is directed, the broader spirit now shields private
speech from unreasonable surveillance.

The Supreme Court has not vet decided whether the fonrth amend-
ment’s protections apply to eases involvine the aetivities of foreien
powers and their agents. In the Aeith case. the eourt stated ex-
plicitly that it did not consider those situations where American
citizens have a “significant connection” with foreign powers and
their agents,
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Beeause the Conrt has not ruled on these “national security” taps,
the present administration maintains that it may install warrantless
wiretaps in certain situations, In a September 1973 letter to Senator
William Fulbright, chairman of the Senate Foreign Relations Com-
mittee, then Attorney General Elliot Richardson stated that the
administration would continue to install warrantless wiretaps against
American citizens and domestic organizations if the administration
believes their activities affect “national security” matters—although
“national security® is never defined.

Mr. Richardson’s comments apparently still reflect administration
policy. Last January the Justice Department reported that it had
authorized three warrantless wiretaps for national security reasons—

an average week’s quota according to the Department. The Depart-
ment did not explain to any nentral party such as the Court the
justification for the taps or identify the subjects of the taps.

The continued use of warrantless wiretaps for so-called national
security reasons underscores the need for congressional action. People
in our country should not be afraid to speak to one another on the
telephone, never knowing whether the Government is listening or
how the Government micht use any information obtained. Every
citizen should be assured that the privacy of his or her telephone
conversations will not be invaded wunless a neutral eonrt first de-
termines that the invasion is justified pursnant to the Constitution.

The Surveillance Practices and Procedures Act is desiened to
provide that assunrance. The bill includes three prineipal provisions.

First, before it could wiretap American citizens for national
security reasons, the Government would have to obtain a iudicial
warrant based on probable canse that a specifie erime has been or
is about to be committed. This provision would thus protect an
individual’s privacv aeainst unjustified national security wiretaps.

Second, before the Government. could wiretap a foreien power or
its agents. it \\nnh] have to obtain a judicial warrant based on the
belief that the tap is necessary to protect national security interests.
The warrant standards for foreign powers and their agents would
thus be less rigorous than those required for American citizens. This
warrant requirement will in no way nndermine the government’s
ability to protect against foreion attack or subversion: the eovern-
ment will be able to wiretap foreion powers and their agents anv
time there is a need for such surveillance and the need is presented
to the conrt.

The justification for this second warrant procedure is plain. The
(Government’s desire to wiretap should be reviewed by a court in all
Instances.

Third, every American citizen wiretapped would be informed of
the surveillance with 30 days after the last anthorized interception.
This provision would assure every wiretapped American citizen the
opportunity to protect against violations of his or her econstitn-
tional riechts. The disclosure of the wiretap could be indefinitely
postponed. however. if the Government satisfies the conrt that the
person wiretapped is engaged in a continuing eriminal enterprise
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that would involve, for example, organized crime activities, or that
disclosure would endanger national security interests.

The need for legislation such as this should be beyond dispute.
Warrantless wiretaps—whether for “national security” reasons or
other purposes—pose a grave daneer to individual riehts of speech
and privacy. Such taps invest the Government with an absolute
power over the individual. They enable the Government to pry into
an individual’s private affairs without justifieation. They foster the
reality of an Orwellian state in which the @overnment becomes a
monster to be feared rather than a servant to be trusted.

That is not the kind of government envisioned by our Founding
Fathers. The underlying and fundamental permise of onr Constitu-
tion is that all Government power is limited by checks and balances.
This is no less true of the Government’s power to protect “national
security.” That power is not so absolute that it can excuse infringe-
ments of the right to privacy and other constitntional liberties. Tt
wonld indeed be ironie if the government could invoke “national
security” to violate those individual freedoms which the govern-
ment is obligated to defend.

Mr. Chairman, T think I have covered evervthing that needs to be
covered on my testimony.

Mr. Kastexmerr. Thank you, Senator Nelson, for your very com-
pelline testimony. T have just a couple of questions.

While it may be said that one could determine what is erime in
the Federal svstem and what is not a erime, are von satisfied that
there is any definition as to what constitutes “national security” or
“national security interest” for these purposes?

Senator Nrrson. There is none. In the past, national security has
been what the nsers of the wiretap considered national security to be.
So during the Vietnam war and during the demonstrations, the Na-
tional Council of Churches was invaded by military intellizence
people, and all kinds of people were spied on if they attended a
demonstration where no erime was committed and where no violence
occurred. For some unknown reason the government believed these
people must threaten the national security. As a result they were
spied on or wiretapped.

If you allow that gaping hole to exist, you have simply destroyed
the intent of the fourth amendment and you have given unlimited
power to the government under the statute to do wiretapping.

Mr. Kastenmerer. Yes, what you propose to do is brine all wire-
tapping into a situation where a warrant is required, whatever its
definition ?

Senator Nerson. T think that the langnage of the fourth amend-
ment is so clearly spelled out that there is absolutely no exception
under any circumstances. T don’t think you can leave any exception.

There should be no problem with “national security” matters be-
cause espionage and treason are in fact crimes. They are spelled out
as crimes.

If some Government agency believes that there is a matter involv-
ing the security of this country which justifies a wiretap, all this
proposal says and all the Constitution says is that you must go to
a court. It will authorize the wiretap upon oath or affirmation show-
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ing probable cause. After all, if the Government does not have to
make a showing of probable cause, it has a license to spy on every-
body. And there is no way to leave a little crack open without it
bursting the whole dam.

Mr. Kastexymerer. What sanction would you recommend for offi-
cials who, notwithstanding the existence of the requirement for a
warrant, might nonetheless wiretap, feeling that the reason is such
a compelling one that they would resort to both legal wiretapping
or illegal wiretapping, similar to the “plumbers’ ” unit?

Senator Nersox. I don’t remember what the provisions are, but that
is a criminal offense.

Mr. Kasrexmemr. Do you think we ought to concern ourselves
especially with government officials who conduct wiretapping unau-
thorized by law ¢

Senator Neuson. I don’t think that officials are above and beyond
the reach of the law. And of course, people can do things illegally
and commit crimes and we may not know it. That is one of the rea-
sons that T would want a bipartisan committee to call before it, at
least annually, the head of the FBI, look at his records and put him
under oath in order to be sure that he doesn’t dare perjure himself.
I would then call the head of the FBI in New York and Chicago
and Los Angeles and put them under oath. Then next I would call
the head of the FBI from Milwaukee and Miami and Houston and
put them under oath so that at all times you are having a half dozen
people under oath respecting the activities of that agency. Congress
can thus be assured that somebody who is dishonest and in a position
of power is required to testify under oath. Congress can also be
assured that there will be additional testimony that might expose the
dishonest agent.

I would do that with respect to military intelligence and all other
intelligence. I think that gives you a pretty good guarantee.

For example there is no reason for somebody to risk going to jail
for the purpose of spying on citizens participating in Earth Day
ceremonies in 1970 to express their concern about the deterioration
of the environment. Nor is there any reason for the Government to
involve the National Council of Churches’ meetings, as was testified
before Senator Ervin's committee, and listen to the discussion of these
very fine people who were doing nothing eriminal and who happened
not to like the war that we were involved in.

I don’t think that anybody is going to risk going to jail in order
to spy illegally upon a perfectly decent citizen, particularly since,
if there is probable cause that somebody threatens the national se-
curity or probable cause that a crime is being committed or probable
cause that shows some citizen is involved with a foreign agent, the
court warrant would be issued.

And the reason you can’t make any exception is that the exception
becomes the rule.

Mr, Kastenyurer. I take it that the scope of your bill is wiretap-
ping, electronic surveillance? Does it also involve other surveillance,
common surveillance ?

Senator Nerson. This bill is limited specifically to warrantless
wiretaps.
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Mr. Kastexmerer. Would that cover electronic eavesdropping?

Senator NeLson. Yes

Mr. Kastenmerer. But not other forms of surveillance?

Senator NersoN. No, not other forms of this surveillance.

Mr. Kasrenyeier. The examination conducted by the Joint Com-
mittee annually, would that be in executive session, in secret session,
or would that be public?

Senator Nerson, I think the committee would have to decide that.
It should probably be left up to the authority of the committee. There
are obvious cases which you don’t want to disclose. And really, the
purpose is not to disclose for publication in the paper. The purpose
18 to disclose to the Congress, to the other branch, what is going on
g0 that we are sure the law is complied with.

The details of who might have been surveilled aren’t always the
important thing so far as publicity is concerned. If there are viola-
tions or wholesale violations, obviously the Congress would do some-
thing about it and probably disclose it. But if it involved organized
crime or things such as that, obviously they wouldn’t and shouldn’t.

Mr. KasteNeier. My last question is, I take it yon accept the need
for wiretapping and electronic surveillance philosophically but only
under conditions which you have described, that is, under warrant?

Senator Neuson. Yes, I accept what the Founding Fathers said
that upon probable cause under Qath or affirmation presented to a
court, that then a warrant may be issued. I think the government
needs that. You need to have a nentral party deciding whether or not
the Fourth Amendment to the Constitution is being complied with.
And I then would want the third branch of the government do its
annual oversight to be sure that the other two branches are comply-
ing with the Constitution.

Mr. Kastenyeier, I yield to the gentleman from California, Mr.
Danielson.

Mr. Danterson. Thank you, Mr. Chairman. And thank you, Sena-
tor Nelson. I infer from your answers to Mr. Kastenmeier’s questions
that you do ascribe to the provisions of the Fourth Amendment
which, as I read them, at least would permit wiretapping under cer-
tain carefully defined circumstances.

In looking at your three points, the major points of the Surveil-
lances Practices and Procedures Act, I note that you have restricted
the bill to wiretapping. As I understand it, you are excluding the
implantation of a microphone, for example——

Senator NeLsox. No, we include it.

Mr. DaxiersoN. Your definitions would include that?

Senator NeLso~. Yes, electronic devices of all kinds.

Mr. Daxenson. All right. You also, however, seem to tie it only
to national security reasons, or national security interests,

Senator Nersow. Pardon ? T missed the first part.

Mr. DaniersoN. You seem to restrict the authorized wiretapping to
national security reasons, or national security interests.

Senator Nerso~. No, the other way around; this is aimed at being
sure that this vague phrase “national security” doesn’t except wire-
taps from the provisions of the Fourth Amendment.
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Mr. Daxtersos. Then you do not intend to exclude—and let me
use the term here for reference “anthorized wiretapping™—you do
not intend to exclude wiretapping for the purpose of investigating
erimes, in other words, again assuming you got the warrant issued
upon probable cause and so forth?

Senator Nrvson. Title TIT of the act and the Constitution covers
crime. I wouldn’t exclude anything.

Mr. DantersoN. You say you would not exclude anything?

Senator Nrwson. No. I think anything involving electronic sur-
veillance, wiretapping—and I am using “wiretapping” in its broadest
term—none of that should be excluded from the provisions of the
Fourth Amendment.

Mr. Daxierson. No, that was not the thrust of my question.

Senator Nersox. Oh, I misunderstood.

Mr. Dantersox. Let me restate it. I would fully agree with you on
that. I don’t think that there is any way we can, even if we wish,
get away from the Constitution, and I don't wish to.

However, on page 8 of your presentation in the next to the last
and the last paragraphs, and then again on page 9, in each of your
explanations you say the bill can change three principal provisions:
first, before one could wiretap American citizens for national security
reasons, the Government would have to obtain a judicial warrant;
second, before the Government could wiretap a foreign power or its
agents, it would have to obtain a warrant; and the like. And you

refer to “national security” in each instance.

Do you intend by referring to “national security” to exclude the
possibility of a lawful wiretapping for a nonnational security

nurpose ¢

I ],It-t.‘ﬁ say a felony investigation, which does not involve national
security, such as an investigation of a kidnapping or extortion or
bank robbery or narcotics peddling or some such thing, where would
that fit into wiretapping? There is no national security involved, in
other words, just eriminal law.

Senator Nerson. No, they are covered in title ITT of the act now.

Mr. Danterson. In other words, you do not intend to restrict this
to national security?

Senator Nersox. No, what we intend it to do is to cover what is
called “national security”.

Mr, Danterson. Well, I favor that.

Senator Nersox. No, we do not intend it to exclude anything.

Myr. Daxtersoxn. I thonght you meant that but I was not sure from
your presentation.

Senator NeLson. Yes.

Mr. Daxierson, Thank you.

Mr., Kastexyemer. If the gentleman from California would yield?
The premise is that no one denies that for purposes of investigating
a crime, a warrant is required for wiretapping. That is presently the
law. The exception claimed by those in the Federal Government is
in the area of “national security” and a warrant is not required for
certain national security matters. And Senator Nelson’s bill covers
that and says that in that area too, a warrant shall be required.




24

Mr. DaxtersoN. Which T am very pleased to support. However, I
can’t quite agree with my chairman that no one would disagree. There
are many people who feel that there should be no wiretapping almost
under any circumstances, including the violations of eriminal law.

Mr. Kasrensemer. The only point T was making is that presently
the law requires a warrant for any Federal or State wireta ping,
The only exception claimed by the government presently is in the
area of national security, and that is the purpose of Senator Nelson’s
bill, to make sure that that type of tap as well must be authorized
by warrant; is that correct?

Senator Nerson. That is correct and that is the only issue involved
here that has not been to the Supreme Court. They ruled on what
is called “domestic security” and that is covered clearly.

Mr. KasTENMEIER. Yes.

Senator NerLson. But the assertion of the right to a warrantless
wiretap as an exception to the Constitution or as not being covered
by the Constitution hasn’t been to the Supreme Court. I think clearly
if it went there, you wouldn’t need this statute. If it went there, I
am sure there is no way that the Court could logically rule other
than that warrantless wiretaps are in fact unconstitutional, that they
are prohibited by the Fourth Amendment. But the issue hasn’t gotten
there and I don’t know whether it will.

Mr. Danrersox. I don't either. But you know when we pass new
legislation, it always has an impact on previous legislation, and T
think it is a valuable contribution to this record to make it clear.

Senator NEeLson. I agree.

Mr. Danterson. To make it clear that you are talking only about
national security and you do not intend to restrict or in any way
Limit the existing laws relative to nonnational security wiretapping.

Senator NersoN. You stated it exactly correctly.

Mr. Davienson. Which I fully agree should be governed and I
hope are governed by the fourth amendment. Thank you so much.

Senator Nenson. Thank you.

Mr. Kastexyemer. I would like to recognize the gentleman from
New York, Mr. Smith. And the Chair should at the outset state that
we are pleased to have Mr. Smith here, The Republican members of
our subcommittee are in a formal caucus on a very important issue
and may be here a bit later, but in any event I am pleased the gentle-
man from New York could attend.

Mr. Sy, Thank you, Mr. Chairman. Senator Nelson, thank you
very much for coming here today and giving us the benefit of your
testimony. You have given us a lot of food for thought and I don’t
have any questions, but it has been a good presentation, and thank
you.

Senator Nerson. Thank you very much, Congressman.

Mr. Kasrenyerer. The gentleman from Massachusetts, Mr. Drinan.

Mr. Drivaw. Thank you very much Senator Nelson, I will reveal
my biases immediately by stating that I and some others have filed
a bill to abolish all wiretapping. And the preamble says this: “The
chance of its misuse outweighs any potential benefits which might
otherwise be found in it.”

» Sol Ilzzssume that you have concluded that Olmstead was correctly
ecided ?
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Senator NersoN. No, Olmstead went the other way. Olmstead said
the fourth amendment didn’t cover wiretapping. I think they were
clearly wrong.

Mr. DrinaN. Do you think wiretapping can be permitted at all by
the fourth amendment?

Senator Nersox. Pardon?

Mr. DriNan. In examining the fourth amendment I have great dif-
ficulty in understanding how wiretapping of any nature can come
within that provision because in the latter part of the fourth amend-
ment, that is quoted on page 5 of your fine testimony, it says that
those who want wiretapping must particularly describe the place to
be searched and the person or things to be seized.

And I have the fundamental difficulty that the four dissenters in
Olmstead had, that all wiretapping cannot comply with that par-
ticular requirement.

And your testimony says that the Federal Government has to go
to a court to get this warrant, but I don’t understand how anybody
who wants wiretapping can particularly describe the place and the
persons or the things to be seized.

Senator Nersox. Of course at the time the fourth amendment was
adopted, there were no telephones and hence no wiretaps; but I think
that unreasonable searches and seizures cover wiretaps and electronic
surveillance. I take it that you are saying that in fact they don’t
permit it?

Mr, Drixan, I am saying, Senator, that in the Surveillance Prac-
tices and Procedures Act that you have proposed, there is no deserip-
tion or way by which the Federal Government can comply with the
fourth amendment. You have included nothing as to how they shall
particularly describe the place to be searched and the persons or
things to be seized.

And I say that fundamentally they can’t do that. If the judge
gives them a warrant—and all judges give warrants whenever they
are asked-—they simply are in violation of the fourth amendment.,
Now this is my position, and you haven’t come to that position, but
how would you answer that diffieulty ¢

Senator Nerson. I think the Congressman can make a reasonable
argument as he has. But when you go to the court, you have to describe
whose conversation you want to wiretap, you have to describe
the premises that you want to wiretap, and you have to give the
probable cause for the wiretap. You are making a different argu-
ment. You are arguing it is a violation to use it at all, even with a
court order, correct ?

Mz, Drivaw. Yes.

Senator NeLson. And that is a reasonable argument. I don’t think
the court would uphold it, but then that doesn’t mean you are wrong.

Mr. Drixaxn. Before it might not. It might be different now.

Senator, is there any empirical evidence that Federal judges will, in
fact, be very careful and serupulous in granting the warrants that
are requested ? d

Senator NersoN. Well, the law requires them, and the bill requires
them to be in compliance with the fourth amendment. It is perfectly
clear that it is very common, particularly in the lower courts, for
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them to just issue a wiretap order upon request. And I suspect that
very frequently there is no reasonable probable cause that would
stand up if tested.

So you have the law and you have the Constitution violated by
failure to require strict compliance with the law.

Mr. DriNax. And your bill provides no remedy, no sharpening of
the standards for Federal courts.

Senator NeLson. Yes, it does. And I commented, as the Congress-
man may recall, earlier, that we also need the third branch of the
government involved. The Constitution says the government has to
o to the court and show probable cause. Now you have the executive
branch and the courts involved. I have introduced legislation which
will now involve the Congress by its annual oversight, perhaps in
executive session. By calling representatives of the Government be-
fore it, Congress can require those who have requested warrants
to justify those requests. Then we can have oversight over the judi-
cial branch and the executive branch to see whether or not they are
in compliance with the Constitution and the specifies of this statute.

Mr. Drixan. But Senator, we really have no oversight over the
courts. If they continue to hand out warrants like green stamps as
they now do, then the situation will continue despite your bill.

Senator Nrvson. The bill requires that the court must require inde-
pendent evidence to support the assertion of probable cause: but any-
way the court doesn’t initiate a request. If you have oversight by
the Congress of everyone who initiates the requests and you put
them under oath and you make them come in and show the jurisfica-
tion that they give the courts, we will find out every single year any
particular case where they were in violation. Of course, if they didn’t
have probable cause, the court also was acting in violation of the
Constitution. But at least we've got control over part; at least we've
got oversight over the activities of the executive branch. And if they
continue to violate the law, we will just have to up the penalty.

Mr. Drivan. They will make another exemption, Senator, on the
ground that the enforcement of the law, particularly in national se-
curity really requires that we have wiretapping. And T assume on that
premise you would say that the Federal Government should be able
to get a warrant to intercept and to read the mail going to the Rus-
sian Embassy ?

Senator Nersonx. The court has already ruled on that.

Mr. Drinan. I know.

Senator NersonN. And the court has ruled that the fourth amend-
ment covers wiretaps in criminal cases and domestic security cases
and that you have to present probable cause for it. And they have
ruled that wiretaps and electronic surveillance involves unreasonable
searches and seizures.

Now what the Congressman I think is saying is that provision
ought to be modified.

Mr. Driax. Wonld you say that the Federal Government should
have the power to get a warrant to read the mail of Joseph Kraft?

Senator Nerson. Not if there wasn’t probable cause.

Mr. Drinan. But if there is probable cause, they can get a warrant
to read the mail?
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Senator Nrrson. Let's not use my friend Joseph Kraft’s name.
Let's use Mr. X. If there is probable cause to believe that an indivi-
dual is involved in a treasonous activity with a foreign power and
has access to information involving the security of the United States,
and that is presented to the court upon oath and affirmation, and the
probable cause is clearly demonstrated, then I think under the fourth
amendment, and for the protection of the security of the country, the
Government should be able to conduct surveillance, wiretaps, and
examine the mail. But they have to describe what they seek and why.

Mr. Drixax. Senator, does your bill really add anything to the
law that the Berger decision, the K atz decision and the Aeith decision
don’t already say that the law is?

Senator Newsox. Those decisions did not touch the question of
national security.

Mr. Drinan. No, the Aeith decision did, eight to nothing. You
quote it here.

Senator NersoN. Not national security. Domestic security.

Mr. Drixax. So you go beyond the Courts decision to a point that
they haven’t touched?

Senator Nrrsox. There are no clear distinetions between “domes-
tic” and “national security.” The problem is this administration—
and it has been violated in the same way in the past—asserts that
here is a so-called national security case and therefore we can have
a warrantless wiretap. That apparently is what they did in the
Joseph Kraft case. If the Government says the national security is
threatened, whatever that may be, then it asserts that the provisions
of the fourth amendment are not applicable,

This bill is limited to making it clear that there is no such thing
as a warrantless wiretap deseribed under the umbrella of national
security assertion.

Domestic security has been to the Supreme Court, but not national
security.

Mr. Drivax. But Senator, you are putting all of your faith and
hope to dispose of this problem in the Federal Courts, are you not?
You think that they are going to be tougher. And I am just suggest-
ing that there is no empirical evidence at all from our recent history
to suggest that the Federal courts are going to be tougher with
prosecutors. They will give the warrants, and we will have the same
thing by a different name.

Senator Nrrson. The bill specifieally requires them to require the
submission of independent evidence showing probable cause.

Mr.: Drinax. Is that a new element of the law, though? You said
“independent evidence,” but already in the United States Code they
have to have the equivalent. You are not adding anything to the
standards by which Federal judges are to give out warrants.

Senator Nerson. That is incorrect. We are adding the new stand-
ard to cover the argument concerning national security. But in ad-
dition, and T repeat, yon need the third branch to have oversight to
be sure that the court does comply.

1f the Government comes before this bipartisan committee to dis-
cuss a wiretap issue, and it is shown that there was no probable
cause, it will be demonstrated that the law has been violated. I don’t
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think the Federal judges are going to want to be exposed year after
year as in violation of the law.

Mr. Drixaxn. It will take a lot of years though before we really
have oversight and expose them, as you say.

Senator Nensox. I would like to pass the bill next year and then
we would have oversight.

If you pass a law, you are going to have oversight. Then the hand-
ful of Federal judges, or other judges, who are likely to be careless
with the standards will pay more attention to the standards of
probable cause or know that they are going to be exposed by a bi-
partisan committee of the Congress for not upholding their oath of
oflice.

Mr. Drixan. Yon have faith in the Congress that we can expose
a body of judges. We haven’t been too suecessful, I am afraid Senator.

One last question. You say, for some reason I don’t understand,
Senator, that this individual who has been wiretapped without his
knowledge or consent would be informed 30 days after the unauthor-
ized interception. There is a very large escape clause there. So I
think that under present and probably future practices of the De-
partment of Justice, this man or woman would never really know that
his phone had been tapped over a period of time.

Why did you use the arbitrary time of 30 days? Why not the next
day or the next hour? And don’t you think this is going to be sub-
ject to terrible abuse; that disclosure of wiretapping is going to be
postponed if the Government tells the court that the person being
wiretapped is engaged in a continuing criminal enterprise or that
disclosure would endanger national security interests? I mean, here
we go again, we've heard that before.

Senator NursoN. That is incorrect. And I repeat again, it is also
necessary to pass the oversight bill. With respect to the disclosure
requirement, the purpose is to let the citizen know that he has been
wiretapped and 1 think he ought to know. However, if it involved
a continuing eriminal activity, then the court could postpone dis-
closure upon petition of the Government based on independent evi-
dence. The Government would have to say, “We don't want to
expose our wiretap because it is part of organized crime,” or the
Government may assert national security and explain what it is. The
court could then say “All right, we won’t disclose it.” But again, it
1s necessary to have legislation that makes all of this come under the
oversight of the Congress.

Mr. Droxan. All right. Thank you, Senator. I still go back to your
major fundamental premise. You assume that wiretapping is a useful
and a necessary law enforcement device; yet many law enforcing
people say that it is not, that it is an unnecessary device, and it is
not really useful. T think the burden is on those who would justify
electronic wiretaps as necessary for law and enforcement purposes,
to justify it. It is a terrible scandal, as you pointed out eloquently
here, and T don’t think the scandal is going to go away just by
shifting it a little bit so that federal judges have that responsibility.

Senator Nersox. Now Congressman, T haven’t testified at all about
its usefulness or its value. Maybe it is valueless. T have tostified only
that wiretapping is covered by the provisions of the fourth amend-
ment. As to its merits, it may be quite valueless. T don’t know.
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Mr. DriNax. I am saying you assume that it is valuable because
You go to all of these precautions.

Senator Nersox. 1 am sorry, I don’t assume that. The courts have
said that wiretapping in domestic security cases and criminal matters
15 covered by the fourth amendment. I am saying that all of this
activity is covered by the fourth amendment.

You are making a second argument that it is useless and valueless
and that you shouldn’t have it at all. That may be true, but T am say-
ing this is the status of the law and I want every wiretap covered
by the fourth amendment. That is all T am arguing here today.

Now if the Congressman comes up with legislation that says that
this is all valueless and too dangerous an invasion of privacy and
ought to be prohibited, then we ought to look at that in hearings
and debate it ; but that is a different question.

Mr. Drinan. I hope you will support such legislation in the
Senate. Thank you,

Senator NErsox. You get it over to our side, and I might,

Mr. Kasrenxyerer. Senator, on behalf of the committeo T want to
express my appreciation to you for the contribution you have made
today and for the legislation you have introduced in this field.
Thank you very much.

Senator Nersox. Thank you very much, sir, and gentlemen.

[The documents referred to at p. 15 follow:]

STATEMENT BY GAYLORD NELSON, A 1.8, SENATOR

The time is long past due for Congressional action to check the dangerous
abuses of government wiretapping and other surveillance activities, Indeed,
continued inaction by Congress in this area would be inexeusable.

The need for action, and therefore the importance of this subeommittes's
inquiry, are eclear. Uncontrolled government wiretaps and other surveillance
activities constitute an intolerable threat to fundamental constitutional rights
and liberties, Individual freedom—the cornerstone of our democratic system—
is but an illusion in g society where the government ean invade an indi-
vidual's privacy at will,

Until recently, most of the publie did not appreciate the inherent dangers of
government snooping. Now the public understands that government snooping
poses a real threat to everyone, regardless of his or her station in life, Now
T7% of the public favors legislation to curb the abuses of government wire-
tapping and spying.

The explanation for this shift in public opinion is easy to understand. The
Watergate scandals and other events have underscored the dangers of govern-
ment snooping in a deamatic fashion,

Hearings by the Senate Watergate Committee and other Congressional
bodies, as well as reports by varions periodicals, exposed in sordid detail how
the government conld and did invade the privacy of law-abiding individuals.
Reference to just a few recent examples is sufficient to illustrate the magni-
tude of dangers of government snooping :

On April 14, 1971, it was revealed that the FBI had conducted general sur-
veillance on those who participated in Earth Day ecelebrations in 1970, These
activities involved tens of thousands of citizens, state governors, representa-
tives of the Nixon administration, and members of Congress, As the one who
planned that first Earth Day, I cannot imagine any valld reason for spying on
individuals exercising their constitutional rights of speech and assembly in a
peaceable manner. There is still no satisfactory explanation of the surveillance.
Nor is there any guarantee it could not be repeated in the future,

A 1973 Senate subcommittee report detailed the extensive spying secretly
conducted by 1500 agents of the 1.8, Army on more than 100,000 civilinng in
the late 1960's. This surveillance was directed principally at those suspected
of engaging in political dissent. No one in the Congress knew about this
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spying. No one in the executive branch would accept responsibility for it.
Again, there is no guarantee that this sorry episode could not be repeated. In
fact, a Senate committee learned recently that in the last three years—after
the administration assured the public that the military would no longer spy
on civilians—the U.8. Army has maintained numerous surveillance operations
on civilians in the United States, And an article in The New Republic maga-
zine of March 30, 1974 detailed the U.8. Army's usze of wiretaps, infiltrators,
and other surveillance techniques to spy on American citizens living abroad
who supported the presidential candidacy of George McGovern. The Army's
spring, was reportedly so extensive that it even intercepted a letter from a
college libarian in South Carolina who requested information about a German
publication :

On December 5, 1973, Retired Rear Admiral Eugene LaRoque revealed the
existence of a secret unit in the Pentagon which engages in the same kind of
activities conducted by the White House “plumbers”;

Testimony before the Senate Watergate Committee and the Senate Judiciary
Committee docnmented White House efforts to use confidential tax returns of
thonsands of imdividuals to spy on and harrass its “enemies.”

For many years Constitutional authorities and other citizens have repeatedly
expressed alarm over the rapidly expanding practice of governmental invasions
of privacy by wiretapping, data collection, and other forms of surveillance. In
1967 I made a lengthy speech on the floor of the Senate on this issue and in
1971 introduced legislation to establish a joint congressional committee to
control government snooping. In this session of Congress I have introduced
three separate bills designed to remedy the abuses of government spying. One
of these measures—a bill to prohibit the nse of wiretaps withont approval of a
a judicial warrant in so-called “national security” cases—has been introduced
in the House by the Chairman of this subcommittee.

Because this last bill, entitled the “Surveillance Practices and Procedures
Act of 1973 is presently before the subcommittee, the remainder of this
testimony will be devoted to a discussion of it.

The bill is a direct response to wiretap abuses in so-called “national security”
cases, Last May it was revealed that in 1969 the White House hy-passed estal-
lished procedures and authorized wiretaps on the telephones of seventeen
government officials and newspapermen. The purported basis of these “taps”
was a concern that sentitive information was being leaked to reporters hy
government officials, The government, however, did not obtain a judicial war-
rant before installing the taps. The government alone decided when it would
tap and for how long.

Subsequent investigation showed that some of the government officials tapped
did not have aceess to sensitive information. It was also learned that two of
the taps were maintained after the individual involved had left government
serviee and joined the presidential campaign staff of Senator Muskie, In none
of the cases was the individual suspected of having violated the law.

These were not isolated incidents. Warrantless taps based on so-ealled
“national security” reasons were placed on the telephones of newspaper column-
ist Joseph Kraft in 1969 and in 1871 on friends of a Navy yeoman suspected of
passing sensitive information to the Joint Chiefs of Staff. Again, none of
these individuals were even sugpected of having violated the law.

The use of so-called “national security” taps, however, has not been confined
to the present administration. Democratic and Republican administrations
since the 193(0's have used such taps to spy on law-abiding Individuals. Varions
government reports indicate that sinee that time thousands of individuals have
had their telephone conversations intercepted for so-called “national security”
reasons.

From the very beginning, those sensitive to eivil 1iberties recognized the dan-
gers of warrantless wiretaps. Such taps enable the govermment to exercise
unchecked and unreviewed power over the individual. There is no opportunity
for a comrt, the Congress, or the public to demonstrate that the taps are un-
reasonable, For this reason, Supreme Court Justice Oliver Wendell Holmes
called them “dirty business.” In my view, such taps are also unconstitutional.

To understand the basis of this opinion it is necessary to examine the
language and judicial interpretation of the Fourth Amendment. That amend-
ment states quite simply that:
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“The right of the people to be secure in their persons, houses, papers, and
effects, against unreasonable searchers and seizures, shall not be violated, and
no warrants shall issue, but upon probable cause, supported by Oath or affirtma-
tion, and parficularly deseribing the place to be searched, and the persons
or things to be selzed.”

One need not be an historian or a lawyer to understand the essential pur-
pose of this amendment, It is intended to protect the individual's privaey from
unreasonable invasions by the government, To afford this protection, the amend-
ment contemplates that a neutral court—not the government—will determine
whether any search and seizure plammed by the government is reasonable, Other-
wise the government would be both advocate and Judge of its own case.

The Fourth Amendment thus limits the power of the government. Like the
other amendments in the Bill of Rights, it reflects the Framers' intention that
individual liberty, rather than unrestrained governmental power, be the hall-
mark of our political system. In his dissent in the 1928 Olmstead case Supreme
Court Justice Louis Brandeis articulated the importance of the Fourth Amend-
ment in our scheme of government :

“The makers of our Constitution undertook to secure conditions favorable
to the pursuit of happiness. They recognized the significance of man’s spiritual
nature, of his feelings and of his intellect. They knew that only a part of the
pain, pleasure and satisfactions of life are to be found in material things.
They sought to protect Americans in their beliefs, their thoughts, their emo-
tions, and their sensations. They conferred, as against the Government, the
right to be let alone—the most comprehensive of rights and the right most
valued by eivilized men. To protect that right, every unjustifiable intrusion by
the Government upon the privacy of the individual, whatever the means em-
ployed, must be deemed a violation of the Fourth Amendment.” [Emphasis
added].

The Fourth Amendment’s protections apply to all government searches and
seizures. No exception is made for national security cases or any other kind
of circumstance. The absence of any expressed exceptions, moreover, cannot be
interpreted as an oversight or a failure of the Founding Fathers to appreciate
future developments in which world affairs would be overshadowéd by the
nuclear sword of Damaocles.

When the Constitution was drafted in 1787, our country was only 11 years
old. The new American citizens had recently concluded a long war with Eng-
land to preserve their country’s independence. That independence was not en-
tirely secure. The threat of foreign attack and subversion remained ever present.
Despite the existence of this treat, the Founding Fathers adopted the Fonrth
Amendment and made no exception to its application.,

In the 1967 Berger and Katz cases, the Supreme Court held that the ¥ourth
Amendment applies to wiretapping for criminal purposes. In effect, these deci-
sions required the government to obtain an approving judicial warrant before
it could install a wiretap in a eriminal investigation.

In the 1972 Keith case the Court, by an 80 vote, decided further that the
government could not wiretap individuals without a judicial warrant even
when the individual's aetivities threatened the nation’s “domestic security.”
Again, the Court made clear that wiretaps must adhere to the safeguards de-
lineated by the Fourth Amendment : t

“Though physical entry of the home is the chief evil against which the
wording of the Fourth Amendment is directed, the broader spirit now shields
private speech from unreasonable surveillance.”

The Supréme Court has not yet decided whether the Fourth Amendment's
protections apply to cases involving the intelligence activities of foreign powers
and their agents, In the Keith case, the Court stated explicitly that it did not
consider those situations where Ameriean citizens have a “significant connec-
tion” with foreign powers and their agents.

Because the Court has not ruled on these “national security” taps, the pre-
sent administration maintains that it may install warrantless wiretaps in
certain situations. In a September 1973 letter to Senator William Fulbright,
Chairman of the Senate Foreign Relations Committee, then Attorney General
Eliot Richardson stated that the administration would continue to install
warrantless wiretaps against American citizens and domestic organizations
if the administration believes their activities affect “pnational security” matters.




Mr. Richardson’s comments apparently still reflect administration policy.
Last January the Justice Department reported that it had authorized three
warrantless wiretaps for national security reasons—an average week's quota
according to the department. The department did not explain to any neutral
party the justification for the taps or identify the subjects of the taps.

The continuned use of warrantless wiretaps for so-called “national security”
reasons underscores the need for Congressional action. People in our country
should not be afraid to speak to one another on the telephone, never knowing
whether the government is listening or how the government might use any in-
formation obtained. Bvery ecitizen should be assured that the privacy of his
or her telephone conversations will not be invaded unless a neutral court first
determines that the invasion is justified.

The Surveillance Practices and Procedures Act is designed to provide that
assurance. The bill includes three principal provisions.

First, before it could wiretap American citizens for national security reasons,
the government would have to obtain a judicial warrant based on probable
suse that a specific erime has been or is about to be committed. This provi-
sion would thus protect an individual’s privacy against unjustified national
security wiretaps.

Second, before the government could wiretap a foreign power or its agents,
it would have to obtain a judicial warrant based on the belief that the tap
is necessary to protect national security interests. The warrant standards for
foreign powers and their agents would thus be less rigorous than those required
for Ameriean citizens. This warrant requirement will in no way undermine the
government's ability to protect against foreign attack or subversion ; the govern-
ment will be able to wiretap foreign powers and their agents any time there
is a need for such surveillance.

The justification for this second warrant procedure is plain. The government's
desire to wiretap should be reviewed by a court. There should be no exceptions.
Otherwise the exceptions may be stretehed to sanction an unreasonable invasion
of an individual’s privacy—a situation which would violate the rights and
liberties guaranteed under our Comstitution.

Third, every American citizen wiretapped would be informed of the sur-
veillance within 30 days after the last anthorized interception. This provision
would assure every wiretapped American eitizen the opportunity to protect
against violation of his or her constitutional rights. The disclosure of the
wiretap could be postponed however, if the government satisfies the court
that the person wiretapped is engaged in a continuing eriminal enterprise
or that disclosure would endanger national security interests.

The need for legislation such as this should be beyond dispute. Warrantless
wiretaps—whether for ‘“national security” reasons or other purposes—pose
a grave danger to individual rights of speech and privacy. Such taps invest the
government with an absolute power over the individual. They enable the
government to pry into an individual's private affairs without justification.
They foster the reality of an Orwellian state in which the government becomes
a monster to be feared rather than a servant to be frusted.

That is not the kind of government envisioned by our Founding Fathers.
The underlying and fundamental premise of our Constitution is that all gov-
ernment power_is limited by checks and balances. This is no less true of the
government's power to protect “national security.” That power is not so
absolute that it can excuse infringements of the right to privacy and other
constitutional liberties, It would indeed be ironic if the government could
invoke “national security” fo violate those individual freedoms which the
government is obligated to defend.

The public apparently agrees that invocation of “national security” cannot
excuse violations of constitutional rights and liberties. A recent Harris opinion
poll found that 759 of the publi¢ believes that “wiretapping and spying under
the excuse of national security is a serious. threat to people's privacy.”

More than 20 years ago, Justice Felix Frankfuter voted with a majority
of the Supreme Court to condemn as unconstitutional President Truman’s
selzure of the steel mills, an action which that President also tried to justify
in terms of “national security.” In explaning his vote, Justice Frankfuter ob-
served that:
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“The aceretion of dangerons power does not come in a day. It does come,
however slowly, from the generative force of unchecked disregard of the re-
strictions that fence in even the most disinterested assertion of authority.”

The observation is equally true of warrantless wiretaps in so-called “national
security” ecases. Over the past few decades, the use of these taps has generated
an unchecked power in the executive branch. The danger has now been ex-
posed, In wiretapping, as in other matters, unchecked power can be and
often is exercised in an arbitrary and abusive fashion.

It is not a question of good faith. Even the best of intentions ean lead
individuals—and their government—astray. If Congress wants to insure respect
for constitutional limitations and constitutional liberties, it should not rely
on the good will of government officials; it should enact legislation which de-
fines clearly the government's obligations and the individual’s rights. This
is at least one lesson of Watergate, Time will tell how well Congress has
learned the lesson. =

SECTION ANALYSIS OF THE SURVEILLANCE PRACTICES AND PROCEDURES ACT OF
1978—8. 282

SECTION 1

This section identifies the bill as the “Surveillance Practices and Procedures
Act of 1973.”
SECTION 2

This section consists of findings and declarations by Congress. It is stated
that recent events have exposed abuses by governmental agencies and depart-
ments when engaging in certain surveillance practices, including the use of wire-
taps. It is stated further that these abuses have undermined and/or threatened
the individual's constitutional right to privacy and other constitutional rights
and liberties. Because of these past violations of constitutional rights and
liberties, and becanse the possibility of future violations has rightly aroused
public concern, it ig declared that Congress should establish practices and
procednures so as to reconcile the interest in protecting constitutional rights
and liberties with the interest in enabling the government to execute its
investigative and law enforcement responsibilities. The section concludes that
the need for these practices and procedures is particularly acute in cases in-
volving the use of wiretaps by the government.

BECTION 3

This section amends section 2510 of title 18, United States Code. by adding
a definition for the term “foreign agent.” A foreign agent is defined as an in-
dividual who is not an American eitizen, whose first allegianee is to a foreign
power and whose activities are intended to serve that foreign power and to
undermine the security of the United States.

BECTION 4(a)

This subsection amends subsection 2511(3) of title 18, United States Code.
It empowers the President to authorize wiretaps against foreign powers and
their agents when necessary to protect the nation against actunal or potential
attack or other hostile acts, to obtain foreign intelligence information essential
to the security of the United States, or to protect national security information
against foreign intelligence activities, In authorizing these wiretaps, the Presi-
dent must adhere to the procedures delineated in section 2518A (deseribed
below ).

Comment.—Read in conjunction with section 2518A, this subsection requires
the President to obtain a judieial warrant before wiretapping foreign powers and
their agents. The warrant must be based on evidence, establishing probable
causge, that the information derived from the wiretap will serve at least one
of the three national security purposes deseribed above.

Under the present wording of section 2511(3), both the government and
numerous courts have maintained that the government ean conduct wiretaps
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without a judicial warrant if the information sought would, in the govern-
ment's eyes, serve one of the three national security purposes, (See, for exam-
ple, United States v, Brown, 484 F.2d 418, 426 (5th Cir. 1978: United States
v. Clay, 430 F.2d 165, 171-72 (1970), rev'd on other grounds 403 U.8. 698
(1971).)

These warrantless wiretaps, however, often pose a fundamental danger to
the individual rights and liberties guaranteed by our Constitution. Foremost
among these threatened rights and libenties are those protected by the Fourth
Amendment. That amendment provides that :

“The right of the people to be secure in their persons, houses, papers, and
cffects, against unreasonable searches and seizures, shall not be violated, and
no warrants shall issue, but upon probable eause, supported by Oath or affirma-
tion, and particularly describing the place to be searched, and the persons or
things to be seized.”

The amendment thus protects the individual's privacy® from unreasonable
invasion by the government. To protect individual privacy, the amendment
contemplates that a neutral court or magistrate—not a government intent upon
pursuing an investigation—must determine whether any search planned by
the government is reasonable. (Shadwick v. City of Tampa, 407 U.S. 845, 354
1972) ; Johnson v. United States, 333 U.S. 10, 13-14 (1948).)

The Supreme Court has made clear that the amendment’'s “protection reaches
all alike, whether accused of crime or not, and the duty of giving it force is
obligatory upon all.” (Weeks v. United States, 232 U.S. 383, 391 (1914).)
Kven foreign agents engaged in espionage enjoy some protection under the
Fourth Amendment. (Abel v. United States, 362 U.S. 217 (1960).)

The greatest dangers of warrantless wiretaps for so-called “national security”
reasons are to the constitutional rights and liberties of American ecitizens.
Reports by congressional committees and others have demonstrated that such
wiretaps were often by the government to engage in surveillances of American
citizens whose activities bore no reasonable relationship to this nation's security.

These abuses underscore the need to have a neutral court review all “national
security” wiretaps to insure that they are used for lawful purposes. The
Fourth Amendment does not execept “national security” cases from the scope
of its protection. Nor should there be any exception for “national security”
cases. Otherwise it is possible—if not likely—that the power to conduct war-
rantless wiretaps can be used again to wviolate the constitutional rights and
liberties of American citizens, Section 4(a) of the bill minimizes that possi-
bility by requiring the government to obtain an approving judicial warrant be-
fore it can wiretap foreign powers or their agents,

The warrant procedure does not impose any unconstitutional restrietion on
the President’s constitutional powers as Chief Executive, as Commander-in-
Chief of the Armed Forces, or as the Nation's chief foreign policy officer, Tao
begin with, the fundamental premise of our Constitution is that there are no
absolute powers in any branch of the government—all power is “fenced about.”
(Berger, Congress v. The Supreme Cowrt 815 (1969).)

Congress has the Constitutional power to define the limits of the President's
wiretap authority. In the Keith case (United States v. United States District
Court, 407 U.S. 207 (1072)), the Court stated explicitly that Congress has
the power to establish standards under which wiretaps counld be authorized
even if those standards restricted the President's powers. (See esp. 407 1.8.
at 338, n.2, White, JI., concurring opinion.) No court has held to the contrary.
Indeed, In sustaining presidential authority to conduct warrantless wire ans,
courts have placed primary reliance on United States v. Curtiss-Wright, 299
LR, 304 (1936), and Chieago & Southern Air Lines, Inc. v. Waterman Stean-
ship Co,, 333 LS. 103 (1948)—two ecases which involved authority delegated
to the President by laws enacted by Congress. (See Youngstown v. Smeyer, 343
U.8. 579, 635, n2 (1952) (Jackson, J., concurring opinion.) Thus, the courts
have not upheld the President’'s powers to exceed limitations imposed by
Congress,

(h) This subsection deletes the second sentence of subsection 2511 (3), title
18, United States Code. That sentence states that nothing in the subsection shall
limit the President’s authority to take measures which he deems necessary to
protect the government from violent overthrow or other clear and present
dangers,
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Comments,—This second sentence is ambiguous and, in light of the clarifying
provisions of this bill, unnecessary. The ambiguity derives from the fact that
the sentence does not confer or recognize uny presidential power; it merly
states that if the President has certain inherent constitutional powers, sub-
section 2511(3) will not disturb that power (Ageith, supra, 407 U8, at 303
308.)

From thig construction, some individuals have maintained that thé second
sentence might tolerate the President’s authorization of warrantless wiretaps
against American citizens and others whom the government believes pose a
threat to the nation’s security.

The provisions of this bill make clear, however, that government cannot
use warrantless wiretaps under any circnmstance. The bill also provides that
wiretaps to protect national security can be authorized by a court only when
certain criteria are satisfied. (See Sees. 4(a) and 5(a).) In view of this elarifi-
cation, and since the second sentence does not constitute an affirmative grant
of power, it should be deleted.

{e) This snbsection amends subsection 2511(3) of title 18, United States
Code, so that information obtained from foreign power or foreign agent wire-
taps cannot be used in eriminal proceedings but can be used in civil proceedings
against foreign agents.

Comment.—All aliens—even those engaged in espionage—enjoy TFourth
Amendment protections in at least criminal matters. (Abel, supra. See Weeks,
supra.) Therefore, if the government wishes to use wiretap information in a
criminal prosecution, it must follow the stricter standards delineated in section
5 of the bill. However, the information gained from foreign power or foreign
agent wiretaps could be used in deportation proceedings or other civil proceed-
ings. (Abel, 362 U8, at 237.)

BECTION 4A

This seetion amends section 2516, title 18 of the United States Code to remove
“national security” erimes from the list of erimes for which a wiretap could
be authorized under section 2518 or title 18.

Comment.—This section Is purely a technieal one to separate “national

security” crimes from other crimes and make them subject to the procedures
of section 2518A as delineated in section 5(b) of the bill.

BECTION S8

This section creates a new section, (2516A), in title 18, United States Code.
The section provides that the Attorney General, or a speclally designated
Assistant Attorney General, may seek court authorization for a wiretap pur-
suant to section 2518A when (1) there is probable cause to believe a party
has committed, Is committing, or is about to commit a specific “national secur-
ity erime; and (2) the wiretap sought will probably provide evidence con-
cerning the eommission of that erime.

Comment,—This subsection permits the government to obtain court authoriza-
tion for a wiretap when there is probable cause to believe that the wiretap
will produce evidence concerning the commission of a erime. This subsection
does not in any way limit the President's power to obtain court authorization
under a less rigorous standard when the subject of the wiretap is a foreign
power or foreign agent. (See Seec. 4(a).)

Subsection 5(a) merely codifies the proteetions afforded to individuals
under the Fourth Amendment. That amendment prohibits government searches
and seiznres which are unreasonable, A long line of Supreme Court decisions
has held that in most eirenmstances a search must be supported by a warrant
in order to be reasonable. (Coolidge v. New Hampshire, 403 U.S. 443 (1971) ;
Vale v, Lowiviana, 399 U.8. 30, 34-35 (1970) ; Chimel v. California, 395 U.S,
TH2, T62 (1969) : Camara v, Municipal Court, 387 U.8. 523, 52820 (1967);
Chapman v. United States, 365 U.S. 610, 613-15 (1961) ; Johnson v. United
States, 333 T.8. 10, 13-14 (1948) ;: Agnello v. United States, 269 U.S, 20, 32
(1925).) Moreover, in most cases the warrant must be based on probable eause
that a ecrime had been or was about to be committed. (Brinegar v. United
Ntates, 338 U.8. 160, 175-76 (1949) : Husty v. United States 2 118, 694, T00-01
(1931) ; Dumbra v. United States, 268 U.S. 435, 439, 441 (1925) ;: Boyd v. United
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States, 116 U.S. 616 (1886). See Lasson, The History and Development of the
Fourth Amendment to the United States Constitution, 106-121 (Da Capo Press
1970).) As the Supreme Court stated in Berger v. New York, 338 U.S8. 41, 59
{(1967), “The purpose of the probable cause requirement of the Fourth Amend-
ment [is] to keep the state out of constitutionally protected areas until it has
reason to believe that a specific erime as been or is being committed, . . .
Noneriminal warrants have been sanctioned only for social welfare purposes,
such as in housing inspections. (Camara, supra.)

The Fourth Amendment protections also apply to invasions of privacy
achieved through wiretapping, (Berger, supra; Katz v. United States, 380 1.8,
347 (1967).) Under these decisions, the government must obtain a warrant be-
fore it ean wiretap an individual's telephone,

The Supreme Court also held, by a unanimous 8-0 vote, that the government
cannot wiretap without a warrant even when the object is to gather intelligence
about individuals whose activities threaten “domestie security.” In fact, the
Court stated that the warrant requirement is even more important when the
real object of the wiretapping is intelligence-gathering, In such cases the
government may have a tendency to view as “security threats” those who are
eritical of government policies, According to the Court, the Jjudicial warrant
would help insure that intelligence-gathering does not become an exeuse for
the government to suppress or punish eonstitutionally-protected speech :

“The price of lawful public dissent must not be a dread of subjection
te an unchecked surveillance power. Nor must the fear of wunauthorized
official eavesdropping deter vigorous citizen dissent and discussion of govern-
ment aetion in private conversation, For private dissent, no less than
open public discourse, is essential to our free society.” 407 U.S. at 314
See Stanford v. Teras, 379 U.S. 476 (1963).

The Court reserved judgment though, for those situations where American
citizens have a *significant connection” with foreign powers or their agents.

The Fourth Amendment's protections against wiretapping should not bhe
suspended merely because the citizens' activities may involve foreign intelli-
gence activities or otherwise affect “national security.” As noted above, the
amendment itself does not provide an exception for eases involving “national
secnrity.”

Indeed, many thoughtful individnals have declared that no exeey-
tion ean be made for national security cases. In arguing that the Fourth

Amendment’s protections apply to national security cases. Supreme Court
Justice Willinm 0. Douglas stated that “there is, so far as T understand con-
stitutional history, no distinetion under the Fourth Amendment between types
of erimes.” (Katz, 380 U.S. at 360 (eoneurring opinion).)

Whatever the interpretation placed on the Fourth Amendment, however if
is elear the Congress has the constitutional power to establish reasonable
standards for authorizations of wiretaps. (Keith, supra; Katz, supra. See
generally Youngstown, supra, 843 U.S. at ORT. 589, 645-46.) The provisions of
section fi(a) are reasonable and are consistent with the letter as well as the
spirit of the Fourth Amendment.

(b) This subsection establishes a new section 2518A in title 18. United
States Code. This new seetion, in furn, delineates a procedure by which the
government can ohtain a ecourt warrant for a wirefap in a case concerning
“national security.” Essentially, the procedures narallel those eontained in
existing law for wiretaps for domestic erimes. (18 1.8.C. § 2518.) In cer-
tain areas. the new section 2518A includes new provisions which eliminate
many of the constitntional infirmities and practical problems of existing
procednres. (It should be remembered that the Supreme Court hag not vet
rinled on the constitutionality of existing wiretsn procedures.) Generally, the
standards incorporated within section 2518A conform with the guidelines issued
by the Supreme Court in Berger. supra. and refined in subsequent ecases,

(b)Y (1) This suhsection provides that applications for an order authorizing
a wiretan under title section 2511(3) or section 2516A ean be made to a judee
of enmpetent jnrisdiction. The suhsection provides further that in orders in-
volving anplieation of section 2311(3)—wiretans mm foreign powers or their
szents—the amnlication ean. at the government's diseretion. alwavsz ha made
tn a indee gifting on the Federal District Conrt in the District of Colnmbin :
the section thus enables the zovernment to limit the numher of indeps wha
won'd have sccess to information relating to the need to wiretap foreign powers
or their agents.




37

The subsection also speclfies the information which :nust be furnished to
the judge by the applicant. The information required includes (1) the facts
wlich justify the need for the wiretap, (2) descriptions of the location where
the wiretap should be installed, (3) descriptions with as much particularity
as is possible of the communications sought to be intercepted, (4) the identity,
if known, of the person(s) whose communieations wounld be intercepted, and
(5) in cases involving application of section 2516A, the particular erime which
has been, is being, or will be committed. (NOTE: In cases involving applica-
tion of section 2511(3)—wiretaps on foreign powers or their agents—the
government need not establish that the commission of a crime is involved in
order to obtain authorization for a wiretap.)

The subsection specifies further that the applicant must provide information
as to why use of a wiretap is more appropriate than some other investigative
technigue. The applicant must also state the length of time for which the
wiretap should be maintained, whether any other applications have been made
to wiretap the same location or the same persons and, if so, whether such
previous applications were approved, If the application is for an extension of
an existing wiretap authorization, the application must state the results
obtained or explain the failure to obtain the results sought,

Comment.—With few exceptions, the procedures delineated in the subsection
parallel those included in the existing wiretap application procedures, (18
U.8.C. §2518.) To the extent changes are made, they are designed to require
greater specificity by the applicant in deseribing the information sought and
the purpose for which such information will be used.

The increased specificity is necessary in order to insure that wiretaps con-
form with the protection afforded by the Fourth Amendment. That amendment
provides that warrant permitting searches by the government shall “particu-
larly [describe] the place to be searched, and the persons or things to be
seized.” In the words of the Supreme Court,

“The reguirement that warrants shall particularly deseribe the things to
be seized makes general searches under them impossible and prevents the
seizure of one thing under a warrant deseribing another, As to what is to be
taken, nothing is left to the discretion of the officer executing the warrant.”

Marron ¥v. United States, 275 U.S. 192, 196 (1927). Accord : Stanford, supra;
Kremen v, United States, 353 U8, 346 (1957).

The amendment thus seeks to restrict government invasions of individual

privaey to the minimum necessary. (See Silverthorne Lumber Co. v. United
States, 251 1.8, 385 (1920).
/ Wiretaps, of course, pose a special problem. When placed on a particular
telephone, they permit monitoring of all telephone conversations, regardless of
whether or not the conversation overheard is necessary or even relevant to
the purposes for which the wiretap was installed. Wiretaps are, in effect, a
broad dragnet which allows government surveillance of all who use the tapped
telephone, however innocent or innocuous the use. fAs Justice Dougles observed
in Keith, supra, ["Even the most innocent and/frandom caller who uses or
telephones into a tapped line can become . a flagged number in the govern-
ment's data bank. [See Laird v. Tatum, 1971 Term, No. T1-288" (407 U.S.
at 826.) Indeed, litigation in wiretap cases has demonstrated that use of wire-
taps results in government surveillance of vast nombers of irrelevant conver-
sations. (See, for example, United States v, La Gorge, 336 1, Supp. 190, 195-97
(W.D.Pa. 1971) : United States v. Seott, 331 F. Supp. 233 (D.D.C. 1971)
United States v. Sklaroff, 323 F. Supp. 296 (C.D. Fla. 1971).) For this reason,
the Supreme Court has emphasized the special precautions a court should
take before approving any wiretaps:

“The need for particularity and evidence of reliability in the showing re-
fuired when judicial authorization of a search is sought is especially great
in the case of eavesdropping. By its very nature eavesdropping involves an
intrusion en privacy that is broad in scope. As wag said in Osborn v, United
Staftes, 385 T8, 3283 (19606), the ‘indiseriminate uee of sueh deviees in law
enforcement raises grave constitutional questions under the Fourth and Fifth
Amendments and imposes a heavier responsibility on this Court in its super-
vision of the fairness of vrocedures . . ' At 329, n. 7.7

Berger, 388 TI.8. at 56.

In other words, nnnecessary invasions of individual privaeyr eannot he en-
tirely justified by reference to some pressing government need, As the Sunreme
Court stated in Berger, supra, “we cannot forgive requirements of the Fourth
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Amendment in the name of law enforcement.” (388 U.S. at 62.) Nor can
those requirements be forgiven in the name of “national security.” (See
United States v. Brown, 484 ¥.24 418, 427 (1973) (Goldberg, J., concurring
opinion).)

Therefore, in view of these special problems related to government searches
accomplished through wiretaps, care should be taken to insure that the in-
vasion of individual privacy is restricted to the minimum necessary. Subsec-
tion (b) (1) provides that care.

(b) (2) This subsection states that the judge to whom application is made
may require additional materials to support the application. The subsection
stipulates further that the judge may not rely on conclusory opinions in
ruling that a wiretap is justified under either section 2511(3) or section
2516A.

Comment.—This subsection parallels the existing provision in 18 US.C.
§2518(2). The stipulation concerning reliance on conclusory opinions is little
more than a reaffirmation of the Fourth Amendment's protections, The
amendment sanctions searches supported by a warrant based on probable
cause. The probable cause requirement—if it is to afford any real protection
for individual privacy—cannot be satisfied by a government official’'s mere
assertion that the wiretap is justified. (Giordenello v. United States, 357 U.S.
480 (1938) ;: Byars v. United States, 273 U8, 28 (1927). See Aguilar v. Teras,
378 U.S8, 108, (1964).) The government must be required to show wtih some
independent evidence that its opinion is not mere conjecture but grounded in
fact, Otherwise wiretap procedures could sanction the kind of unreasonable
searches prohibited by the Fourth Amendment.

(b) (8) This subsection provides that a judge may authorize a wiretap within
the territorial jurisdietion of his court. The subsection provides further that
if, in cases involving foreign powers or their agents, application has been
made to a judge in the Federal Distriet Court for the District of Columbia
(see subsection (b) (1) above), the judge may authorize a wiretap anywhere
within the territorial jurisdiction of the United States. In either ease, author-
ization may be granted only if the judge determines that (1) there is probable
cause to believe that the information sought will serve one of the purposes
set forth in section 2511(8) or section 25106A; (2) there is probable canse
to believe that the communications to be intercepted will provide the infor-
mation sought: (8) the wiretap is the most appropriate investigative tech-
nique by which to obtain the information songht: and (4) there is probable
canse to believe that the facilities (i.e. telephone) to be intercepted will be
used for the communications to be intercepted.

Comment,—This subsection essentially parallels the existing provision con-
cerning antherization of wiretaps, (18 T.8.0C, § 2518(3).) The only change is
to permit a Federal judge in the District of Columbia to authorize a wire-
tap anywhere within the territorial jurisdietion of the United States in cases
involving application of section 2511(3) (wiretaps on foreign powers or their
agents). The reason for this change is explained in the section analysis of
subsection (h) (1) of the bill

(h) (4) This subsection states that each court order anthorizing a wiretap
shall specify (1) the identity of the person. if known, whose communications
are to be intercepted; (2) the loeation of the facilities to be wiretapped; (3)
a description of the eommunications to be intercepted: (4) the identity of the
agency authorized to econduct the interception; and (5) the period of time
for which the wiretap is anthorized.

Comment.—This subsection parallels existing provisions eoncerning court
orders suthorizing wiretaps for domestic erimes. (18 8.0, § 2518045 .

(h) (5) This subseetion provides that wiretaps may be anthorized for as
long as the eourt deems necessary but in no event longer than fifteen (15)
davs. The smbsection provides further that the judge may authorize an
extension of the wirrertap for as long as ten (10) days if the judge eoncludes
that the wiretap still meets the criteria set forth in snbsection (b)(3) of the
bill. Tn all cases—except those involving wiretaps of foreiem powers or their
agents nunder s=ection 2511(3)—this eonelnsion ean be drawn only if the
government makes a de novo showing that the extension of the wiretap satis-
fie= the eriterin delineated in subsection (b) (3).

Comment—In large part, this subsection parallels existing nrovisions
coneerning the duration of wiretaps and the granting of extensions, (18
U.8.C. §2518(5).) Two changes have been made, however.
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First, the maximum time for initial wiretap orders is fifteen (15) days
instead of thirty (30). Second, except in cases concerning wiretaps of foreign
powers or their agents, the bill provides that a wiretap can be extended only
if there is a new (de novo) showing by the government that the wiretap will
continue to meet the statutory eriteria.

These changes reflect the concerns expressed by the Supreme Court in
Berger, supra, and in Katz, supra. In Berger, the Court strongly condemned
a state statute which allowed wiretaps to be installed for 60 days on a single
showing of probable cause by the government., The Court declared that wire-
taps of any extensive length would be unconstitutional because such lengthy
taps amount to general searches prohibited by the Fourth Amendment. (388
U.8. at 57-59.) In Katz, the Court again suggested that wiretaps of long
duration would run afoul of the Fourth Amendment,

The basis of the Court’s concern here is clear. A wiretap permits a monitor-
ing of all telephone conversations, however innocuous. Under this bill, a wire-
tap would be permitted only after a showing that it will serve a legitimate
government purpose, If the information sought is not obtained after a limited
period of time (i.e. 15 days), a serious quetsion arises as to whether the wire
tap is the kind of unreasonable search prohibited by the Fourth Amendment.
Resort to the courts should be required at that point to insure that the wire-
tap still satisfies the statuory crieria defined in subsection (b)(8). Moreover,
it should not be enough for the government to simply request an extension of
the wiretap. Otherwise a single showing of probable cause could justify
maintenance of a wiretap on a law-abiding citizen for an indefinite period of
time—a resmlt violative of the Fourth Amendment.

The considerations are somewhat different in situations involving surveil-
lance of foreign powers or their agents. Unlike most situations involving
American citizens and others, foreign intelligence wiretaps often include
lengthy surveillances of embassies and those whose status as a foreign agent
is clear.

These kinds of wiretaps shonld not be discouraged when they are designed
to serve a legitimate public purpose. Consequently the government should not
have to make a new showing to justify an extension of a wiretap on a foreign
power or foreign agent,

The Congress has the constitutional power to establish different wiretap
standards for different situations, The only requirement is that the different
standards be reasonably related to the differences in the situations. As the
Supreme Court stated in Keith, supra.

“Different standards for wiretap orders may be compatible with the Fourth
Amendment if they are reasonable both in relation to the legitimate need of
Government for intelligence information and the protected rights of onr
citizens. For the warrant application may vary according to the governmental
interest to be enforced and the nature of citizen rights deserving protection.”

407 U8, at 322-23,

Under this reasoning, standards for extension of wiretaps on foreign powers
or their agents can be constitutional even though those standards are less
rigorous than the standards applicable to other sitnations.

(b) (6) This subsection requires the government to make reports to the
authorizing judge concerning the progress of the wiretap. The report shall
be maide as often as the judge requires.

Comment.—The progress report—which is optional under existing wiretap
procedures (18 U.S.C. §2518(6) )—is made compulsory to insure that the
judge is kept informed of the progress made and that the wiretap order is
implemented in a lawful manner.

(b) (7) This section states that the contents of any wiretap information
shall be subject to the requirements of Section 2518(8)(a), a provision con-
cerning the recording and storage of wiretap information. The section also
provides that the judge shall seal the orders granted and provide for their
gafe custody.

Comment.—This section merely provides for the applicability of house-
keeping procedures contained in existing law for other kinds of wiretaps.

(b) (8) This subsection provides that any individual—ereept a foreign
agent—whose conversations are intercepted by a wiretap authorized under
this bill should be furnished a copy of the court order authorizing the wire-
tap, a transeript of the intercepted conversions, and the dates on which such
interception oceurred. This information shall be furnished within thirty (30)
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days after the last court-authorized intereeption occeurs. In no event, however,
need the government disclose the identity of a foreign power or foreign wire-
tapped pursuant to Section 2511(3). Moreover, the disclosure of the wiretap
can be postponed if the government satisfies the judge that the individual
tapped is engaged in a continuing criminal enterprise or that disclosure
would endanger national security interests, The judge would have the disere-
tion to determine the length of any postponement.

Comment.—Existing law concerning wiretaps for domestic crimes pro-
vides that a wiretap must be disclosed only prior to the use of wiretap infor-
mation as evidence in a legal proceeding. This provision offers little protec-
tion for the individual tapped for national security reasons.

In most cases, those wiretapped for national security reasons are not
prosecuted in a legal proceeding. (See Laird v, Tatum, 408 U.S, 1 (1972).)
In those cases where prosecution is initiated, the government usually aban-
dons the case rather than disclose the wirefap, (See, for example, Salpukas,
“Weathermen Case is Dropped by U.S." N.¥Y. Times, Oet, 16, 1973, P. 1.). In
either case, individuals involved are usually deprived of an opportunity to
seek redress in court for violations of their Constitutional rights,

This result conflicts with the original understanding of how constitutional
rights wounld be safeguarded. From the beginning, it was presumed that
individuals who were the subject of a government search would learn about
it. (Berger, 388 U.S. at 60. See Lasson, The History and Develapment of the
Fourth Amendment to the United States Constitution, Chapters 3 & 4.)
Having knowledge of the government search, to the individual eould have his
day in court to argue that the search infringed on his rights. In proposing
adoption of the Bill of Rights in the first Congress, James Madison acknowl-
edged this fundamental role of the courts in protecting constitutional rights:

“Independent tribunals of justice will consider themselves in a peculiar
manner the gnardians of those rights; they will be an impenetrable bulwark
against every assumption of power in the Legislative or Executive: they will
he naturally led to resist every encroachment mpon rights expressly stipulated
for in the Constitution by the Declaration of Rights.”

1 Annals of Congress 440 (1789).

This role is equally important in protecting constitutional rights against
national security wiretaps. As Circuit Court Judge Goldberg explained in
United States v. Brown, supra. ;

“It remains the diffienlt but essential burden of the courts to be ever vigilant
so that foreign intelligence never becomes a pro forma justification for any
degree of intrusion into zones of privacy guaranteed by the Fourth Amend-
ment."”

484 .24 at 427 (concurring opinion),

It is beyond dispute, then, that an individual’s constitutional rights to
privacy and speech can be violated by national security wiretaps. A viola-
tion is no less real or dangerous because the government does not proseente
the individual tapped.

It is obviously impraetical to provide advance notice of the wiretap to the
individual who is the object of the surveillance. As the Supreme Court ob-
served in Katz, 380 US. at 355, n.16, advance notice might “provoke eseape
of the suspect or the destruetion of eritienl evidence.” Such concerns have
little force after the wiretap is completed and removed, Therefore, except in
“exigent circumstances” (Berger, 388 U8, at 60), an individual should be
informed of completed national security wiretaps of his conversations so
that there ig an opportunity for legal redress even if the government does not
prosecute.

Subsection (h) (8) of the hill achieves this constitutional purpbse. It pro-
vides for disclosure of national seenrity wiretaps after the tap has been
removed. DHselosure eonld he postponed only when the anthorizing jndge is
gatisfied that the individual tapped is engaged In a continuing eriminal enter-
prise or that disclosure would endanger national security interests, This dis-
eretinon  for postponement would insure that Important national seeurits
interests are not compromised unnecessarily.

(b) (9) This subsection provides that any agerieved person may prevent
the use of wiretap information as evidence against him in any legal pro-
ceeding if such information was obfained unlawfully or is being nsed in an
unlawful manner. The subsection also provides the government with a right
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for immediate appeal to a higher court if the presiding judge should prevent
the use of wiretap information.

Comment.—This provision simply parallels existing law concerning the
use of information obtained from wiretaps for domestic eriminal purposes.
(18 U.S.C. §2518(10).) This section is in part a codification of Supreme
Court decisions that evidence secured by the government as a result of an
unconstitutional search is “poisoned” and cannot be used in a legal proceeding.
{ Weeks, supra. See Alderman v. United States, 394 .8, 165 (1969).)

SECTION ¢

This section provides for the codification of the bill's two new titles, 2516A
(application for wiretaps for national security purposes on those other than
foreign powers and their agent€) and Section 2518A (procedures for obtain-
ing & court order authorizing a wiretap for national security purposes).

SECTION 7

This section provides that certain information concerning wiretaps author-
izedd under the mew Section 2518A shall be reported to the Administrative
Office of the United States Courts within thirty (30) days of the last authorized
interception.

Comment.—The existing law provides that all wiretaps for domestic eriminal
purposes must be reported to the Administrative Office of the United States
Courts. (18 U.S.C. §2519(1).) Wiretaps authorized under the new section
9518A also should be reported so that there can be aceurate records of all
wiretaps. There should be no concern that this reporting requirement will in any
way compromise sensitive information. Past experience has demonstrated that
any confidential information transmitted to the Administrative Office remains

confidential.

[From the Congresslonal Record, Feb. 4, 1074]
SURVEILLANCE PRACTICES AND PROCEDURES OF 197T3—AMENDMENT
AMENDMENT NO, 900
{Ordered to be printed and referred to the Committee on the Judiciary.)
INDIVIDUAL PRIVACY AND THE NATIONAL BSECURITY

Mr. NeLsox., Mr. President, the time has come to end the wiretapping abuses
perpetrated in the name of national security. These national security taps today
are not authorized by a judicial warrant. The Government is, therefore, free
to determine whom it can tap and when it can tap.

Warrantless taps pose a grave danger to fundamental constitutional liber-
ties. Recent events demonstrate that the individual's right to privacy has been
and made continue to be violated by the Government's use of such wiretaps.
Often they refleet nothing more than a desire to pry into an individual's pri-
vate affairs. Generally they are not supported by concrete evidence to justify
the invasion of an individual's privacy. And always they escape the scrutiny of
the courts, the Congress and the public at large because the Government is
not required to disclose their existence unless it prosecutes the individual in-
volved—a rare occurence in the history of national security wiretaps.

Congress should act now to end this intolerable situation. Every American
citizen should be assured that his privacy will not be invaded unless a court
has determined that the invasion is justified.

Last December I offered a bill (8. 2820) which would provide this assurance.
The bill. would prohibit the use of warrantless wiretaps against American
citizens in national security cases. The basis of this legislative proposal is
clear.

The fourth amendments to the U.S. Constitution prohibits Government in-
vasions of a citizen's privacy without a judicial warrant, Supreme Court deci-
sions make clear, moreover, that the fourth amendment protections generally
apply to Government wiretaps.

Despite the clear meaning of the fourth amendment, the Government con-
tinues to authorize wiretaps without a judicial warrant. A couple of weeks ago
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the Justice Department reported that it had authorized three warrantless wire-
taps for national security cases.

The danger of warrantless wiretaps is not confined to the eriminal and
truly subversive elements without our society. Warrantless wiretaps are a seri-
ous threat to everyone, regardless of his or her station in life. Many disting-
uished Americans, for instance, have been among those subjeet to national
security wiretaps.

I'nose wiretapped in recent years include Dr. Martin Luther King, Jr., who
was wrongly suspected om being a Communist dupe in the early 1960's: Joseph
Kraft, the syndicated newspaper columnist; 17 newspapermen and Govern-
ment officials who were suspected of leaking or reporting sensitive information
in 1969— despite the fact that some of those tapped did not even have access
to such information; congressional aides who knew reporters involved in the
publication of the Pentagon Papers; and only last week the Washington Post
revealed four more warrantless wiretaps condueted by the White House
“plumbers” in 1972 agninst friends of a White House official suspected of Pass-
ing information to the Chairman of the Joint Chiefs of Staff of the U.S.
Armed Forces,

These and other incidents show that often national security wiretaps have
been used to protect an administration from adverse publicity rather than to
protect the Nation against foreign attack or subversion.

The abuses of warrantless wiretaps have rightly aroused concern among the
public. Numerous opinion polls indicate that more than 75 percent of the peo-
ple now favor legislation to curb Government power to wiretap.

The vast majority of the public instinetively recognize that lack of control
breeds an official state of mind that condones the Government’'s invasion of a
citizen's privacy. This official attitude is a dangerous threat to freedom. It led
to Watergate and other illegal acts of politieal espionage.

It is incumbent upon Congress to adopt measures to prevent future abuses
and alleviate public eoncerns. S. 2820 provides Congress with a timely oppor-
tunity to meet its responsibility.

The basic purpose of the bill is to guarantee that the individual's constitu-
tional rights and liberties do not fall prey to national security wiretaps. It
would indeed be ironie if the Government’s invoeation of “national security”
could justify a violation of those constitutional rights and liberties which the
Government is supposed to make secure,

After the bill was introduced, comments from legal scholars and other an-
thorities throughout the country were solicited by my office. Their responses,
us well as the additional materials which they brought to our attention, were
considered earefully. That consideration, in turn, has made clear that certain
amendments are both necessary and appropriate to insure that the bill strikes a
proper balance between constitutional liberties and legitimate national security
needs,

Accordingly, I am introducing those amendments today, These amendments
effect three basic changes in the bill,

First, before the Government could wiretap American citizens in national
security es, it would have to obtain a judieial warrant based on probable
cause that a specific crime has been or is about to be committed. This change
would help protect an individual's constitutional rights against national secu-
rity wiretaps.

Second, before the Government could wiretap a forelgn power or its agents,
it would have to obtain a judicial warrant based on the belief that the tap
is necessary to protect national security interests. The warrant standards for
foreign powers and their agents would thus be less rigorous than those required
for American citizens. This warrant requirement will not in any way under-
mine the Government's ability to protect against foreign attack or subversion :
the Government will be able to wiretap foreign powers and their agents any
time there is a need for such surveillance.

The justification for this warrant procedure is plain. The Government's de-
sire to wiretap should be reviewed by a court, There should be no exceptions.
Otherwise the exceptions may be stretched to sanction an unreasonable invasion
of a citizen's privacy—a situation which wonld violate the rights and liber-
ties guaranteed to every eitizen under our Constitution.

Third, every American citizen wiretapped wonld be informed of the surveil-
lance within 30 days after the last authorized interception. This change would
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assure every wiretapped American citizen the opportunity to protect against
violations of his constitutional rights. The disclosure of the wiretap could be
postponed, however, if the Government satisfies the court that the person wire-
tapped is engaged in a continuing criminal enterprise or that disclosure would
endanger national security Interests,

These amendments are essential to achieve the bill's stated purposes. Mr.
President, I, therefore, ask that the amendments be referred to the Judiciary
Committee so that the committee can consider them when it reviews the bill

I. THE SCOPE OF THE FOURTH AMENDMENT'S PROTECTION

To appreciate the dangers of warrantless wiretaps, it is first necessary to
understand the scope of the Fourth Amendment’s protection. That amendment
provides that-

“The right of the people to be secure in their persons, houses, papers, and
effects, against unreasonable searches and seizures shall not be violated, and
no warrants shall issue, but upon probable cause, supported by oath or affirma-
tion, and particularly describing the place to be searched, and the persons
or things to be seized.”

Thig amendment thus restriets the Government's power over the individual.
As James Madison observed, this amendment, as well as the other amend-
ments in the Bill of Rights:

“Timit and qualify the powers of Government, by excepting out the grant of
power those cases in which the Government ought not to act, or to act only
in a particular mode. 1 Cong. Journal 453 (June, 1789)."

in this light, the basic purpose of the fourth amendment is clear. It is
designed to protect each eitizen's privacy from unreasonable invasion by the
Government,

The fourth amendment was borne from the American Colonies' bitter ex-
perience with their British rules. The English King's officers—armed with
nothing more than a general warrant and a desire to suppress political dis-
sent—frequently entered an individual’s home and rummaged through his
personal effects. Those warrants, and the indiscriminate searches which they
sanctioned, quickly became a subject of dread among the American Colonies.
See N. Lasson, “The History and Development of the Fourth Amendment to
the United States Constitution,” chapter 3 and 4 (1837).

In drafting a constitution to govern their new nation, the American citizens
were concerned that there be no resarrection of those indiseriminate searches
by the Government. The fourth amendment was, therefore, adopted to meet
that justified concern.

The fourth amendment's protection is twofold. On the one hand, it precludes
unreasonable invasions of an individual’s privacy by the Government. On the
other hand, the fourth amendment guarantees that that privacy can be invaded
only when there is a judicial warrant based on probable cause. The fourth
amendment’s twofold protection was aptly summarized in a recent issue of the
Arizona Law Review:

“The fourth amendment was intended not only to establish the conditions
for the validity of a warrant, but also to recognize an independent right of pri-
vaey from unreasonable searches and seizures. Justice Frankfurter, dissenting
from the (Supreme) Court’s decision in Harris v. United States, interpreted
*(t) he plain import of this (to be) * * * that searches are ‘unreasonable’ un-
less authorized by a warrant, and a warrant hedged about by adequate safe-
guards. "

“Nore—Warrantless Searches in Light of Chimel: A Return to the Original
I'nderstanding,’ 11 Ariz. L. Rev. 455, 472 (1969).”

It is guite clear, moreover, that the fourth amendment’s protections were not
to be suspended in cases of national security. When the fourth amendment was
adopted, our Nation was only 11 years old.. Foreign threats to the Nation's
newly won independence remained ever present. Yet the fourth amendment pro-
vides for no exception to its application. The compelling conclusion is that the
amendment should be applicable to all sitnations, includisg cases involving
national security erimes. This conclusion is supported by innumerable consti-
tutional scholars, including Justice William O. Douglas, who has stated :

“There is, so far as I understand constitutional history, no distiction under
the Fourth Amendment between types of crimes. Katz v. United States, 389
U.S, 347, 360 (1967) (concurring opinion).”
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Our Founding Fathers, of course, did not contemplate the advent of telecom-
munications, Consequently, the amendment does not expressly include wire-
taps of telephones within the ambit of its protection. But there is no gquestion
that the constitutional right to privacy In no less imporant in ecases where the
Government listens to a telephone conversation than when it physically enters
an individuoal’s home.

In the 1967 decision of Berger against New York and Katz against the
United States, the Supreme Court held that the fourth amendment therefore
generally requires the Government to obtain a judicial warrant before it ecan
wiretap a eitizen's phone. In issuing the Katz decision, the Supreme Court
made clear that—

“The fourth amendment protects people, not places.”

The soundness of the Berger and Katz decigions have been reaffirmed re-
peatedly by the Supreme Court. See, for example, Alderman v. United States,
394 1.8, 165 (1969). Most recently, in United States v. United States District
Court (407 UK. 207 (1972)), commonly referred to as the Keith case, the
Court held that the Government could not wiretap American citizens withont
a judicial warrant—even when the eitizens' activities threatened the domestic
gecurity of the Nation. Again, the Court made clear that wiretaps must adhere
to the safeguards delineated by the fourth amendment :

“Though physieal entry of the home is the chief evil against which the word-
ing of the Fourth Amendment is directed, its broader spirit now shields private
speech from unreasonable surveillance.”

The Supreme Court has not yet decided whether the fourth amendment’s
protections apply to eases involving foreign powers and their agents. In the
Keith case, the Court stated explicitly that it did not consider those situations
where American citizens have a “significant conneection” with foreign powers
and their agents.

Because the Court has not runled on these “national security” wiretaps, the
present administration maintains that it may install warrantless ‘wiretaps in
certain situations. In a September 1973 letter to Senator William Fulbright,
chairman of the Senate Foreign Relations Committee, then Attorney General
Elliot Richardson stated that the administration would continue to install
warrantless wiretaps against private citizens and domestic organizations if the
administration believes that their activities affect national security matters.

Mr. Richardson's comments apparently still reflect administration poliey.
A conuple of weeks ago the Justice Department reported that it had authorized
three warrantless wiretaps concerning national security matters.—See N.Y.
Times, Janunary 16, 1974, p. 18, col. 1—The Justice Department did not indicate
whether the wiretaps ineluded surveillance of American ecitizens. And that is
precisely the problem of national security wiretaps,

The discretion to determine when such warrantless wiretaps are justified and
properly executed has been the sole province of the executive branch. There
has been no opportunity for the Congress, a court, or any other public body
to examine the exercise of that discretion in order to prevent abuses. The resnlts
are not surprising, Warrantless wiretaps have prodneed and continue to produce
the very evils which the fourth amendment was designed to eliminate.

II. THE WISTORY OF WARRANTLESS WIRETAPS

Warrantless wiretaps were first employed early in the 20th eentury., Almost
from the very beginning constitutional scholars and law enforcement officials
recognized the gerions dangers of warrantless wiretaps. In an early surveil-
lance ease, the venerable Justice Oliver Wendell Holmes referred to warrant-
less wiretaps as “dirty business.”” Olmatead v. United States, 277, U.S,

(1928) (dissenting opinion.)

In 1931, J. Edgar Hoover, who by then had been FBI director for 7 years,
commented that—

“While [the practice of warrantless wiretaps] may not be illegal, T think
it is unethieal, dand it 18 not permitted under the regulations by the Attorney
General,”

In 1939 Mr. Hoover wrote to the Harvard Law Review that he believed
wiretapning to be “of very little value" and that the risk of “abuse would far
outweigh the value.”
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By 1939, however, pervasive reservations about wiretapping had inspired
enactment of a law by Congress, In 1984, Congress passed the Communica-
tions Act. Section 605 of that act prohibits the “interception and divulgence”
or “use” of the contents of a wire communieation. From the moment of enact-
ment, the provision seemed to erect a total prohibition to wiretapping and
the use of information obtained from wiretapping, See Nardone v. United
Ntates, 308 U.8. 338 (1939) ; Nardone v, United States, 302 U.S. 879 (1937).
This, at least, was the interpretation of civil libertarians acquainted with the
legislative history. Indeed, subsequent efforts in the 1M0s and 1950°s to
legalize certain kinds of wiretapping were repeatedly rebuffed by those in
Congress who feared the consequences which wiretapping would have for
civil liberties, See Theoharis and Meyer, “The *National Security’ Justification
for Electronic Havesdropping: An Elusive Exception,” 14 Wayne L. Rev. 749
(1968).

On the eve of World War II, however, President Franklin D. Roosevelt
became convinced that use of warrantless wiretaps would be necessary to
protect the Nation against the “fifth column” and other subversive elements.
Roosevelt, therefore, instructed his Attorney General, Robert Jackson, to
authorize wiretaps against subversives and suspected spies.

But Roosevelt was not insensitive to the risks which wiretapping counld
have for constitutional rights and liberties. In a memorandum to Jackson
dated May 21, 1940, Roosevelt indicated that he was aware of seetion 605 and
had read the Supreme Court’s interpretive decisions. Roosevelt
agreed with the restrictions against wiretapping :

Under ordinary and normal ecircumstances wiretapping by Government
agents should not be carried on for the excellent reason that it is almost
bound to lead to abuse of eivil rights,

Roosevelt consequently instrueted Jackson—

“T'o limit these investigations so conducted to a minimum and to limit them
insofar as possible to aliens,”

Roosevelt’s sensitivity to the dangers of warrantless wiretaps did not
necessarily rescue their legality. Many legal scholars have suggested that
until enactment of title III of the Omnibus Crime Control and Safe Streets
Act of 1968, all wiretapping was illegal. See, for example, Navasky and
Lewin, “Electronic Surveillance,” in hearings before Senate Subcommittee on
Administration Practices and Procedures (U.8. Senate, 924 Cong., 2d sess.,
pp. 173-74, 180 (June 20, 1972). Theoharis and Meyer, for instance, observed
that until 1968 :

“All wiretapping violated the absolute ban of section 605 of the Federal
Communications Act of 1984, and all other electronic eavesdropping which
resulted in trespass of a constitutionally protected area was prohibited.”

The guestionable legality of wiretapping did not deter its use after World
War II. In the 1950's and the 1960's the Government's reliance on warrantless
wiretaps mushroomed. No precautions were taken, though, to minimize the
dangers to eivil liberties recognized by Roosevelf, Concern for “nationul
security” consequently led to the use of warrantless wiretaps agninst politieal
dissidents—ineluding Dr. Martin Luther King, Jr.. who was wrongly suspected
of being an unwitting dupe of the Communists,

The use of warrantless wiretaps had become a monster with its own momen-
tum. Even the President did not always know the full extent to which such
taps were used. Thus, upon learning of the taps on Dr. King and others,
President Lyndon Johnson became irate,

On June 30, 1965, Johnson issued a directive placing severe restrictions
on the use of warrantless wiretaps. Johnson initially made clear his general
opposition to warrantless wiretaps ;

“I am strongly opposed to the interception of telephone conversations
general investigative technique.”

Johnson nonetheless ordered that wiretaps be permitted in national seeurity
eases—but only with the spécific authorization of the Attorney General, John-
somn apparently believed, in good faith, that authorization of warrantless wire-
taps by the Attorney General wonld prove to be an adequate safegnard for the
individual's constitutional right to privacy and other constitutional liberties.

basically
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Sadly, but not unexpectedly, Johnson's belief proved to be illusory, Recent
events have demonstrated that warrantless wiretaps—no matter how benign
the Government's motives—eannot insure the sanctity of the individual's right
to privacy. Reference to the examples cited in my statement of December 17,
1973 —823026—makes this clear :

“On December 5, 1973, Eugene La Roque, a retired rear admiral in the U.S.
Navy, revealed that the Pentagon currently has a unit which is authorized
to engage in the same kind of surveillance activities conducted by the “Plumbers
Unit” in the White House. The purported basis of these activities is a need
to protect “national security.” Rear Adm. LaRoque emphasized that there is
currently no procedure for Congress, the courts, or the public to determine
the scope—or lawfulness—of the Pentagon unit's surveillance activities.

“In a report issumed in October 1973, a House snbcommittee found that cer-
tain White House officials invoked national security considerations to make
the CIA their “unwitting dupe” in the burglary of Daniel Ellsberg's psy-
chiatrist’s offices and in other unlawful surveillance activities,

“Recently it was learned that in 1969 the administration installed warrantless
taps on 13 government officials and 4 newsmen for the purported reason that
these individuals were leaking or publishing sensitive foreign intelligence
information. In virtually all the cases there was little or no concrete evidence
to justify the taps. In many cases the evidence shows that the individual
tapped did not even have aceess to such information., Indeed, in at least two
cases the taps wenre continned after the individual had left Government
service and had joined the Presidential campaign staff of Senator Muskie.

“In 1969 the White Honse authorized the burglary of the home of news-
paper columnist Joseph Kraft so that a warrantless tap could be installed.
The alleged basis for this action was again national security. But there was
and iz no concrete evidence to establish that Mr. Kraft was aequiring or
reporting any information which compromised our national security.

“Pestimony before the Senate Watergate Committee revealed that the
White House authorized warrantless wiretaps “from time to time" when it
was conducting an independent investigation of the publieation of the “Penta-
gon papers” in 1971, The taps were placed on numerous citizens, including
aides of Members of Congress, whose only connection with the “Pentagon
papers’ was a personal relationship with some of the reporters involved.
Again, the taps were justified on national security grounds and, again, there
was and i8 no concrete evidence to support the need for the taps.

“In 1970, the White House conceived and drafted a broad plan which pro-
posed warrantless wiretapping, burglary, and other insidious surveillance
practices. The staff assistant responsible for the plan started in a memoran-
dum to the President that certain aspects were “clearly illegal.” Nonetheless,
the plan was approved on the basis of national security, only to be serapped
shortly afterward when FBI Director J. Edgar Hoover objected.”

In addition to these abuses, the Washington Post disclosed last week four
more warantless wiretaps conducted by the White House “‘plumbers” in 1972
against American citizens. The presumed basis for these taps was again
national security, But there was no involvement of foreign powers or their
agents. Nor were the taps in any way necessary to protect our Nation from
foreign attack or subversion. The taps were instead justified on the grounds
that a White House official was distributing eertain information to the Chair-
man of the Joint Chiefs of Staff of the U.S. Armed Forces. In order to stop
this distribution, the “plumbers” believed it necessary to wiretap the official's
friends.

These abuses of warrantless wiretaps undenrscore the wisdom of the fourth
amendment’'s protections, It would be naive to assume that the Government
can make a disinterested judgment as to whether a planned search by Gov-
ernment agents is reasonable, The Government cannot properly be worth
advocate and judge of its own.

Our Founding Fathers recognized this problem and adopted the fourth
amendment., That amendment contemplates that a distinterested court will
decide whether searches desired by the Government are reasonable. See, for
example, the Keith case; Coolidge v. New Hampshire, 403 U8, 443 (1971). The
need for this disinterested judgment is no less necessary in cases involving the
national security than it is in other cases. This essentinl point was advanced
eloguently by Justice Douglas in the Katz case:
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“Neither the President nor the Attorney General is n magistrate. In matters
where they believe national security may be involved they are not detached,
disinterested, and neutral as a court or magistrate must be. Under the separa-
tion of powers created by the Constitution, the Executive Branch is not sup-
posed to be neutral and distinterested. Rather, it should vigorously investigate
and prevent breaches of national security and prosecute those who violate the
pertinent federal laws. The President and the Attorney General are properly
interested parties, cast in the role of adversary, in national security cases.
They may even be the intended victims of subversive action. Since spies and
saboteurs are as entitled to the protection of the Fourth Amendment as sus-
pected gamblers like petitioner, I cannot agree that where spies and saboteurs
are involved adequate protection of Fourth Amendment rights is assured when
the President and Attorney General assume both the positions of adversary-
and-prosecutor and disinterested, nentral magistrate, 389 U.S8. at 35960 (con-
curring opinion)."”

In short, regardless of how beneficient the Government's intentions, war-
rantless wiretaps—whether in “national security™ cases or in any other kind
of case—pose serious dangers to the right to privacy as well as other constitu-
tional rights and liberties.

11, AMENDMENTS TO PROTECT AGAINST WIRETAP ABUSES IN NATIONAL SECURITY CASES

The history of warrantless wiretaps for “national security” cases demon-
strates the need for corrective action. For too long Congress has closed its eyes
to the abuses of those wiretaps—perhaps in the hope that the country would
be better served if implicit trust were placed in the executive branch to safe-
guard constitutional rights. The history underlying the fourth amendment
should have given Congress pause before being so trusting.

But whatever the rationale for past inaction, the Watergate seandals make
clear that Congress must act now to insure the preservation of preciouns con-
stitutional rights—especially the right to privacy. Invocation of “national
security” should not enable the Government to wiretap without regard to tradi-
tional constitutional limitations. These amendments provide Congress with an
opportunity to assure the sanctity of those limitations,

The amendments effect three basic changes in 8. 2820, the bill offered last
December.

First, before the Government could wiretap American citizens in national
security cases, it would have to obtain a judieial warrant based on probable
canse that a erime had been or was about to be committed. The crime involved,
moreover, would have to be one affecting this Nation's security. Such crimes
include those under the Atomic Energy Act, treason, espionage, and sabotage,

This change merely reasserts the traditional safeguards provided by the
fourth amendment, That amendment states that the Government eannot invade
an American citizen's privacy without first obtaining a judicial warrant based
on probable cause. The history of the amendment suggests that, except in
certain matters—sueh as housing inspections—the “probable eause” require-
ment must relate to the commission of a crime. See, for example, Wyman v.
James, 400 U.S. 309 (1971) ; Camara v, Municipal Court, 387 U.8. 523 (1967).

The history of the fourth amendment also underlies the need for prior judicial
authorization for national security wiretaps. In United States against Brown,
Cirenit Judge Goldberg explained the importance of the court's role in super-
vising such wiretaps:

“It remains the difficult but essential burden of the courts to be ever vigilant,
so that foreign intelligence never becomes a pro forma justification for any
degree of intrusion into zones of privacy guaranteed by the Fourth Amendment,
484 T, 2d 418, 427 (1973) (eoneurring opinion).”

The Watergate scandals should teach us that the courts eannot carry this
essential burden unless prior judicial approval is required for national security
wiraetaps.

The amendments offered today provide a second basic change: Before it can
wiretap foreign powers or their agents, the Government wonld have to obtain a
indicial warrant. This warrant would be issued if the Government satisfies a
indge only that the wiretap is necessary to protect the national seeurity., The
Government need not establish that the eommission of a erime is involved. The
standards for foreign power taps. therefore, would be less rigorons than the
standards applied for American citizens.
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This second change is to insure that the power to wiretap foreign powers is
not abused in a manner which infringes on the rights of American citizens, A
power to conduct warrantless wiretaps for foreign powers and their agents
might enable the Government to violate the constitutional rights and liberties
of American citizens. The recent past provides many oceasions when legal re-
strictions on Government wiretapping have Dbeen ignored or misinterpreted.
Those abuses, in fact, have inspired deep publie concern that individual privacy
can be violated at any time by Government wiretaps. Publi¢ opinion polls reveal
that more than 75 percent of the public now favors a curb on the Govermment's
power to wiretap.

Many of those most familiar with foreign power wiretaps share this concern.
Former Attorney General Ramsey Clark, for example, recently testified at a
congressional hearing:

“Certainly there should be absolutely no use of wiretap or electronic surveil-
lance without a court order under any circumstances , . . Foreign as well as
domestic.”

Morton Halperin, a former member of Secretary Henry Kissinger's National
Security Couneil staff, is another individual who shares this view.

There should be no concern that a requirement of judicial warrvants for for-
eign power wiretaps will undermine the security of this Nation. Courts will be
most responsive to legitimate requests for foreign power taps; as a result, there
will be no restriction on the Government's ability to protect the Nation against
foreign attack or subversion. Moreover, the implementation of title IIT of the
Crime Control Act—which requires judicial authorization for domestic eriminal
wiretaps—demonstrates that judges will jealously guard any sensitive informa-
tion made available to them,

In short, judicial warrants for foreign power wiretaps will have no adverse
consequences for this Nation's security. Indeed, former Attorney General Clark
has testified that the impact of such warrants on national security “would be
absolutely zero.”

The third basie change provided by the amendments concerns national secu-
rity wiretaps on American citizens. Within 30 days after the last authorized
interception, the Government would have to disclose the existence of the sur-
veillance to those citizens tapped. This disclosure could be postponed, how-
ever, if the Government satisfies the court that the individual involved is
engaged in a continuing eriminal enterprise and that disclosure would endanger
national security interests. This option for postponement would prevent dis-
closures from undermining the Government's ability to protect the Nation
agninst foreign attack or subversion.

This change again merely codifies the traditional safegunards afforded by the
fourth amendment. From the beginning, it was assumed that the courts would
protect the individual’s right to be secure from unreasonable searches by the
Government. In proposing adoption of the fourth amendment and the other
amendments in the Bill of Rights, James Madison outlined this role to be
played by the courts:

“Independent tribunals of justice will econsider themselves in a peculiar man-
ner the gnardians of those rights; they will be an impenetrable bulwark against
overy assumption of power in the Legislative or Executive; they will be nat-
nrally led to resist every encroachment npon rights expressly stipulated for in the
Constitution by the declaration of rights. 1 Cong. Journal 440 (June, 1780)."

The courts eonld guard the right to privacy in one of two ways. Either the
courts eonld refnse to issue a warrant authorizing a Government search; or
the courts could respond to an individual's complaint that the Government had
condueted an unconstitutional search.

The latter response of course presnmed that the individoal would know that
the Government had in faet eonduected a search. In the early days of our
Republic the Government agents would generally knock at the individual's
door, present the warrant, and conduct the search. Having knowledge of the
gsearch, the individual eonld complain to a court that the warrant was insuffi-
cient—or, perhaps, that the Government executed the search despite the lack
of a warrant. This opportunity to eomplain existed even when the American
colonies suffered under British rule. Indeed, if the colonials were not informed
of the indiseriminate searches conducted by the British, they would have had
no basis to believe that adoption of the fourth amendment was necessary. See N
TLasson. “The History and Development of the Fourth Amendment to the United
States Constitution,” chapters 3 and 4 (1937).
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The advent of telecommmunications has changed all this. Warrants can be
jssued and searches conducted without the subject ever learning of them.
Unless the Government decides to prosecute the individual tapped, it need not
make any diselosure to the individual at any time, For this reason, few of the
American citizens tapped for national security reasons in the last fow decades
have ever learned of the Government's surveillance—even though in some cases
it econtinued for years.

The fourth smendment’s protection against Government invasion of indi-
vidual privacy is weakened if a citizen can be kept ignorant of Government
wiretaps. Without knowledge of those wiretaps, the individual is stripped of
all opportunity to complain to a court that they have violated his rights, Tele-
communications have enhanced considerably the Government’s power fo
snoop on its citizens ; telecommunications should not become an excuse to avoeid
constitutional safeguards.

IV, CONCLUSION

For decades the Government has used warrantless wiretaps to serve its view
of the national security. These wiretaps have always posed a fundamental
danger to the freedoms guaranteed by our Constitution. The Watergate scandals
and other events have exposed that danger in a dramatic and clear fashion.

We should not fail to heed the warning signs. Constitutional provisions em-
powering the Government to protect the Nation's security were never thought
to justify the subyersion of individual freedoms afforded by other constitutional
provisions, As Judge Ferguson declared in the United States against Smith, a
case concerning the use of warrantless wiretaps for national gsecurity purposes:

“Po guarantee political freedom, our forefathers agreed to take certain risks
which are inherent in a free demoeracy. It is unthinkable that we should now
be required to sacrifice these freedoms in order to defend them. 321 F. Supp.
424, 430 (1971)."

Congress cannot and should not tolerate governmental violations of the indi-
vidual’'s constitutional right to privacy by wiretaps or any other means. That
right to privacy, as well as other constitutional liberties, are the cornerstone
of our democratic system. If those rights and liberties are eroded, the very
fabric of our constitutional system is imperiled. Congress should, therefore,

act now to protect our cherished rights and liberties from abusive national
security wiretaps.

[From the Capital Times, Feb. 7. 1874]
WARRANTLESS WIRETAPS

One of the great mysteries of the U.S. Congress is how much speed it can
generate to enact dubious proposals into law, while permitting worthwhile legis-
lation to erawl along like refrigerated sorghum.

One of the most ridiculons charades in recent times was the speedy enact-
ment of a daylight saving bill in the middle of the winter as a supposed salve
to the energy crisis. i

Wisconsin's Sen, Gaylord Nelson has introduced a vitally needed bill aimed
at banning warrantless wiretaps for national security purposes, But wateh how
glowly that the Nelson bill will work its way forward, despite the sordid
revelations of the existence of the White House “plumnbers” and the Watergate
seandal.

In introducing his proposed ban, Nelson said that the security “taps” which
are not anthorized by judicial warrant often reflect nothing more than a
government desire to pry into an individual's private affairs.

It need not be pointed out to the knowledgable that the Fourth Amendment
prohibts government invaasion of a cifizen’s privacy without a judicial war-
rant: The Supreme Court has made it clear that the amendment's protection
extends to wiretapping,

The Nixon administration has taken upon itself the right to violate the
Constitution and determine for itzelf when to order a warrantless wiretap.

“Althongh the vast majority of the public will never be the object of a tap,
they instinctively recognize the lack of control breeds an official state of mind
that condones the govermment’s invagion of a eitizen's privacy.” said Nelson in
introducing his proposal. “Thig official atfitude is wrong and dangerous. It led
to Watergate and other illegal aects of political espionage.”
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Revelations that are an ontgrowth of the Watergate investigations indieate
distressingly that the danger of warrantless wiretaps is not confined to erimi-
nal and truly subversive elements within our society. A prime example of the
abuse was the tapping of Joseph Kraft, an outstanding syndicated newspaper
columnist.

' Public opinion polls indicate that more than 73 per.cent of the people now
favor legislation to eurb government power to wi retap.

Nelson's proposed ban is long overdue. We hope it dbes not get buried in the
morass of molasses that seems to entrap other worthwhile proposals,

(Senator Gaylord Nelson has introduced legislation to require the government
to obtain court approval before it can wiretap in national security cases, The
following editorials discuss the importance of this legislation)

[From the Washington Post, Feb. 9, 1974]
THE PRESIDENT AND PRIVACY
(By Tom Braden)

President Nixon said the other day that “personal privacy is a cardinal
principle of American liberty” and that “electronic snoopers have left Ameri-
cans deeply concerned about the privacy they cherish. The time has come,” he
added, “for a major initiative.”

Coming from a man whose administration has been notable for wiretapping,
mail covering, breaking and entering and spying, it was, at first blush, a sur-
prising statement,

But only at first blush, The text reveals that the President wasn't talking
about any of these blatant invasions of privacy., He was talking about the
accnmulation of electronic data on consumers by ecredit eard companies, banks,
department stores and other businesses. Without taking anything away from
Mr. Nixon's landable desire to regulate in this areq. it still seems necessary to
put the question, “What about the Fourth Amendment**

Just last week, Atty. Gen. Willlam Saxbe said he had initiated three new
national security wiretaps. Naturally, Saxbe didn’t say who was being wire-
tapped, whether the taps were being placed upon Americans or foreigners. We
may never know. No law requires Saxbe or any subsequent attorney general to
tell us. No law regquires an attorney general to say what he means by “national
security.”

Sometimes we are told the numbers. Tn 1072, testimony before the Senate
revealed that 97 “national security” wiretaps were in operation during the
yvear 1970, Since then, we have been given good reason to suspect that a lot of
these taps were not placed for the national security but in order to Spy on
White House enemies, The Watergate investigations have determined that 17
newspapermen and government officials were wiretapped during 1969, and
many of the taps were not removed nntil much later.

Just last week it was revealed that four more wiretaps were conducted by
the White House plumbers during 1971 against friends of a White House
official,

All of this is in direct contradiction to the Fourth Amendment which declares
it “the right of the people to be secure in their persons. homses, papers and
effects against nunreasonable search and seizure.” The Supreme Court has ruled
that wiretapping is a “physieal entry into a house.”

The Founding Fathers never envisioned that a physical entry into a house
could he made without a warrant issned upon probable cause and “particularly
deseribing the place to be searched.” But not one of these “national security”
wiretaps has been authorized by a warrant, Recent attorneyvs general and
Presidents have tapped whomever they wanted to tap. Whether the tap was
in the inferests of national security or in the interests of polities or in their
personal interests has been left to their own consciences,

Thus, Robert Kennedy tapped Martin Luther King—apparentlv at the in-
sistence of J. Bdgar Hoover. Lyndon Johnson is allezed to have tapped mem-
hers of his Cabinet. and Richard Nixon has widened the “physical entries” to
inclnde the press. Under Mr. Nixon. the practice seems to have been so wide-
spread that the President and his attorney general delegated their authorities.
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H. R. (Bob) Haldeman, John Ebrlichman and even Henry Kissinger were
permitted to make nominations for wiretapping targets, and Mr. Nixon may
not have seen the final list of those to be spied upon.

So the President is right when he talks about invasions of privacy as n
growing danger, and Sen. Gaylord Nelson (D-Wis.) has introduced a bill which
may fix his mind upon the aspect of privacy which he ignored.

Nelson's bill would require the government to seek a warmrant before a
“national security” wiretap could be authorized or installed. Thus, an inde-
pendent third party would be able to check npon the power which successive
Presidents and attorneys general have used with such frequency.

If the President is really concerned about privacy, he will endorse Nelson's
bill.

[From the New York Times, Feb. 17, 1974]
No WARRANTS, No Taps
(By Tom Wicker)

The Internal Revenue Service's summons for certain records of telephone
calls from the Washington Burean of The New York Times dllustrates how a
Government that is either careless, eallous or expansive can streteh what might
appear to be a harmless or even useful power into something different and
threatening.

The LR.8., it seems, has the statutory authority to obtain by civil summons
the telephone records of persons it is investigating for tax fraud or delinquency.
Most telephone companies have been routinely acquiescing in such summonses,

But the LR.S. is not investigating The Times or any member of its Wash-
ington Bureau—although the LR.S. also issued a summons for, and received,
records of long-distance calls placed from the home telephone of David
Rogenbaum, one of The Times Washington reporters. Instead, it appears that
the I.R.S. may be investigating the possible leak of some information from one
or more of its employes to Mr. Rosenbaum. Last year, he was working on a
story—never published—about a possible LR.S. investigation of a major
contributor to Richard Nixon’s re-election campaign.

The point is that the statutes in question do not appear to grant the LR.S.
authority to obtain The Times' or Mr, Rosenbaum’s telephone records for the
purpose of maintaining its own internal security. Perhaps worse, when first
asked about the matter, Donald C. Alexander, Commissioner of the LR.8., said,
“T know nothing of this." Does that mean that lower-level officials can routinely
authorize actions that appear to violate the law and offend the First and Fourtiy
Amendments? Sinee the LR.S,, under challenge, has returned The Times™ records,
the agency appears to have at least tacitly conceded that it had no legal right
to them.

This stretching of authority into areas it was not intended to reach is a
relatively old story in government, It lends particnlar point to a measare
introduced by Senator Gaylord Nelson of Wisconsin that would ban all “war-
rantless” wiretapping and give American citizens a chance to fight back if the
Government has its electronie ear on them.

In 1968, Congress authorized the Attorney General to go into court and
obtain warrants to tap the telephones of certain persons who could be shown
to be criminal suspects. This measure was aimed primarily at organized
erime; it did not require the Government to seek warrants before placing taps
on persons or organizations for “national security” reasons.

fWhen the Nixon Administration took office, Attorney General John Mitchell

began aunthorizing—without warrants—numerous wiretaps on persons and
organizations suspected of threatening “domestic security™; in effect. this
“Mitchell doctrine” permitted the Government to tap the phonejof anyone it
conld even remotely link to domestic or national security matters,

In 1972, the Supreme Court, in the so-called Keith case, barréd warrantless
taps for “domestic security” ; but again, the Court did not rule on the question
of wiretaps for “foreign intelligence” purposes. which meant that the Govern-
ment counld econtinue warrantless tapping of foreign embassies, agents of
forelgn governments and the like. This left a significant loophole in the Fourth
Amendment rights of American citizens, who still could be tapped without a
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warrant if their activities ecaused the Government {
agents or dupes of foreign governments.

In September, 1973, in fact, Attorney General Eliot Richardson wrote
Senator J. W. Fulbright that the Government was continning warrantless tap-
ping of citizens and organizations whose activities it believed could affect
national security. His successor, Willinm Saxbe. sald he authorized three war-
rantless “national security” taps his first week in office—whether against
foreign embassies or American eitizens he did not make clear.

Senator Nelson's bill would close this final loophole by requiring the Govern-
ment to go into Federal court and get a Judicial warrant for every wiretap it
wanted to install. If a tap were to be requested on the phone of an American
citizen, the Government would have to show “probable eause” that a erime was
about to be committed : if the request was for a tap on, say, a foreign embassy,
only a national seenrity reason would have to he adduced. And any American
citizen tapped after issnance of a court order would have to be informed of the
tap within thirty days, unless the Government obtained a court-ordered delay.

There is 1o reason to suppose that jndges would not issue wiretapping war-
rants when justified, or that they would thereafter disclose national security
information that might have been presenfed to them. But there is every reason
to believe that the Nelson bill would give needed contemporary meaning to
the Fourth Amendment’s guarantee of “the right of the people to be secnre
in their persons, houses, papers and effects, against unreasonable searches
and seizures, "

0 consider them possible

[From the Washington Tost, Mar, 21, 1974)
(By Gaylord Nelson)
‘NaTIoNAL SEcURITY' TAPs

Civil rights leader Martin Luther King, Jr., newspaper columnist Joseph
Kraft, former Nixon presidential aides William Safire and John Sears, former
National Security Council staff members Morton Halperin and Anthony Lake,
former congressional aide Dunn Gifford, and boxer Muhammed Ali—these
citizens have something in common. Their telephone conversations have been
wiretapped by the federal government for so-called “national security” reasons.
And they arve merely a handful among thousands.

In each case the government acted without obtaining a judicial warrant
approving of the “tap.” The government therefore did not explain to a court
the justification for the surveillances. Nor did the government voluntarily
inform any of the individuals involved that their telephone conversations had
been secretly intercepted. Most of those tapped never learn about it.

Despite the righteons indignation of congressional representatives, lawyers,
and the publie, warrantless wiretapping continues. Last January the Justice
Department reported that in one week it 1 1 authorized three warrantless
wiretaps in national security cases—an ave age week's quota according to
the department. The department did not indicate whether the taps ineluded
surveillances of American citizens. Nor did the department indicate the basis
for believing the taps necessary. And that is precisely the problem.

Warrantless wiretaps give the government an unreviewed and unchecked
power fo invade a eitizen's privacy. The government alone defermines whom
it should tap and when it should tap. Neither a court, nor the Congr , nor
the individual involved has an opportunity to demonstrate that there is no
justification for the tap.

lecause they escape serutiny by anyvone outside government, warrantless
wiretaps are a dangerous and fundamental assault on the individual's right to
priviacy and other eivil liberties. They pose a threat to the freedom of eve "%
citizen, regardless of his or her station in life. In a 1928 surveillance caAse
Supreme Court Justice Oliver Wendell Holmes ealled warrantless wiretaps
“dirty business.” In 1931, J. Edgar Hoover—who by then had been FBRI
director for seven years—ealled them “unethieal” (his position softened in
later years).

Warrantless taps also are, in my view. unconstitutional. The Fourth Amend-
ment explicitly provides that every ecitizen should be free from government
searches and seizures that are not anthorized by a jndicial warrant. There is
no exception for “national seeurity” ecases. The basic notion underlying the
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Amendment is that a neutral court—not a government blinded by its lawful
investigatory responsibilities—should decide whether any search contemplated
by the government is reasonable,

In the 1967 Katz and Berger decisions, the Supreme Court held that the
Fourth Amendment’s protections apply to govermment wireapping, The Court
also held in the 1972 Keith case that the government could not wiretap Ameri-
can citizens without a judicial warrant even when the citizen's activities
threaten “domestic security.” The Court reserved judgment, however, for
those cases in which American citizens have a “significant connection” with
foreign powers and their agents.

Because the Court has not yet decided this latter guestion, the present ad-
ministration maintains that the government can, without a warrant, tap
American citizens and others whose activities involve foreign affairs. It was
on this basis that the Justice Department authorized three warrantless wire-
taps last January.

Congress should not tolerate the continued use of these warrantless wiretaps
for so-called “national security” purposes. It is indeed ironic for the govern-
ment to invoke “national security” to violate those constitutional rights and
liberties which the government is obligated to defend. Any remedial legisla-
tion should include at least four basie elements,

First, before the government could wiretap American citizens for national
security purposes, it should have to obtain a judicial warrant based on proba-
ble cause that a erime had been or was about to be committed. This provision
would simply recognize the rights guaranteed to every citizen by the Fourth
Amendment.

Second, before the government could wiretap foreign powers (i.e., embassies)
or their agents, it should have to obtain a judicial warrant based on a belief
that the surveillance is necessary to protect national security. The warrant
standards for foreign power taps should thus be lesg rigorous than those
applied to American citizens,

The justification for this second provision is plain. The government's desire
to wiretap should be reviewed by a court, There should be no exceptions.
Otherwise the exceptions could be stretched to sanction an unreasonable
invasion of an American citizen’s privaey. This second warrnt requirement
would in no way undermine the government's ability to protect against foreign
attack or subversion; the government would be: able to wiretap foreign
powers and their agents any time there is a real need.

Third, every American citizen wiretapped should be informed of the sur-
veillance within 30 days after the last authorized interception, This would
afford the individual an opportunity to protect against violations of his con-
stitutional rights. The disclosure of the wiretap should be postponed, however,
if the government satisfies the court that the person wiretapped is engaged in
a continning eriminal enterprise or that disclosure would endanger national
security interests.

Fourth, there should be continning congressional oversight of wiretaps and
other surveillance activities engaged in by the government, At least once a
vear, representatives of the government shomld testify, under oath, before a
joint congressional committee about their surveillance aetivities. Im this way,
Congress can determine whether the government is complying fully with the
laws and whether additional legislation is needed to proteet individual privacy.

A number of Senators have joined me in introducing two bills (8. 2820 and
8. 2738) which incorporate these bagic elements, Other bills might be able to
improve on these measures, But in any event, the need for congressional action
is clear. A citizen's constitutional right to privacy should not exist at the suf-
ferance of some government official’s definition of “national security.”

Mr. Kastenyemr. The Chair wounld like to abserve, while he is not
a witness, the presence of General Kenneth Hodson who is Execu-
tive Director of the National Commission for the Review of Fed-
eral and State Laws Relating to Wiretapping and Electronic Sur-
veillanee, which is about to undertake its work. Both Congresssman
Railsback and I serve on the Commission and we wish General
Hobson the best on his undertaking.
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I would like to call on my colleague, from Maryland. Congressman
Clarence Long. Congressman Long is the author of legislation which
would make illegal the practice of secret electronic monitoring and
recording of conversations, under certain conditions.

I wm pleased to greet my friend and colleague. Congressman
Clarence Long.

TESTIMONY OF HON. CLARENCE LONG, A REPRESENTATIVE IN
CONGRESS FROM THE STATE OF MARYLAND

Mr. Loxa. Thank you, Mr. Chairman. T am very pleased to have
this opportunity to speak to the distinguished subcommittee about
the need to protect the right of an American eitizen to have his
personal and private communications remain private.

The disclosure last summer of the White House practice of re-
cording the conversations of important officials of the Government,
diplomats, and even White House staff members—secretly and
without their knowledge—shocked the entire Nation. The White
House bugging, however, is only the tip of the iceberg. Throughout
the country, persons who have assumed that their private conversa-
tions were private have been rudely awakened by the widespread
incidence of uncontrolled eavesdropping.

My bill, HLR. 9667, would amend title 18, section 2511 of the
States Code to require the consent of all parties to a conversation
before it may be recorded or otherwise intercepted.

It is important to emphasize “all parties.” If there are a half-
dozen people in the conversation, they must all be notified that
whatever they say is being electronically recorded. As the law now
stands, if only one of the parties knows, there would be no violation.

My bill would make such bueging punishable by fines ranging
from $10.000 and up to 5 years in jail, and violators would also be
subject to civil suits. The courts would. of course. retain the power
to authorize wiretaps for investigations involving criminal activities.
or national security.

I think there was a very unseful colloquy between the eentleman
from Massachnsetts and Senator Nelson on the question of National
Security \\'il‘('l.‘l]lH. I want to leave that area open.

All T am saying is that. under my bill. a eonversation could be
recorded by the police under a ecourt warrant pursuant to a criminal
investieration.

Now, as Mr. Drinan has pointed outf. the conrts mav unduly issne
warrants. But T don’t think a eonrt wonld have ever issued a warrant
to allow the President to tane the conversations of the people with
whom he was eonversing. There are manv other instances in which
conrts are unwilline to issue warrants, Therefore, I think my bill
wonld he YRy 1i-‘i‘f:|‘!.

Twenty-five of myv colleagnes have joined me in sponsoring this
measire.

I want to point ont that mv home State of Marvland has, since
1956, had an official poliev of proteetine nrivate communications
which eould well serve as a model for the Nation.




The Maryland statute provides:

The interception and divulgence of a private communieation by any person
not a party thereto is contrary to the publie policy of this State, and shall
not be permitted except by court order in unusual circumstances to protect the
people. It is further declared to be the public poliey of this State that the
detection of the guilty does not justify investigative methods which infringe
upon the liberties of the innocent.

U.S. District Court Judge Gesell recently pointed out that legally
sanctioned snooping has become a common practice which has been
able, under the present Federal law, to proliferate without judicial
supervision.

I would like to put in the record an excerpt here from Judge
Gesell’s statement.

Mr. Kastexamemr. Without objection, that excerpt will be. re-
ceived and made a part of the record.

[ The statement of Judge Gesell follows:]

Informers, in return for government promises or hope of favors, are equipped
with recording devices and sent into the homes and offices of their friends
and confidants to try to trap their words on tape * * * | Many individuals,
without any* knowledge of the government, secretly tape their own conversa-
tions with others for ulterior purposes and use casual remarks to extort or
intimidate * * * 366 F. Supp. 994.

Mr. Loxe. The time has come to proteet individual citizens against
unrestricted wiretapping, spying and surveillance.

I might point out that we all talk informally in ways that are
very different from the way we would talk if we knew that the
world were listening. So this legislation is important not merely
in cases where life or liberty is involved, but in other cases as well.

A recent Harris poll confirms the timeliness of such legislation.
By 77 to 14 percent the public favors passage of a law forbidding
such intrusions into their private lives. The Watergate affair may
have acted as a trigger to public opinion, as Mr. Harris pointed out,
but there has been a widespread and underlying shift towards
greater protection of the constitutional right to privacy.

The President himself has now recognized the need for a new law.
In his State of the Union message, the President told the Clongress
that we need “a new set of standards that respect the legitimate
needs of society, but that also recognize personal privacy as a
cardinal prineiple of American liberty.”

It is my hope that this subcommittee will report favorably on
this legislation, which deals with one aspeet of the privacy issue
which von are eonsidering in a mueh wider eontext. Thank you.

Mr. Kastexameer. Thank yvou very much. You have touched on
an area which is certainly part of the general problem. I take it
that you would eontemplate wiretapping in only two situations:
One m which wiretapping is authorized by warrant through the
courts, and the other is the situation in which all parties consent?

Mr, Loxa. That is right.

Mr. Kastenmemr. Consent in advance to the recording of the
conversations?

Mr. Loxe. Yes,

Mr. Kastexmerer. Do you have reason to believe that you your-
self may have been a victim of eavesdropping?
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Mr. Loxg. No, I have no reason to believe that. I never felt I
was important enough for anybody to do this to me.

Mr. Kastenyeieg. You know there are Members of the Congress
as well as many other people who feel and presumably have knowledge
of the fact. that they have been the subject of such types of wire-
tapping or electronic eavesdropping, The argument is made that some
]wui_lit' or entities desire to record conversations to protect themselves
by having an exact account of the conversation. But it is your view
that any such reason is outweighed by the fact that another person
did not know of the conversation beine recorded. And that that
person’s rights outweigh the desire of the person who is recording
the conversation for purposes of some form of protection or official
account ?

Mr. LoNa. T am not quite certain that I understand the gist of
vour question.

Mr. Kastexymerer. I am asking whether you can contemplate any
zood reason why. other than through a court warrant, a person or
an entity with his own consent should be able to record a conver-
sation even without the knowledge of another person?

Mr. Loxa. I tried hard during the drafting of this bill and 1
couldn’t think of any such reason. It is always possible, T suppose.
that you can come up with an exceptional situation. We all know
that such cases require a balance of rights and privileges.

I don’t think there are any absolute rights or privileges written
anywhere in our law. There are always conflicts,

I suppose a person could argue that he could obtain a better his-
terical record of what people are really thinking and saying if they
didn’t know they were being recorded. If he is writing a book. for
example, he may think that if he can get people to speak very frankly.
then he would get a much better book than if the people were told
in advance that their words were being recorded.

I realize that somebody might think that. T don’t think he would
be justified in inflicting such recording on unsuspecting people,

Mr. Kastexmemr. T yield to the gentleman from California, Mr.
Danielson.

Mr. Daxmersox. Thank you, Mr. Chairman. Mr. Long. would vou
tell me please what.you mean by the word “intercept™ in your bili?

Mr. Loxe. Record.

Mr. Danterson. You talk about to record or otherwise intercept.

Mr. Loxe. In doing this T simply used the language of the bill
itself.

Mr. Danierson. Yes, I know. I have looked at vour bill and T
assume that all of these different versions of the bill are the same.
But it says “electronically record or otherwise intercept a wire or
oral communication” and that appears in the printed bill as well
as in your presentation.

Mr. Loxe. There is a definition of “intercept” in the bill. T don’t
have it.

Mr. Daxiersox. T have here, for example, H.R. 9973, which is
one of your bills, and starting with subparagraph (c) on line 6 it
states: “It shall not be unlawful under this chapter for a person to
electronically record or otherwise intercept a wire or oral communi-
cation” et cetera.




I was just wondering what you really had in mind by the word

“intercept™ as used in your bill?

Mr. Loxa. As I say, we have taken that language from the present
law. I can supply the definition for the record.

It is my understanding this means to record. It is a legal term.

Mr. Daxierson. That is all you have in your mind, to record?

Mr. Loxea. Or otherwise get it on record or eavesdrop.

It is somewhat broader than recording. That is to say, it would
include a situation in which people simply listen in on a private
conversation, people outside holding their ear up to the wall and
listening to the converastion of others with the assistance of some
mechanical device.

Mr. Kastesmeier. If the witness would yield, perhaps the Chair
could help in the definitions of “wire interception™ and “the inter-
ception of oral communication”.

The definition, as used in Public Law 90-351, is that “intercept™
means, “the acquisition of the contents of any wire or oral com-
munication through the use of any electronic, mechanical, or any
other device.”

As used in your bill, T assume it is consistent with that definition?

Mr. Lo~e. Right.

Mr. DaxiersoN. You do not restrict it to a surreptitious type of
interception in other words?

You are talking about a situation even where all of the parties
may be consenting?

Mr. Loxe. If all of the parties are consenting, then it is not
unlawful.

Mr. Da~xmerson. Except for an unlawful purpose, correct?

Mr. Loxa. Except for an unlawful purpose.

Mr. Danierson. Suppose you and I had an office, and within our
office we had a sensitive microphone which was affixed somehow or
another to a recording device so that when people came in to visit
with us you and T would know that the conversation was being
recorded if we turned on the switch, although those people visiting
us would not bg aware of that fact. That would be an interception
within the meaning of your bill?

Mr. Loxa. Right.

Mr. Danmerson. And it would be the sort of conduct that would
be unlawful under your bill unless the other party to the conversa-
tion consented in advance?

Mr. Loxe. Exactly. And my understanding would be, if all parties
had knowledge that what they said was ]Jt‘l]’l“’ recorded and inter-
cepted, and lhm continued to speak, this would be implied consent.

Mr. DANIELSON. Right.

Mr. Lone. I can give you another example which frequently hap-
pens with me. A constituent calls me and asks me to do something
for him and I immediately put a secretary on the line to write down
all of the information: what the persons wants, what he needs done,
what relatives he needs to have helped, how old they are, what their
background is—details that I can’t remember. We tell the person
that somebody is on the line.

Mr. Daxiersox. Right.




Mr. Loxae. And somebody is listening. But it would be possible,
in many cases, not to let him know that this is being taken down.
My bill would cover such situation.

Mr. Daxierson. I was going to lead into that. That is the old
practice of advising your client that you are going to put the
secretary on the extension to make notes?

Mr. Loxa. Right.

Mr, Daxersox. That situation would be included within your bill?

Mr. Loxa. Exactly.

Mr. Daxrterson. And would be either lawful or unlawful depend-
ing upon whether or not this consent was obtained ?

Mr. Loxe. Exactly. And I see no harm in that.

Mr. Daximerson. 1 do not myself. Being mindful of the fact that
today the state of the art in making recording devices is very far
advanced, and it is a simple matter to make a tape of almost any
type of a conversation, be it on the telephone or otherwise, T want
vou to address yourself to the practical aspects of it, though.
Almost anyone today for less than $50 can buy a rather effective
tape recorder plus a little device that will attach with a suction
cup to the telephone and make a relatively good tape recording.

Mr., Loxe. I understand the recorders don’t always work that well.

Mr. Daxierson. Of course neither you or I have ever tried it,
so we don’t really know. But let me ask you this. Do you think as
a_practical matter that this could very well be enforced? It is just
about as common today for people to have a tape recorder as it is
to have a radio, for example. They are most common and most
widespread.

Mr. Loxg. Of course, there are many more laws on the books
than it is possible to enforce, and in many cases there would be
conversations which nobody would particularly care about one way
or the other. But I do think there would be a real deterrent effect
upon a person who proposed to use such recordings for some mali-
cious or unlawful or otherwise injurious use.

Mr. Daxterson. Right.

Mr. Loxa. T certainly wouldn’t want to do it. T would want to be
very careful about obeying the law.

Mr. Daxmeson. I think you are absolutely right. If nothing else,
it would make such conversations, since it would be unlawful in the
first place, it would make them inadmissible in evidence which
would have a deterring effect. I can see value there.

But as a practical matter, I should think it might be difficult to
police if you were really trying to go out and police it thoroughly.

Mr. Loxe. I think this is true of almost all of our laws. If we
could enforce all of our laws, there wouldn’t be enough jails to hold
all of the eriminals.

Mr. DaxtersoN. Let me change slightly here.

Suppose after a conversation, in the same situation described in
my first example, after the visitor leaves the person with the micro-
phone and the recorder in his office, dictates into the recorder the
substance of the conversation as well as he or she remembers it or ealls
in the secretary and dictates the same thing. Do you see any objection
to that sort of recording of the conversation?
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Mr. Loxa. Are you speaking of a situation in which there had
been a conversation involving several people and they all were in-
formed in advance?

Mr. Daxtersox. Even if they have not. Let me recast the situation.
You have a conferenee in your office, you and three other persons.
Let’s say A, B, and C. And after the conference—and this is an
important matter—after the conference they go home and you
either call in your secretary or pick up your dictating machine and
dictate a memorandum of what was said by whom, and about what.
Now you have no objection about that I guess?

Mr. Loxe. No, of course not, because the person’s own words
could not be used against him. He could point out that he was not
present when the memorandum was dictated and he could challenge
the other party's recollection or understanding of what went on.

Mr. Daxierson. In other words, he is in a position to deny it?

Mr. Loxe. Exaetly.

Mr. DaxiersoN. But he is not in a position to deny it if it is
recorded ?

Mr. Loxe. No, if it is recorded, all of his words are laid out
before him.

Mr. Daxtersoy. Right. How do you answer the arcument that
some people advance of, well, the recording is obviously a far more
accurate recasting of what was said. In fact, it isn’t a recasting;
it is a playback, so therefore, it is far more accurate than any
subsequent memorandum ever could he?

Mr. Loxg. I think such recordings can be very useful, very valu-
able. And I see no objection to recording just as long as everybody
in the conversation knows what is taking place. Basic fairness justi-
fies such a requirement.

Mr. Daxmerson. I tend to agree with you, but T think what we
are talking about is what some people call the sporting theory, in
other words, for Heaven’s sakes, don’t have an advantage over the
other guy. I tend to agree with you.

What we are really saying is the more accurate account of the
conversation is the recording but we must not use it because it gives
the secret recorder an advantage that the other person does not have.

Mr. Loxe. My proposal in no way stops any recording. It simply
requires notice to all parties that what they say is being taken down
or intercepted. Thereafter, whatever they say is a matter of record.

Mr. Daxierson. I think you have a pretty good point here. Thank
you so much.

Mr. Loxa. You're very welcome,

Mr., Kastexmerer, The gentleman from New York, Mr. Smith.

Mr. Syrri. Thank you, Mr. Chairman. And thank you for your
testimony. I think it is very interesting. I would like to confinue
along the lines of Congressman Danielson in discussing the difficulty
of enforcing your proposal.

He mentioned the fact that a lot of people have recorders today,
and I guess there is quite a habit on the part of people to record
favorite music that comes over the radio or television. I suppose
that the doing of that technically would be covered by your bill
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and would be unlawful, and it would of course be almost impossible
to police.

Mr. Loxa. T might reply to the distinguished gentleman from
New York that it certainly would deter the party who had recorded
this without the other person’s knowledge from ever using it against
that other person. As soon as he brought out the fact that these re-
marks had been recorded and the other person hadn’t consented to
ity it would be an admission that a crime had been committed.

He would not be able to use the other person’s words against him
in any kind of legal way.

Mr. Sayorrn. No, I agree with that. But T would expect that under
your bill as written, the mere recording of that without the consent
of the originator of the conversation or the music or whatever it is.
would be unlawful ?

Mr. Loxa. It would be unlawful.

Mr. Syrrn. It would probably never be canght.

Mr. Loxe. There are eircumstances in which you might never be
able to enforce this law. In other words, a person might make such re-
cordings and in certain situations, it would probably never be
caught.

Mr. Saycrrr. Mr. Chairman, T think we had some talk about this
kind of thing when we were considering copyright of sound record-
ings.

One other question, Dr. Long. T would like to point out that prob-
ably this wouldn't cause much trouble. But as we watch football
games, for instance, on television they have an electronie sound
gatherer at the side of the field and, as they come into the huddle,
you can hear the quarterback giving the sienals and so forth. T wonld
suspect. that unless they got the consent of the quarterback and per-
haps any other member of the two teams who might speak, they
would technically be in violation under this law?

Now I suppose that wouldn’t canse much trouble except to make
it a little more inconvenient for the telecasters who might want to
listen to the sound as well as look at the view.

Mr. Loxa. Yes. That is a valid point. T think, and don’t you agree
Mr. Smith, that this is one of those commonsense problems involved
in any law? There are always areas that are beyond the purview
of striet statutory gange.

Mr. Sarrrr. Yes, as Mr. Danielson pointed out, it is certainly
not your intent to make such activity unlawful. r

Mr. Daxrterson. Would the gentleman yield?

Mr. Syrra. I would be happy to yield.

Mr. Daxterson. I think implicit in the bill is the idea that this is
a public statement, and that the people who are playing football
down on the field know that the public is watching them and so on.
and I think there is an implied consent to that sort of thing. T know
I record some of our prominent officials’ speeches on television. T
oftentimes record them so I can savor the juicy comments when I
plav them back. '

Mr. Syrrir. Under this bill you would be technically violating the
law.
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Mr. Danrerson. Well, people have called me illegal or something
like that before.

Mr. Loxe. I think you have made a very valid point. It could be
printed on the ticket that admission to the game implies consent of
being photographed as part of the televising of the game and so
forth. I do think there are ways in which this could be handled.

I point out also that if we had this law at the time that these
conversations were taped in the White House, it would have made
a great deal of difference in the disposition of the whole Watergate
case and it could have been immediately clear that in this situation
there was the commission of a serious crime.

Mr. Syrra, That might have protected the President against
slanderous claims also,

Mr. Loxa. That is also possible.

Mr. Kastenyerer. The gentleman from Massachusetts.

Mr. Drixan. Thank you very much. I welcome your interest and
involvement in this area, Mr. Long. Don’t you actually go beyond
the Maryland law? You state here in your testimony that “it could
serve as a model for the Nation.” And yet the Maryland statutes
provide that the interception and divulgence of a private communi-
cation is illegal. But as I read your good bill, you say that the
mere interception even without divulgence is erroneous. It is illegal?

Mr. Loxe. That is right.

Mr. Drivan. Do you actually go bevond the Maryland statute?
So you have a supermodel? T mean, the Maryland statnte is defective
in your opinion ?

Mr. Loxa. I would go beyond that because T think that intercep-
tion of private conservations must be discouraged. That is a very
good point.

Mr. Drivan. T have a constituent who claims that the phone com-
pany is listening to him and he has some plausible evidence. Would
your bill apply to the phone company?

Mr. Loxe. The present law, which would not be affected by my
bill, states in title 18, sec. 2511(2) (a) (i) :

(2) (a) (1) It shall not be unlawful under this chapter for an operator of a
switchhoard, or an officer, employee, or agent of any communieation common
carrier, whose facilities are used in the transmission of a wire communieation,
to intercept, disclose, or nse that communieation in the normal course of his
employment while engaged in any activity which is a necessary incident to
the rendition of his service or to the protection of the rights of property of
the carrier of such communication: Provided, That said communieation com-
mon carriers shall not utilize service observing or random monitoring except
for mechaniecal or service quality control checks.

Mr. Drixan. Thank vou. That clarifies it. One last point.

I thank you for the reference to my dialogue with Senator Gavlord
Nelson. And T was trying to make the point, and mavhe T didn’t
make it very clearly, but the ACLU position is categorieally opposed
to all wiretapping and has been since May 1961. They have said that
the ACLU stands unequivocally against’ wiretapping or the use of
other electronic eavesdropping devices by any person for any reason
whatsoever,
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You kind of suggest that the need for wiretapping legislation is
moot. I hope it is not. I hope it is a live option and maybe the Con-
gress will follow what was recommended by the ACLU 14 years
ago.

Mr. Loxa. As I said before, T really don’t want to get into that.

Mr. Dri~nax. I know. Thank you.

Mr. Kastexnmemer. Did you want to comment further on that?

Mr. Loxa. No.

Mr. Drixax. Thank you very much.

Mr. Kasrexyerer. The gentleman from Towa, Mr. Mezvinsky.

Mr. Mezvinsky. I want to commend the gentleman from Mary-
land. T think his contribution is significant, but I really have one
question in view of the comments concerning enforcement.

You pointed out that if you really wanted to enforce the laws,
you wouldn’t have enongh ijails to put all of the violators in.

Mr. Loxa. T think that Shakespeare wrote that if you put every-
body who deserves to go to jail in jail, where would there be any
honest men to keep them there?

Mr. Mezvinsky. I guess in view of Shakespeare and in view of
your remarks, I want to know, how do we hope to enforee this law?

Mr. Loxe. Civil snits would be a self-enforcing aspeet. Tf any
person felt that his conversations had been recorded. he could bring
this out as part of a civil suit or part of a complaint, That would
be one way of handling it. Another would be that the person who
had acquired this recording as a scheme against another person
would be precluded from using it in any leeal wav because he had
committed a erime in acquiring the recordings. That would be a
very important self-enforcing aspect.

Mr. Mezvinsky. Thank you very much.

Mr. Kasrenmemr. The committee is grateful to von Congressman
Long for your testimony this morning and for the bill you have intro-
duced, which is one of the issues we will have to confront.

Mr. Loxa. Thank you. Mr. Chairman. and the committee for hear-
ing me. I certainly enjoyed the presentation.

[ Mr. Long’s statement follows:]

STATEMENT OF HoN, CLARENCE D. LONG, A REPRESENTATIVE IN CONGRESS
FROM THE STATE OF MARYLAND

Mr. Chairman, I am pleased to have this opportunity to speak to the dis-
tinguished Subcommittee about the need to protect the right of an American
citizen to have his personal and private communications remain private.

My home state of Marvland, since 1958, has had an official poliey of pro-
tecting private communications which could well serve as a model for the
nation. The Maryland statutes provide that:

“The interception and divulgence of a private communieation by any person
not a party thereto is contrary to the publie poliey of this State, and shall not
be permitted except by court order in unusnal eircumstances to protect the
people. It is further declared to be the publie policy of this State that the
detection of the guilty does not justify investigative methods whieh infringe
upon the liberties of the innocent. (Annotated Code of Maryland, Art. 85, Sec.
92)."

The disclosure last summer of the White House practice of recording the
conversations of important officials of the Government, diplomats, and even
White House staff members—secretly and without their knowledgze—shocked
the entire nation. The White House bugging, however, is only the tip of the
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iceberg. Throughout the country, persons who have assumed that their private
conversations were private have been rudely awakened by the widespread inci-
dence of uncontrolled eavesdropping.

My bill, H.R. 9667, would amend Title 18, Section 2511 of the United States
Code to require the consent of ALL parties to a conversation before it may be
recorded or otherwise intercepted. As the law now stands, if “A” and “B"
are conversing, “A" could seeretly record the conversation without “B's” knowl-
edge—without breaking any law.

My bill would make such bugging punishable by fines ranging up to $10.000
and up to five years in jail, and violators would also be subject to civil suits.
The courts would, of course, retain the power to authorize wiretaps for
investigations involving criminal activities or national security.

Twenty-five of my colleagues in the House have joined me in sponsoring this
measure,

U.S. District Court Judge Gerhard Gesell recently pointed out that legally-
sanctioned snooping has become a comanon practice which has been able, under
the present Federal law, to proliferate without judicial supervision. According
to Judge Gesell :

“Informers, in return for government promises or hope of favors, are equip-
ped with recording devices and sent into the homes and offices of their friends
and confidants to try to trap their words on tape * * * Many individuals,
withont any knowledge of the government, secretly tape their own conversa-
tions with others for ulterior purposes and use casual remarks to extort or
Intimidate * * *”

The time has come to protect Individual citizens against unrestricted wire-
tapping, spying, and surveillance. A recent Harris Poll confirms the timeliness
of such legislation; by 77 percent to 14 percent, the public favors passage of a
law forbidding such intrusions into their private lives. As Harris pointed out,
while the Watergate affair may have acted as a trigger to public opinion, there
has been a clear and underlying shift toward greater protection of the consti-
tutional right to privacy.

The President himself has now recognized the need for a new law. In his
State of the Union message, the President told the Congress that we need “a
new set of standards that respect the legitimate needs of society, but that
also recognize personal privaey as a eardinal prineiple of American liberty.”

It is my urgent hope that this Subcommittee will report favorably on the
legislation which I and several other Members of Congress have proposed in
order to safeguard the personal nature of a citizen's private communiecations.

Thank you, Mr. Chairman.

Mr. Kastenmerer. The Chair would like to greet as our next
witness Mr. William Turner of California.

Mr. Turner has served for over 10 years as a special agent with
the FBI. Since he resigned from the Bureau in the early 1960, Mr.
Turner has worked as a private investigator and a magazine editor.
He is the author of several books, including “How To Avoid Elec-
tronic Eavesdropping and Privacy Invasion.”

Mr. Turner would you please come forward. T would say to my
colleagues, we do have four witnesses yet this morning and I lope we
can proceed expeditiously.

TESTIMONY OF WILLIAM TURNER, FORMER FBI AGENT, PRIVATE
INVESTIGATOR, AND AUTHOR OF SEVERAL BOOKS, INCLUDING
“HOW TO AVOID ELECTRONIC EAVESDROPPING AND PRIVACY
INVASION”

Mr. Torxer. Thank you, Mr. Chairman and members of the sub-
committee.

I will try and be as brief as T can. I understand that the purpose
in my being here this morning is more or less to get an exposition
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or a feeling for what really goes on from the standpoint of some
body who engages in the black arts.

I have been on both side of the fence in the FBI. I was a sound
man, which is a euphemism for a graduate of the FBI school which
teaches bugging and tapping and burglary, and I also have been
involved as a writer in the last 10 years on controversial subjects
and hence have been on the other side of the surveillance.

So getting into the issue of electronic surveillance, perhaps if I
give some firsthand accounts, it would better establish just what we
are trying to reckon with in terms of the subcommittee’s investiga-
tion.

I went into the FBI in 1951. And in 1952 and 1953 I was assigned
to the San Francisco office and, because I was a bachelor, T was as-
signed to the monitoring plants. These were odd shifts. They were
manned 24 hours a day. We had one of the plants down in the
produce section and we had another one over in Oakland, which car-
ried the recording equipment for all of the installations in the east
bay of the San Francisco area,

Since that particular time, while they have had some mishaps, and
the FBI monitoring plants are now located inside the field oflices.
I said “installations” because T am not distinguishing between wire-
taps and microphone installations.

In those particular plants and in the current FBI plants, the lines
that feed in carry both microphone and wiretap conversations. The
plants are for the purpose of monitoring permanent installations. In
most cases, what will happen is that the FBI will lease a line from
the telephone company, much as radio stations would lease lines, and
the line will feed from the particular monitoring point out to where
the installation is. And as you can see, there is a considerable amount
of logistics involved in this.

In . April of 1958, perhaps because of my engineering background,
I was selected to attend the sound school of the FBI in W .l‘xll]ll(ffﬁll
Now these particular schools are held on an irregnlar basis as the
needs to replenish sound men in the field come up. And I should
point out that the Treasury Department and the CTA and the vari-
ous military intelligence agencies do, or at least did, conduct similar
schools in the Greater Washington area.

In that particular school, which lasted 3 weeks, there was very
little discussion on the part of the instructors on the constitutional
issue of bugging and wiretapping. We simply were told that the
FBI tapped under two justifications. And here we are getting into
a little bit of the evolution of bugging and tapping and the law or
the lack of the law at the time.

The two justifications were that President Roosevelt gave execu-
tive authoritv during the war emergency, and that no sueceeding
President had rescinded that authority; and the second justification
was that the element of disclosure in the Communications Aet of
1934 was not violated because information obtained was not dis-
closed outside of the Justice Department.

In other words, they were viewing the Justice Department as a
metaphysical entity. The instructor added that the Communications




Act of 1934 was intended not for the FBI, but for telephone em-
ployees in league with private investigators.

Now we get into another area here, which is the difference between
telephone-connected devices and those which have no conneetion to the
telephone systems at all. In that particular class we were told that
the authority for any device connected to a telephone must come
from the Attorney General, but that the Bureau installed micro-
phone surveillances strictly on its own authority. So I think that
during that period a very misleading picture was portrayed to the
Congress and to the public at large in terms of the total electronic
surveillance, at least by the FBIL.

The announced wiretaps, if I recall, always hovered in the field
of 100 nationwide, but that was only part of the picture.

One reason was of course that there were a lot of microphone in-
stallations that the Bureau installed on its own authority.

I can cite an example of how these books were kept in order. In
one instance I was instructed to put in a wiretap and this wiretap
was made. It was very simply made by making a bridge on the pole
box not too far from the subject’s home. There was no necessity to
trespass at all except on the telephone privacy. So that tap was in
operation for a couple of years. And it was not furnishing informa-
tion or intelligence on a continuing basis. It was for a one-shot piece
of information.

So I got a letter from the FBI laboratory instructing me to vank
that particular tap and in place of it to install a microphone in-
stallation. Now this presented an entirely different problem. In order
to install the microphone, I first had to have the FBI laboratory
fabricate a special device, a small microphone with the little pre-
amplifier inside a connecting block, a regular Western Tlectrie con-
necting block. T then had to get up what we call a “black bag job”
team, which was a burglary team actually, and we had to go throuch
the whole drill of breaking and entering a premises in order to in-
stall that particular device, replacing the other connecting block,
running wire underneath in the basement of the honse. connecting
it with fine wire that was concealed inside the drop wire ont to the
telephone, and then connecting up with the leased line and making
the hookup in the FBI field office.

So. in that partieular instance, the book indeed was in balance.
but T think the Constitution suffered because of the fact that we had
to break and enter in order to make the installation.

Going back to the training sessions. they were conducted over in
the old Tdentification Building and in the southwest area of Wash-
ington. There was a practice room where we planted bugs in the
walls and taps on a mute phone there. We went down to the FBI
radio station, which is out in rural Virginia, and practiced pole
climbing with regular telephone pole climbing equipment,

In an attic of the Justice Building there was a workshop where
the FBI's top burglar taught us how to make lockpicking devices,
and how to use them.
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And after that course we were sent back out into the field to em-
ploy these skills, which I did in the Seattle office, in the Oklahoma
City office also, for approximately 314 or 4 years.

The additional duties of sound men, in addition to these kinds of
positive installations, is also the very legitimate function of handling
security of the FBI office communications. I can recall that there
were tapes made on people involved in the Coors kidnaping of
people who were somehow identified with the suspect; there were
taps on Communist Party functionaries; taps on various so-called
security subjects.

As 1 said, the permanent installations involved the leasing of a line
from the telephone company under some cover name such as the
Federal Research Bureau.

Down in Las Vegas, the FBI used the Henderson Novelty Co. T
suspect that the telephone company knew all along the purpose of
our request for a line that was not ordered hooked up at either end.
And the way that we went about getting those kinds of lines, or
any kind of special consideration, such as the hookup of the recorder
in the telephone company central office, was to maintain a liaison
with the special agents of the telephone company. In some instances,
they were former FBI agents. In most instances, they were former
law enforcement officers. And they would assist with these arrange-
ments. They would furnish information from the subscriber’s cable
card, that was necessary to install the tap, and they would notify
us if telephone company personnel found a tap or a bug that we
may have put in.

I can recall being called by a special agent of the telephone com-
pany and he asked me about a little thin wire hanging down from
a telephone pole. T thought I got it in the cracks pretty well, but a
telephone lineman on a service call found it.

He called me immediately and asked me if T knew anything about
it. I said I did and that was the end of it.

This particular installation T made in terms of what we call a
“suicide tap”. A suicide tap was one that was installed strictly on the
initiative of the agents in the field and of course in collaboration
with the sound man. It was called a “suicide tap” because it was
strictly unauthorized by Washington and usually was authorized by
the agent in charge of the field office. And it does illustrate the
problem of training and equipping people with the necessary skills
and knowledge and equipment to go out and use this kind of a
black art and still try to control it, either from Washington or
through some kind of central authority.

I mentioned the burglaries. The FBI alluded to the burglaries as
“black bag jobs” after the kind of doctor’s kit that the tools were
carried along in. And when I entered the Bureau in 1951, black
bag jobs were spoken of in terms of being a standard technique,
just as tapping phones and mail covers and trash covers. They were
conducted for two main purposes, the first was, as I have recounted
one episode, to install a microphone inside a premise. And the second
purpose was to gather intelligence and to photograph documents.

Now the black bag job is different from a conventional burglary
in that nothing is removed and every effort is made to disguise the
fact that entry was made.




I participated in a number of black bag jobs. including a 1957
burglary of the Japanese consulate in Seattle. And in that operation,
the top burglar flew out from Washington. He used radioactive
cobalt to bring out the arrangement of the locking mechanism. And
after a period of hours, was able to open the safe. The contents
were photographed and returned to their exact position in the safe.

In these kinds of operations, elaborate measures were taken to
insure the security of the black bag job participants. In the first
place, we were instructed never to take anything that would iden-
tify us with the FBI in the event that an unfortunate mishap
oceurred.

Just like in a bank robbery, the premises were thoroughly cased
to make sure that the identity of the regular occupants were known
and their normal movements were known. And when the black bag
Job was about to take place, surveillances were put on them in order
to make sure that they didn’t double back to the premises.

A further precaution was to station an agent at the police radio
conosle to make sure the complaints of a burglary in progress were
not answered.

The FBI agents who made a specialty of black bag jobs were
frequently rewarded by meritorious cash awards, which of course
would not be identified as to their reason.

Now getting into the area of the actual technical surveillances,
as it is called, and the FBI referred to it as Tesurs, the FBI refers
to wiretaps as Tesurs, which is a contraction of technical surveillance.
And it refers to microphone or bug surveillance as Misurs.

There are two kinds of telephone taps: the direct and indirect
A tap-transmitter in which a phone line is tapped and the conver-
sation strictly limited to the telephone conversation is sent over
the air to a receiving point and is, as I say, the tap-transmitter.
The advantage of this to the tapper is the tremendous security
because, if the device is found, it is not traceable to him. If the
wires lead direct to a monitoring post, why the lines are of course
traceable.

An additional element of security is afforded by what the tele-
phone company in its construction practice calls the multiple ap-
pearacne. Multiple appearances means that your particular telephone
line will appear not only in the pole box nearest to your premise,
but will appear in another one perhaps in a radius of a mile simply
to allow for the two-party subseriber. And usually that other pair
is vacant. If the tapper knows where to go to find it, this involves
the cooperation of the telephone company cable records, of course,
he can tap at that site in relative security.

Again, getting into the problem of control of wiretaps, a few
years ago again when the FBI was contending that there were
perhaps 100 taps nationwide, Ronald Kessler did a very thorough
mvestigation for the Washington Post. And in that particular in-
vestigation he disclosed that the FBI had 450 special service lines
feeding into the Washington field office from all over the city.

Obviously perhaps on a kind of multiple phone, a rotary phone,
one tap would involve maybe 10 lines if you are tapping one estab-
lishment. But I think that the fact of those very many lines indi-
cates again the need for some kind of outside authority to look into
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unilateral statements on the part of agents who engage in electronic
surveillance.

The question of microphones and bugs, again they fall into two
categories: wired and wireless, which is the bug transmitter or the
microphone transmitter

The wired simply means that the microphone is connected to that
listening post by a run of wire. For example, the installation in
Seattle, where we picked the lock to enter the dwelling, in that in-
stallation, the technique that was used there was simply to run a
very thin wire concealed behind a baseboard from the microphone
down into the celler, run it behind rafters in the celler, drill a hole,
and the FBI already had furnished me with a telephone company
drop wire that was especially built and that had two very fine wires
running through it. And they were connected on. The telpehone
drop wire then carried it out to the pole box.

I had one problem after we hooked up that because there was a
nearby commercial radio station interfering. Apparently the bug
wire was acting somewhat like an antenna so it was simply a simple
matter to design a low pass filter and filter out that radio frequency.

The wireless type I think at this stage is the most common. It
can be planted strategically, and again if it is discovered, it is not
traceable to the eavesdropper. He is simply out the $50 or so a decent
one costs.

And the wired type again is very vulnerable to detection because
of the necessity for wires to run all of the way from the installation
to the monitoring point.

I have in my black bag here [indicating] an illustration of a very
modestly priced bug. And since the law at the current stage for-
bids possession, I should point out that this equipment is all dis-
armed much like an automatic weapon with the barrel plugged.

This one [indicating] very simply is a small pillbox with a pretty
good circuit inside. I should point out that every bug in order to
operate with any range at all requires an antenna. So again the ele-
ment of looking for a particular bug would involve, if you suspect
one, that there has got to be an antenna somewhere, which adds to
the bug’s insecurity.

This one [indicating] is just a little 9-volt-battery type with a
9-volt battery that hooks in there. And the way it operates, as you
can see, if you found this, it wouldn’t be much loss to the tapper.

It can be received simply in a radio this small [indicating],
which is an ordinary transistor radio. It is an FM radio. The upper
band here [indicating], well the whole band has been slid down a
little and the commercial ends right about here [indicating] and
then here [indicating] is your bug band, right here [indicating],
right at the top,

And this kind [indicating] of a bug is very diffieult to trace.
These are just standard components that any kid perhaps with a
high school electronics shop experience could put together.

Here is one [indicating] that is a little more mass-manufactured.
This is an FM wireless microphone. And again, it is the same situa-
tion. This one would cost in the neighborhood of $70 and a couple
of little 9-volt batteries.
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Mr. Kastenmerer. And the way that operates is that that is
placed or situated in, for example, a room and it is live 24 hours
a day?

Mr. Turner. Yes.

Mr. Kasrexaerer. And it transmits all sounds?

Mr. TurNER. Yes.

Mr. Kastexyerer. All sounds in the room ?

Mr. Tur~er. Exactly, Mr. Chairman.

The bugs again, as you point out, carry all conversations; [111]0\\
talk as well as relevant conversations. And I would place them in a
little more insidious category for that reason.

One of the problems of course, is that your batteries will run
down. Again, whenever you hide something like this, you have to
have some air conduction in order to get a good pickup. So there are
technical problems confronting the bugger.

Nonetheless, if I had some room and could install a number of
batteries in parallel, if the bugger could do that, he would get very
long battery life and this could go on for some time.

There is also the advanced bugger who has a remote switching
device where he can turn it on and off simply when he wants to
monitor, again conserving battery life. Otherwise, he would have
to reenter .ImI replace the batteries.

The other thing that he may do is, if he want to plant a very small
device in a wall with say a very limited range, he may have a re-
peater somewhere nearby: a kind of booster station that will boost
his signal along. Then if he is monitoring in a car somewhere, you
have the same problem of enforcement that you would have in the
ease of say narcotics where vou have to ecateh somebody with the
narcotics. In other words, how do you cateh this man with the bug.
He is not conneeted to it in any other way except the airwaves. And
it is a very diflicult problem of enforcement.

I have another device here and I think this is very illustrative
of what the 1968 law meant. In fact T think the legislative history
brings this out. T have a device primarily useful for aural acquisi-
tion. Tt is called a spike-mike and it is employed usually from the
room next door or from some outside area. Here it is [indicating].

It simply is a contact microphone. It is a crystal microphone of
very good fidelity. And the tapper then takes one of the spikes and
serews it in here [indicating]. Well, actually first he puts this into
the wall and this makes contact with the inner wall. This [indicat-
ing] will go throngh. T have another size here if it is a thinner wall.

And that mike as I sav is very sensitive. It then is plugeed into
an amplifier. And he ean either feed into a recorder or he ean listen
with his earset. And this as T sav is an example of something that
I can hardly conceive of being used as a baby-sitter device or some-
thing for party fun or the other kinds of reasons that are now given
for making these kinds of devices that are not primarily useful. They
mav have double or triple purposes.

Then vou have the stethescopelike device, which vou ean affix to
a wall. These are usnally very transient types of installations.

Somebody checks into a motel room for instance, this is the ideal
kind of piece of equipment to use in that sitnation. Tt is not like
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the permanent leased line situation, which is for a long-term intel-
ligence gathering.

There has been much made lately about the state of the technology.
And indeed the technology, aided and abetted by space-age develop-
ments and all, has gone on and gone forward.

I think another committee in the past looking into this problem
was regaled with the olive-in-the-martini type transmitter. And
while such a device exists, I think it is highly impractical and not
one of the main problems confronting legislatures in this area for
the simple reason that the thing is so impractical. Tt will hardly
transmit more than a few feet. You know, you have to be a few
stools down to pick anything up.

And there is talk about the CTA having perfected a laser de-
vice that aimed at a room window will pick up the room conserva-
tions from the minute vibrations of the glass pane. I am sure if
that isn’t in a perfected stage, it is very close to it.

But again you are getting to the problem that this type of device
would be available simply to the ageney that would perfect it and
so it would take immense amounts of money needed to purchase one.

Tiny integrated cirenits have been developed for the aerospace
programs and these obviously don’t bode well for future privacy as
they are the breadbhoard upon which a hug can be made.

There is also a device called the infinity transmitter, or harmonica
bug. And for example if T went into an apartment in Honolulu—
well, let’s use another example. I am not sure whether we have di-
rect dial to Honolulu.

In Los Angeles, if T installed a little device in a telephone and T
came back to Washington. if T had this infinitv transmitter, T wonld
simply direct dial that phone, and then, as soon as the line clicked
on, I would activate this device which wonld then freeze the ring-
ing system on that phone and it would at the same time activate
the bug in the phone so that in Washington. D.C.. via the telephone
longdistance line, T would be monitoring the room conversations in
that apartment in Los Angeles.

This state of the art is available to the bootleg eavesdropper. That
partienlar device was marketed in the past before the 1968 law. And
since it has now been disseminated throughout the eavesdropping
underworld, T am sure that anybody who wanted to pay the price
conld lay their hands on it.

Next, prevention and detection. Tt is gettine to an area here where
again we have nroblems. Tf a telephone subseriber snspects a tap,
he can request the telephone company to conduct an inspection. but,
if the device is found, the telephone company merely turns it over
to the proper Taw enforcement authority. It generally will not advise
the enstomer that he has been invaded.

I think this is an area for legislation, because T don’t know that
in the 1968 law that under the civil recovery provisions, T don’t
know whether the plaintiff in a civil suit, the plaintiff having been
injured in this fashion, has the availability of the law enforeement
testimony and of the law enforcement evidence if a criminal case
has not been brought.
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And I think that is one area that might be considered in future
legislation.

Most law enforcement taps that are conducted under court an-
thority are in the telephone company’s central office, which makes
detection by the citizens or a private sweeping outfit on his behalf
very difficult if not impossible to locate. And contrary to the my-
thology, a properly installed telephone tap will not cause clicks and
noises.

I have gone to the trouble of trying to outline a number of pre-
liminary checks that a citizen can make for devices in the book that
I wrote on this.

He can check his premises for such things as fresh plaster marks
and alien wires, check for antenna wires of a bug transmitter.

He can hire at considerable cost a professional sweeper, but he
should be aware of someone who advertises their services and shows
up with simply a kind of wand they call a hound dog or field
strength meter, and then declares the premises “clean”. Some un-
scrupulous operators in this field have even planted their own bugs,
and then discovered them. This is a prelude for their sales pitch for
their periodic services,

A truly professional search requires anywhere from $8,000 to
€10,000 worth of equipment and somebody that knows how to use
that equipment, who should have gone to the manufacturers’ school.

And it should also be noted that bugs that can be remotely turned
on and off are very difficult to detect. And, the eavesdropper may
plant a decoy bug that is easily found, to lull the victim into a
sense of security.

Also the private citizens should beware of delivery men bearing
gifts which may contain a bug. And repairmen and utility men who
want to enter the premises uncalled for and the salesmen who drop
by and leave a briefcase in the conference room and this kind of
thing.

There was another area that was brought up and that is the area
of voluntary conversations being surreptitiously recorded. And I
draw a distinction between interception and that type of voluntary
conversation. In other words, if I am talking to a second party face-
to-face and the conversation is recorded surreptitiously, by me, I
don’t find that too much different than if I were taking notes or
mentally recording it and later dictating it except of conrse, as
has been brought up already, in the area of again the recording can
be used as evidence against him. It does contain his exact words
and his inflections.

But again, looking at it the other way, the fact that it does con-
tain exact words and inflections, I think make a more valuable rec-
ord of what was actually said and I feel that it is not right to legis-
late against a person protecting himself by recording a free and
\'()]ll]'l.':l'l'_\' (:'(l]‘!\‘i'l':‘-il“()]'].

And T am not talking about a third person being under the table,
because that is an interception electromically as opposed to by notes
or by mental retention.




72

And if T was interviewed by a law enforcement officer, in con-
nection with my either being a material witness or possibly a sus-
pect, I would like to have a recording of just what his questions
were and what his remarks to me were. And I don’t feel it is right
that he should be allowed to wear a recorder and I should not be.
And so my feeling is that in that area, that the law should be con-
sidered to provide for a private citizen also in that type of conver-
sation, making his own recording.

To sum it up, my overall feeling in the area of electronic sur-
veillance is something like the aleoholic who is reformed and doesn’t
touch a drop.

I am for abolition. And T think the real reason is I don’t find any
way to effectively control it once it is legitimitized for the law
enforcement in the interests of that vaguely definable “national
security” or unilaterally definable “national security”, or in the
area of erime investigation.

If the legislation is going to be that we allow it for certain in-
stances—and I doubt very much whether those of us who prefer
abolition are going to get it—then I found that one suggestion that
was brought up this morning of placing various heads of field
offices under oath to find out exactly what is going on has a con-
siderable amount of merit.

I might also propose the idea of a Federal kind of, well, T don’t
like to call it a “truth squad”, because that implies dishonesty, but
a kind of special squad that knows all about wiretapping, bugging,
and would go around and have complete entry to the facilities and
th agents of any agency that is permitted to use electronie eaves-
dropping.

I think this way that we would all be alerted to the fact that, if
there was any boootleg eavesdropping, that there was a good chance
of discovery, and I think this would eut down on it quite a bit.

Well, I—as I said—I think that the area that you gentlemen
have embarked on here is one that does cry out for additional legis-
lation and I am very happy to have been invited before the sub-
committee to lend whatever I can to the discussions.

Mr. Kastexaeier. Thank you, Mr. Turner. I think your testimony
will be very nseful to the committee.

You have given us a background at least, historically, of some
of the uses made of the subject matter of this particular hearing.

We do have a quornm call. Let me ask the members of the com-
mittee whether you have questions of Mr. Turner, or whether Mr.
Turner can leave?

Mr, Mezvinsky. May I just ask one question ?

Mr. Kasrexserer. Well, T am trying to determine whether or not—

Mr. Mezvinsgy. Oh, I am sorry.

Mr. Kastexmeier [continuing|. Whether or not you all have
questions.

In view of the quorum call, I want to find out whether we can
release Mr. Turner or have him return after lunch.

[ guess you had better return.

Mr, Turxer. Fine.
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Mr. Kastexyeer, I think we can continue our colloquy then. and
trust that the members of the subcommittee will have questions to ask
of you. M. Turner.

I apologize for the length of time it fook with the first two witnesses,
Mr. Leon Friedman and Mr. Shattuck and Mr, Morton Halperin, also
have kindly agreed to veturn after lunch.

Mr. Sy, Mr. Chairman, there is a Judiciary Committee bill.
We have the Police and Fire Benefits Act.

Mr. Kasrexyerer. That will not come up until sometime later.
I think the Arms Control and Disarmament Act is up first.

I would like to reconvene the subcommittee, if it is agreeable, at
1:30 so we can proceed as far as we can. I trust we can complete
the witnesses today.

If there is no objection, then, the subcommittee will stand in re-
cess until 1:30 at which time we will reconvene in this room.

[ Whereupon at 12:30 p.m., the subcommittee recessed to recon-
vene at 1:30 p.m., this same day.]

AFTERNOON BSESSION

Mr. Kastexymemer. The subcommittee will reconvene on matters
relating to privacy, wiretapping and electronic eavesdropping. And
the Chair would like to recall Mr. Turner, please.

Mr. Turner, I think your testimony this morning was extremely
helpful. I am reassured somewhat that what might have been pos-
sible for the Government to do surreptitiously in years past is less
possible today, partly because of people like yourself, some of them

in the military services as well—and I can remember a case or
two in your State—of former military personnel who literally blew
the whistle on activities such as you have been deseribing.

Most of what you had described of your own experience in the
Burean was of course before 1968, and so I suppose much of what
you might know in terms of present policy and operation would
be a matter of not first-hand experience, but just judgments made
from past experience.

For example, one of the things that statistics will not show in
terms of wiretap applications is how many sunicide missions are
there. Isn't that correct? Have you any reason to believe that the
same suicide missions are not pursued today that were pursued 15
years ago'

Mr. Tor~er. Mr. Chairman, you are quite correct. Anything would
be hearsay or an impression from staying in contact to some degree
with what is going on both through investigative jonrnalism and
inside contacts, And there is no reason to believe that it has been
terminated forevermore though.

I believe sometimes when the heat is on, especially by subcom-
mittees such as yours, the agencies will pull in their horns quite a
bit but I think the history of the thing has been that it has gone
back to the status quo or situation normal and one of the problems
that I see is in the justifications for say, criminal wiretaps or micro-
phone installations. I find in my own experience that the justifica-




tions offered invariably are ones with which we all would agree.
For example, the legislative history of the 1968 act specifically points
at a drive against organized crime. And of course I have long writ-
ten about the dangers, about the corruptive dangers of organized
crime and its menace to society as a whole as opposed to some crim-
inals who, heinous as the crimes may be, victimize only one or two
people. However, I think that in accepting this kind of justifica-
tion, that we have to be very cautious as to the possibility that it
might be altered at a later ({atc.

For example, in the middle 1950’s the Los Angeles Police Depart-
ment Intelligence Unit, along with similar units from other depart-
ments, other major departments across the country, formed what
they called The Law Enforcement Intelligence Union, LEIU. The
stated purpose of this was to organize a drive against organized
erime, recognizing that it was nabional in scope rather than just a
problem confined to Los Angeles, Philadelphia, Detroit, whatever.

They did get up quite a mechanism there in which exchange of
information and surveillances, and I suspect they used electronic
surveillances, a whole program was instituted. In the mid-1960’s,
after this apparatus had been set up and was functioning, then
Chief Tom Reddin of the Los Angeles department in the course
of a press conference, stated that the main danger to the United
States was domestic turmoil, and that that particular law enforce-
ment intellicence union had switched targets therefore; it had
turned from organized erime and decided that the complete danger
to the United States was the radical left, was civil disorder.

So there was a well-intentioned program I think getting a little
out of hand there, away from the original intent.

Mr. KasrenmEemr. Yes, sir, 1 agree. I would like to talk for a
moment about the technical aspects of wiretapping. You draw cer-
tain distinctions. For example, there are phone interceptions, and
there are nonphone interceptions.

Mr. Turner. Telephone?

Mr. Kastenseier. Telephone.

Mr. TurNEr. Yes.

Mr. Kasrenmerer. I take it you also referred to other categories
such as wired interceptions and wireless interceptions?

Mr, TurnEer. True.

Mr. Kastexmemer. In terms just of the techonolgy, is there some
sort of distinction of other catgeories that clearly are identifiable?
For example, there is the old-fashioned telephone tap?

Mr. TurNER. Yes.

Mr. KastenmemEr. There are I assume some of the new subtler
devices that trigger the phones automatically from other cities and
so forth?

Mr. Turxer. Yes.

Mr. Kastenmemr. But basically still using the phone, and the
telephone line as the means of interceptions?

I\{r. TurNer. True. The old bread and butter tap is simply going
to say an apartment house, and in the frame, in the basement, find-
ing the subscriber’s lugs and-just put “alligator clips” across them
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with a little condenser, and then you have a pair of earphones and
listen in or attach a recorder. 1

Now there are many variations on that theme of vou intercepting
that telephone conversation. There is what they call a “hot mike”
which is simply in FBI terminology, a “mike-tel”, the microphone
telephone in other words.

The telephone instrument itself is altered so that when the in-
strument is in the cradle, the off switch is by-passed and the micro-
phone in the telephone itself is activated and therefore it picks up
all conversation, all room conversation and not just the telephone
conversation,

I think the recorder you are referring to is what is called VOR,
the voice operated relay. When the telephone is not in service, why
the recorder is not on. When the telephone is used and there is a
sustained voice level on it, the relay switch is on the recorder and
that of course conserves tape.

Mr. Kastenmemm. So that is automatic and does not require man-
ning, require monitoring by one or more individual ¢

Mr. Turner. This is true. Again, it offers a certain security in
that the person himself does not have to be present while the moni-
toring is going on.

Mr. KastenymerER, You refer to the fact that the Bureau had
conducted in Washington a sound school and that some of the other
units of government had similar schools, Yon referred to a sound
school. T take it however, that the Bureau and other units of the
(Government may use devices other than those monitoring sound?
For example, do they use cameras and other methods? Is that part
of 'your training?

Mr. Turner. Well, the training was in electronics and electronic
eavesdropping. What Jim McCord would call training to be a wire-
man, as he calls it, and NYPD ecalls it a “wireman”, In the art there
are all different terms.

And that program was for 3 weeks at school. The last 3 days were
devoted to lock picking and bypass, as they ecall it, in order to enter
premises, in order to plant electronic devices, but the wlole school
was taken up with the theory and practice of electronic eavesdropping.

Mr, Kasrexmemr. Was the lock picking aspect justified on any
legal grounds during the course of your training or otherwise?

Mr. Turner. No, there was absolutely no mention of it in terms of
any possible infringement of the constitutional rights. I remember
at that time I was stationed in the Seattle office and the instructor,
when I was leaving, made some crack to me about “well, burglary
will get you 8 years in the State of Washington”, So there was a
rather cavalier attitude toward the whole thing.

I think the attitude in the Bureau then, and perhaps you can try
to verify what it is at present, I think the attitude then was pretty
much an attitude that the FBI knows best, that we stand between
crime and subversion, and if Mr. Hoover says it should be that way,
it should be that way. It was a very monolithic organization and
the I’!"I'-‘l‘“"”e] were selected and trained with that type of compliance
in mind.
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So T believe that the attitude as reflected in that remark and the
Communications Act of 1934 was really intended for telephone per-
sonnel and not for the FBI. In other words, the laws were really
not broken by the FBI, because the FBI was some kind of super-
seding authority.

Mr, Kasrenyerer. In your own experience and as a matter of your
own judgment, I take it that the telephone company was almost
without exception cooperative and would cooperate with the Burean
or with the law enforcement authorities, irrespective of the rights
of the individual, at least while you were in the Bureau?

Mr. Tur~er. Yes, the telephone companies around the United
States operate fairly autonomously, and from my own first-hand ex-
perience and from talking to other trained sound men when we got
together, most of the telephone companies were fully cooperative
with the FBI in these endeavors. They put it on the level of it was
a patriotic gesture. I don’t think that t}w}' knew that we had some
men that were doing this in criminal cases, even though at that time
it wasn’t authorized for criminal cases, I mean, we were only sup-
posed to be doing it under national security.

Still, they have one, I remember they had one on Mickey Cohen and
some other hoods, about 1958 and 1959, after the Appalachian Con-
ference in 1957, which caused quite a bit of embarrassment to law
enforcement as a whole, and many short-cut methods were devised
to try to catch up in the intelligence end of it on organized crime.

The New York Telephone Co. is one that T understand they did
have a little trouble with. It wasn't fully cooperative. The Chesa-
peake and Potomac, and I know Pacific was and Southwestern Bell
was definitely.

Mr. Kastenmerer. In terms of private or nongovernmental elec-
tronic surveillance, what is your judgment today as to how pervasive
or widespread such practices are?

Mr. Tourxer. It is a difficult judgment to make, simply because it
1s not a subject that even private detectives will talk about among
themselves. You hear opinions both ways. I think that after 1968,
after the act, my feeling is there was a definite curtailment to see
which way things would go in terms of enforcement. I think they
realize now, and I think it is obvious now, that the enforcement is
very difficult. And if you have a throw-away transmitter that no-
body can trace, that is made out of parts that are obtainable in any
electronics shop and doesn’t have a serial number, and maybe some-
body finds it and it can’t be traced to you, that there really is no
risk. But I think that people who want to have that kind of work
done by a private investigator can, after making several phone calls,
find somebody that for a price will do it.

Mr. Kastexarerer. What is your experience as to enforcement by
law enforcement authorities, either the Federal Government or any
other agency of government, as far as curtailing illegal and non-
authorized wiretapping or electronic surveillance? Are there cases
that you know of or are there areas where unauthorized tapping is
pursued in terms of prosecution?

Mr. Torver. Well, as far as T know, and T haven't gotten into it
with depth, you know, probed the depths of Justice Department sta-
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tistics, but they only have had a few prosecutions under this act.
One was Gordon Novel, in United States v. Novel, in Nevada, and
if T am not mistaken that case involved. well the count on
which he was indicted was bringing a recording device interstate.
And they didn’t indict him on the use of it, even llmug‘h it supposedly
was planted under a tribal council meeting in order to find out
what their feeling was toward the land (ll\t']i)l!(‘lﬁ offer. So there
it was not really a direct prosecution under the act itself.

There is the case down in Dallas of the Hunt family, I understand
that in that one the motion to suppress has been upheld. .\ml on that
case, and I am not familiar with the details on it—actually, T am
more familiar with the Bast case, which involves Richard Bast, a
Washington private investigator and purveyer of electronic equip-
ment. And as a private investigator, I handled the California phase
of that investigation and I must say I am not very happy with the
way the prosecution or the investigation was conducted by the Gov-
ernment, And in that particular case a gentleman in Gardena, Calif.,
wot ahold of Mr. Bast and asked him to send him literature on a very
small recorder that he had. Now a recorder is not necessarily pri-
marily useful for electronic eavesdropping. Recorders are used by
businessmen and they carry them in their pockets on a plane or
travelling. And this particular one had some 50 words of sales copy
on it. And the one word that apparently was the crux of the Gov-
ernment’s case was that he used in the course of that sales pitch the
word “secret”, And the way they got the literature to be sent inter-
state was to have this man in (1«[[(11'1!‘1‘ Galif., ask for it. And then
there was a telephone conversation in which the man asked him if
he could put VOR’s on it, which are the voice operated relays, s and in
my opinion, take it one more step towards the clandestine. _\ml I
think the evidence is clear that Bast said, if you want to do that, you
do it on your own. you know, here is the instrument, here is the price.

And my investigatiton of that case was that I went down to see
this man. Unfortun: itely, he was the victim of a homicide perpetrated
by his son, as the police would say, days before. But at any rate it
turned out that this man, according to the tapes that I did get on
the case, had been working as an ‘]gl'Ilt of the FBI and I think it was
a case of borderline entrapment.

So here was a case that to me was very marginal. It didn’t go
to the heart of the problem of bugging and tapping and yet, this
prosecution had been persisted in ]I\ the Government. And I t}IIHI\
that we still haven't got a case that very clearly brings out the aspect
of surveillance that we are talking about in these kinds of hearings.

Mr. Kasrexaerer. 1 have some other questions, but I want to yield
to my colleagues becanse I want them to have the opportunity to
ask questions as well. The gentleman from Massachusetts, Mr,
Drinan.

Mr. Drixax. Thank you very much, Mr. Chairman. T would like
to get back to the question I raised this morning in that you have
extensive background in this whole area. How essential or hldiﬂpvn—
sable is wiretapping to the effective and successful prosecution of
the criminal law




Mr. Turner. My experience is that if it was done away with, if
it was abolished totally, that I doubt that there would be a drop in
the bucket impact on the law enforcement in this country.

Mr. Drixax. Can we make it a bit more precise than “a drop in the
bucket”?

Mr. Tor~er. Well, I listened in on these, and as T said before, I
don’t know how many thousands of hours I listened in on people’s
lives being trotted before me. And I agree that a lot of it was for
so-called security purposes, but even from that standpoint, from
the standpoint of that type of intelligence-gathering, my opinion
was that it wasn't worth it, either in terms of the logistics, the money,
the time involved, or in the constitutional or human terms, in terms
of invasion of privacy involved.

Mr. DriNan. Has anyone done a really hard, empirical study on
how many cases have really been prosecuted successfully because, and
only because of, wiretap evidence? Or in the alternative, a study
that if they had wiretap evidence, they would not have lost the
rase?

In other words, the burden is on the Department of Justice and the
FBI I would assume, but they don’t seem to say that burden is on
them, and they go in and they get all of these warrants about wire-
taps, about which we never really hear.

And in your judgment, would you restate it in scientific terms or
in_percentage terms that far less than 1 percent of all of the cases
might be lost or even less than that?

Mr, Turxer. Well, yes, I think that really there were some prosecu-
tions initially when this was authorized, but I think now with all of
the publicity, you know, we have published a pocket-book edition
of “Sam the Plumber’s Intercepted Wiretaps” and all and it would
seem to me that anybody indulging in that type of activity of an
organized nature and using the telephone as a means of communica-
tion and furtherance of a criminal act is awfully stupid or at least
if he doesn't use a voice scramble, he is stupid. There are just other
ways of communicating in code or something,

And I think that at this point the real victims of continued wire-
tapping and electronic surveillance are not going to be what you
would call the heavy organized criminals, but the common ecitizen
and people who are at maybe the first time in.

Mr. Drixan. I have had extensive discussions and given lectures
over the years on this precise subject and I always say to law en-
forcement officials or rather ask them, I always ask whether or not
this makes them lazy. The fact that they can in fact wiretap, does
this make them less resourceful in seeking alternative ways of dis-
covering clandestine activity. -

Mr. Turxer. Well, I think back around 1938 or so, J. Edgar Hoover
said he was against it because it was the lazy man’s tool. And he of
course turned around and was for it later on. But in any event, I
agree that it is probably a short way of doing it in certain instances
to go about it, and it does, if you get this kind of a short cut, it does
create a legion of law enforcement officials who are not versed in
conventional methods of investigation and lose their skills. That is
true.
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Mr. Drrxax. One further question. When did you leave the FBI?

Mr. TurNer. 1961,

Mr. Drivax. Are you in a position to make any judgment whether
wiretapping has become more utilized or less?

Mr. Turser. Well, after 1961, when Robert Kennedy came in the
Justice Department, there is no question that FBI wiretapping in-
creased, simply because they had been behind on their intelligence on
organized crime and Kennedy wanted answers to what was going
on in the eriminal netherworld. The embarrassment of the 1966 dis-
closure of FBI intelligence installations in Las Vegas and the re-
sultant lawsuits, the civil suits filed by the victims, against the
Central Telephone of Nevada and all, I am sure again brought
about a temporary curtailment. I am sure that when the hearings
come on, that there is considerable pulling back of the electronic
surveillance, but I think that if we look at 1t in long-range terms, I
think that the tool has been so commonly used throughout law en-
forcement that there is little hope of it being cut back unless there
is some law that says it should be and some effective way of doing it.

Mr. Drinan. Did I understand you to say that the FBI would rull
back on electronic surevillance because of these hearings here!

Mr. Turxer. No, I said it is my feeling that when these hearings
are held, like for example when the Long’s Subcommittee of Admin-
istrative Practices and Procedures of the Senate had hearings, I
have a feeling then that they were cut back. I have had some feed-
back from inside the FBI that when the heat is on, that “we will pull
them out” and then they will start them up again when the heat is
off.

Now these are the kinds of things that I can’t say from direct
experience. I wasn't there if and when they pulled them out, but it
is the kind of thing I say that, if this type of activity is going to be
permitted, if our laws are going to be permissive in respect to wire-
tapping and bugging, that the enforcement has got to be in the hands
of some totally independent investigative group that has total access
to the facilities and personnel of the wiretapping and eavesdropping
people.

Mr. Drinax. Maybe we just should keep the hearings going in-
definitely ¢

Mr. Turyer. Could be. That is one way of doing it.

Mr. Drixvax. Thank you very much.

Mr. Kastexyemer. The gentleman from Illinois, Mr. Railsback.

Mr. Ramssack. 1 notice in your statement an anecdote about
Jessica Mitford. who was also the subject of a tap. I don’t think you
mentioned that in your testimony. What was that incident about?

Mr. Turser. I mentioned that back in the early 1950’s I was as-
signed to the wiretapping plants in the San Francisco Bay area that
the FBI had at that time. The story would be this, that a few years
ago T was at a cocktail party in San Franeiseo and I heard this very
distinetive woman’s voice and I couldn’t place the face. I could not
associate the face with the voice. So I went over and introduced
myself and sure enough it was Jessica Mitford and sure enough
the voice I had heard so many times so long ago on the wiretaps
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that we had on Jessica and Bob Trufaft, her husband who is a civil
liberties attorney, was exactly that.

Mr. Ramspack. I'll be darned.

I guess that is all T have, Mr, Chairman.

Mr. Kasrenyeier. I know that vou have written a number of
books or articles on law enforcement, privacy, and electronic eaves-
dropping. Have you been personally subjected to harassing by the
Bureau or others as a result of your rather open and candid dis-
closures about their operations and others'?

Mr. Turxer. Yes, I have. On two occasions T was notified by an
editor, Murry Fisher, of “Playboy.” that the FBI had been up to
see the “Playboy” editors about articles that I had submitted to
“Playboy” directly for consideration for publication. Both of the
articles dealt with the FBI. And it was a mystery to me as to
how the FBI knew “Playboy” held the articles since unless somebody
mnside, the mail clerk or somebody inside, tipped them off. they
wouldn’t know. But at any rate they showed up and Mr. Fisher
told me it was very obvious that the idea was to intimidate “Play-
boy”, not to publish them. The same thing happened at “Saga”
magazine on one occasion when I published “Hoover’s FBI” in
1970. T went on the usual promotional tour that the publisher puts
you through. And at that time the FBI distributed an anonymous
so-called fact sheet on me, which was carried by an agent, unsigned,
no letterhead, carried by the agent to the various producers. Their
impression was that it would hopefully keep me off the air.

In Philadelphia, Tom Snyder, who is now at the “Tomorrow”
show, said “Well, I knew what kind of a suit you would be wearing,
I knew you would wear a gray suit.”

The FBI had been there, you know, and they told him I was com-
ing in there from Pittsburgh. So whenever I do get involved in
publications that apparently they disapprove of, I do find there is
that kind of harassment or surveillance.

Mr. Kasrenyeier. There is a vote on and we will have to again
recess for about a period of 15 minutes. We will resume at 2:30.
There are other questions we might ask of you, Mr. Turner, but I will
not hold you any longer. I think that will conclude our inguiries of you,

We might like to keep in touch with you. To the extent that we
are dependent on information and factual data, and sometimes merely
allegations, to learn what does exist, vour appearance here today
has been most helpful and the committee appreciates it.

Mr. Turxer. Thank you, Mr. Chairman.

[Mr. Turner’s Statement follows:]

STATEMENT oF WitLtam W. Turxer, A Forymen FBI A NT, I'RIVATE
INVESTIGATOR, AND AUTHOR OF SEVERAL Books

OUTLINE OF FROPOSED TESTIMONY

Background.—After service in the Navy during World War II, attended
Canisius College, graduating with B.S. in Chemistry 1949. Entered FBI as
special agent in 1951 at age 23, serving for over ten years before being ousted
for asking for Congressional review of Hoover's policies. Posted to five fleld
offices, worked predominately eriminal and counterespionage. Designated as
Inspector’s Aide, a kind of junior executive duty, and a Sound Man, a euphem-
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ism for a graduate of the FBI's school on bugging, tapping and burglary. Since
leaving the FBI, have written numerous articles for the legal press on police
science topies, edited the Police Evidence Library series, authored a number
of articles in various magazines and newspapers, written five books on popular
subjects, e.g. The Police Establishment (Putnam’s); Hoover's FBI (Sher-
bourne Press: Dell) : and The Ten-Sccond Jailbreak (Holt, Rinehart & Win-
stonn) : as well as a mail order book How to Avoid Electronic Eavesdropping
and Privacy Incasion, Possesses a California private investigntor lHeense, work-
ing primarily for attorneys on defense cases,

Training and Experience in Eleetronic Surveillance,—First involvement was
in San Francisco FBI office in 1952-53 when assigned to the monitoring plants
there. Description of the plants and how they operated, who was tapped, e.g.
Al Richmond of the Daily People's World and the Yugoslay consulate. Anec-
dote about Jessica Mitford, who was also the subject of a tap.

After some mishaps, including a police raid on a monitoring plant suspected
of being a bookie joint, FBI plants were relocated inside the field offices.

In April 1958 was selected to attend the Sound School held in Washington.
Similar to schools conducted by the Treasury Department agencies, CIA and
military intelligence, Little disenssion of Constitutional issue—simply told that
FBEI tapped under two justifications: (1) that President Roosevelt gave execu-
tive authority and no succeeding president has deseinded it; and (2) that the
element of disclosure in the Communications Act of 1934 was not violated
becanse information obtained was not disclosed outside the Justice Depart-
ment, Instructor added that the act was intended not for the FBI but for
telephone employees in league with private detectives,

We were told that the authority for any device connected to a telephone
must come from the A.G., but that the Bureau installed microphone surveil-
lance on its own authority, Thus the announced number of wiretaps—always
around 100 nationwide—was only a part of the picture, not the whole. Illustra-
tion: once instructed to pull out a tap and install a mike, keeping the books in
balanee but necessitating a burglary.

The training sessions were conducted mainly in the Identification Building.
There was a practice room where we planted bugs in walls and taps on the
phone. We went down to the FBI radio station in rural Virginia to practice
pole elimbing, In an attic of the Justice Building there was a workshop where
agent George Berley taught us how to make lockpicking devices and use them.

lack in Seattle T employed these skills, handling security of the office com-
munications as well as installing taps and bugs. Recall taps on relatives of
suspect in Coors Kidnapping, CP functionaries, security subjects. Permanent
installations involved the leasing of a line from the telephone company under
Some cover name such ag Federal Research Bureau. The telco had to suspect
the purpose since no hookup was ordered at either end—the subject’s pole box
where the jump was made or the FBI office building where the plant was.
Lisison was maintained with the Special Agents of the teleo. They would assist
with arrangements, furnish information from the subscriber’s cable card that
wag necessary to install the tap, and notify us if teleo personnel found a tap
or mg that we put in. Also they would place a recorder on a subscriber's line
terminals in the Central Office for short periods of time. Most teleog around
the country eooperated lavishly with the FBI.

Taps and bugs were supposed to be approved by Washington. However, there
were “snicide taps,” so called because the person installing them without per-
mission was liable to disciplinary action if caught. The problem was that the
lureaun trained and equipped people to use the technique, and couldn’t hope to
control the situation from Washington,

Burglaries.—The FBI alluded to burglaries as “black hag johs" after the
tonl kit usnally taken along. When I entered the Burean in 1951 BBJs were a
standard technique, along with tapping and mail eovers and trash covers,
They were conduneted for two main purposes: (1) to install a microphone in-
side, and (2) to gather intelligence and photograph documents, The BBJ is
different from the conventional burglary in that nothing is removed and every
effort is made to disguise the fact that entry was made. T participated in a
number of BBJs, including a 1957 burglary of the Japanese Consulate in
Senttle. Tn that operation George Berley flew out from Washington and used
radioaetive ecobalt to gradually photograph the locking mechanism of the safe.
The contents of the safe were photographed and returned in place,




82

Elaborate measures are taken to ensure the security of a BBJ. The premises
is thoroughly “cased” to make sure the regular occupants’ movements are
known. Tails are put on them at the time of the BBJ. An agent sits at the
police radio console to make sure complaints of a burglary in progress are
not answered.

FBI agents who made a specialty of BBJs were rewarded for their risks in
the form of meritorious eash awards,

Telephone Taps—Deseription of a telephone tap. Two kinds: direct and
inductive. A tap-transmitter in which a phone line is tapped and the conversa-
tion sent over the air to receiving point. Security because if found, not
traceable (Exhibit of such a device).

Explanation of multiple appearance and the security it affords a tapper.
Cooperation of phone company necessary; otherwise difficult to determine
where the multiple appearance is located.

Problem of control : a few years ago when Hoover contended there were less
than one hundred taps nationwide, the Washington Post disclosed that the
FBI had 450 “specinl service” leased lines feeding into the Washington field
office from all over the city.

Microphones /Bugs—These fall into two categories: wired and wireless, or
the bug-transmitter,

The wired simply means that the mierophone is connected to the listening
post by a run of wire. Example: installation in Seattle were picked lock to
enter dwelling, replaced the telephone connecting bloek with one hand-fabri-
cated by FBI lab containing miniature mierophone, ran fine wire down through
basement to connect with special drop wire in which wire for mike built in
and invisible, firom drop wire terminal in pole box a bridge was made to a
leased line. Trouble with commercial radio station nearby interferring—aerial
wire acting like antenna. So designed low-pass filter to filter out the radio
frequency.

The wireless type is the most common. It ean be planted stategically, and if
discovered is not traceable to the eavesdropper., He is simply out the $50 or so
a decent one costs. The wired type is more vulnerable to detection bheecanse of
the necessity for wires to be run in the premises and leave somewhere., Ex-
ample : Polish Consulate, Chieago.

Exhibit of a bread-and-butter, inexpensive bug-transmitter, Depending on
surronndings, transmits a hundred feet or o from room, Ordinary pocket FM
radio will pick it up. More batteries, more power, greater range. Broadeast time
limited to life of batteries. necessitating replacement. Eavesdropper may use
radio switeh to turn on and off and conserve power. May nse repeater station,
gay, buried in yard. Or may pirate enrrent from phone eirenit or honse power.

Hit-and-ron  eavesdronping. Stethoscope-like device pressed against wall
Very effective is the spike-mike. Exhibit: this one is disahled so not primary
nseful for anvthing, but the species wnansg speecifieally named in the legislative
history of the 1968 1aw a8 being primarily useful. Other bugs may be used as
baby-sitters, burglar warnings, ete.

State of the Technology—Much has been made about futuristie devices and
their deployment thronghont the land. For instance, the olive-in-n-martini trans-
mitter. Such a device does exist, but is quite impractical. It will transmit
only a few feet, and withont much elarity. The CIA is said to have a LASER
device that aimed at a window will pick up the room conversations from the
minute vibrations of the glass pane, Tiny integrated cirenits developed for the
aerospace programs don't anger well for the future of privacy. However, the
cost and nniqueness of much of this exotica renders it available only to govern-
ment agencies, not the average eavesdropper. Tt shonld be pointed out, hnw-
ever, that there are electronic engineers that moonlight making very sophisti-
cated deviees,

Prevention and Detection.—If a subscriber suspects a tap he can have the
telco conduct an inspeetion, hnt if a law enforcement tap is in the teleo usually
will not advise him. Most law enforecement taps are in the teleo Central Office,
which makes detection next tn impossible. Contrary to mythology, a properly
installed tap will not eanse elicks and noises,

The citizen can conduct hiz own preliminary check for devices, checking his
premises for such things as fresh plaster marks, alien wires, and antennae
wires of a bug-transmitter.

Also, he can hire—at substantial cost—a professional “sweeper.” Beware of
some who advertise their services, show up with simply a “hound dog” or
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field strength meter, and declare the premises “clean.” Some unscrupulous
operators have even planted bugs, then “discovered” them, as a lm-_lu(lt- to a
pitch for their periodic services. A truly professional search requires some
£10,000 worth of equipment. It should also be noted that bugs that can be
remotely turned on and off are very difficult to detect. Also, the eavesdropper
may plant a decoy bug that is easily found, Iulling the target into a false
sense of security.

Beware of “gifts” that might contain bugs, of repairman and ufilities men
who want entry to the premises, of salesmen who drop by and leave a brief-
case in the conference room.

Mr. Kasrenyerer. Until 2:30, the committee stands in recess.

[ Brief recess.]

Mr. Kastenwmerer. The subcommitte will come to order for the re-
sumption of the afternoon hearings. I apologize to the witnesses for
the frequent interruptions. Other members will join the panel, I am
sure, and in the meantime I would like to continue with the next two
witnesses who are Mr. Leon Freedman and John Shattuck, repre-
senting the American Civil Liberties Union.

Both Mr. Friedman and Mr. Shattuck have had broad experience
in the area of wiretapping and electronic surveillance. They have
been active in civil suits. Particularly, I am thinking of those against
the government for recovery of damages for illegal eavesdropping.
And in other regards they are very deeply interested in the issues
that confront this subcommittee.

We welcome you both, and you may proceed as you wish. We
have a copy of your testimony, which is some 19 pages. However you
care to proceed, you may.

TESTIMONY OF LEON FRIEDMAN, ESQ., AND JOHN SHATTUCK, ESQ.,
OF NEW YORK, ON BEHALF OF THE AMERICAN CIVIL LIBERTIES
UNION

Mr. Suarrvck. Thank you, Mr. Chairman. We are very grateful
for the invitation to tmtlf\' on an issue as zmpmt'mt as this one to
the ACLU. As youn have noted, we have a joint statement and both
Mr. Friedman and I will be p:n-li:.-i]::llin;: in this. And I will lead
off, with the Chairman’s leave, because I have a court appearance
at 3 o'clock and I m 1y have to Teave the balance of the testimony to
Mr. Friedman,

As Congressman Drinan noted this morning, the ACLU for more
than a decade has been str ongly opposed to all forms of wiretapping
and tivvtmmc surveillance, We believe that the disclosures over the
last 2 years with respect particularly to national security, to war-
rantless wiretapping, have underscored the original wisdom of our
policy. In our testimony today we will uttempt from the point of
view of lawyers who are actively onp'.l;_w{l in wiretapping litigation,
to catalog national wire secur |t\' tap abuses, fm(ll our prmr'lpwl
focus will be a civil law suit in which we are reprmonlnw Dr. Morton
Halperin and his family. He was the target of a 21-month national
security wiretap from May of 1969 to F(’]}ltl.ll\ of 1971, of which I
am sure he will testify himself at further length.

His tap was one of the 17 so-called “I\}wn,{:vt taps” purportedly
installed to trace news leaks from the White House. And in our
view, these taps illustrate some of the worst national security abuses.
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QOur statement, as you will notice, is divided into three parts. First
15 an explanation generally of why the ACLU is opposed to all
forms of wiretapping and why the statutory regulation of wire-
tapping under the Omnibus Crime Control and ‘Safe Streets Act
is really insufficient to regulate or rather to deal with the deficiencies
which we have identified. Second, a description of national security
wiretapping and why it represents the most serious abuse and inva-
sion of constitutional rights of any of the various forms of wire-
with renewals possible upon probable cause, make it possible to
to cure the national security abuses.

[ will attempt briefly to ontline why it is that we are opposed to
all forms of wiretapping and Mr. Friedman will then deseribe the
civil suit brought on Dr. Halperin’s behalf and a number of other
national security wiretap cases. And then, if time permits, T will re-
turn with respect to some of the proposals that we see are necessary
in this area.

The fundamental reason why we are opposed to all forms of wire-
tapping is that the major wiretap technology is such as to make the
practice an inherently unreasonable search and seizure regardless
of any safeguards that might be imposed by law. It is far more
intrusive than a search of a person or of a house because it is indis-
eriminate; it picks up all conversations.

I think Senator McClellan has illustrated this point without in-
tending to by pointing to the wiretap statistics as evidence of the
kind of confrols that Congress has brought to bear in this area.
And I don’t think they demonstrate any controls at all. Senator
MecClellan pointed out that in 1972 the Justice Department’s statis-
tics showed that an average tap intercepted 1.063 conversations
among 66 persons for an average of 3 weeks. This is hardly a limited
search.

The warrant procedure of title ITT merely underscores the breadth
and intrusiveness of wiretapping. First, it is essentially unlimited
even under the statute. The unrestricted 30-day renewal arrangements
allow indefinite tapping.

Second, contrary to the general fourth amendment law, which re-
quires that a search warrant particularly describe the things to be
seized, wiretap warrants cannot comply with the particularity re-
quirements, because it is so difficult to deseribe conversations which
have not yet taken place as those conversations which are to be
seized. And the statute merely says that the warrant must describe

“the type of communication to be intercepted”, which really doesn’t
amount to very much.

Third, there is no prohibition in the statute against intercepting
privileged communiecations. And it is no coincidence, therefore, that
over the vears the wiretap method has been one of the principal ways
of invading the lawyer-client relationship. There are a number of
instances of this in our testimony.

Fourth, both the wiretap statistics and the legislative history of
title IIT demonstrate we believe that the princ lpll |)lll|>n-~x of wire-

tapping is not the investigation of specific erimes at all but in fact is
general intelligence gathering or preventative surveillance, or I!l‘.l”\
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the interception of speech pure and simple without regard to its
probable criminality. So the inherent nature of the practice is really
what it is that drives us to the position that it in and of itself
violates the fourth amendment.

And since national security taps by definition are used both out-
side of title ITT and outside the scope of any specific criminal invest-
tigation, they are necessarily worse than the taps that are covered
by the 1968 act and represent the worst forms of abuses.

I think Mr. Friedman can proceed with the specifics of some of
the cases under national security wiretapping.

Mr. Frigpaan. Under national security wiretapping the few pro-
cedural safegnards that exist under title ITT are just swept under the
rug altogether, In order to start a national security wiretap, some-
one in the government simply writes a memo or calls the FBI, since
it is the FBI that actually administers the tap, and they are the
ones who are to justify——

Mr. Kastexaeier. I take it vou have learned how these things tran-
spire and so this is really your acquired knowledge on the subject of
what initiates national security taps as opposed to title 111 taps!?

Mr, Frieoaax. That is correct. Let me just say this. There are two
levels of the things that we know. There are matters which we know
from public record documents and there are some other matters
which we are under a court order not to discuss. And so what we will
testify here to is as to those matters which are in the public record
and which appear in the court records.

There are some additional matters, some additional material,
actually, which we have not even seen yet, that we know something
about, but we are under a court order not to disclose that additional
material.

And so T think we have a pretty good idea of what happens on the
basis of our own litigation and what is a matter of record.

Mr. Kastenyeier. Again, I must say I apologize but we are now
called in for another vote. That is the second bell. And if it were a
quorum call, it might be another matter, but a vote we will be re-
quired to go to. I would ask my colleagues, however, if they would
promptly come back and we will recommence the hearings hope-
fully in 10 minutes. Just go over and vote and come directly back.

[ realize. Mr. Shattuck. that you may have to leave. If that is the
case, our apologies. But the subcommittee will stand in recess for 10
minutes.

[ Brief recess.]

Mr. Kastexnmeier. The subcommittee will come to order. When we
recessed, Mr. John Shattuck and Mr. Friedman were testifying.

Mr. Friepaax. Mr. Shattuck had to go to a court appearance.

Mr. Kastexsemer. Mr. Friedman, you may continue.

Mr. Friepaan. Yes, T just wanted to go over the procedures that
are followed in national security wiretapping and how the govern-
ment starts the procedures and what steps they take. This is obtained
primarily through our discovery in the Kissinger tap case in which
we have questioned the government at some length about the pro-
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cedures that are followed. And the first thing is that justification
has to be offered for a national security tap. And what we found in
the Kissinger taps and in other cases—

Mr. KastENMErER. Are these merely guidelines?

Mr. Fremyan. No, these are just internal procedures. The gov-
ernment itself has established some kind of procedure which it can
violate on its own. And in fact, in national security taps generally
there is a justification offered to the Director of the FBI as to why
a tap is necessary. And then he in turn, based upon those justifica-
tions, will ask for an authorization from the Attorney General. And
the Attorney General is supposed to himself personaily approve any
such tap. That is the procedure that the government has established
on its own in order to go forward with national security taps.

Mr. Kasrexmeier., Mr. Friedman, when you say the government
though, can you be more particular than that? Who within the gov-
ernment ?

Mr. Frieoman. Well, the Justice Department, the Attorney General.

Mr. Kastenserer. The Attorney General?

Mr. Freoman. The Attorney General. John Mitchell was very
proud of the fact, as when he testified before the Ervin committee,
that he had established a 90-day rule so that in a national security
tap, they must come back to the Attorney General every 90 days in
order to get additional authorization.

Now that is the story that they tell, but in fact it doesn’t happen
that way. The justification that is offered is either very thin or it
can be nonexistent. We quote in our statement from the fact that
Mr. Ruckelshaus said that when a national security council request
is made for a tap, there is no justification offered, They say “we
want a tap” and that is it. And Senator Case asked him : “Could that
elaborate procedure be avoided by having a Director get Henry
Kissinger to say ‘let me have the dope’?”

And Mr. Ruckelshaus answered “sure”.

And Senator Case said “In other words, the authorizing document
does not necessarily, in itself, tell the full story.”

Mr. Ruckelshaus answered: “That’s possible.”

So even though a justification is supposed to be offered, in fact it
doesn’t always happen that way. And the minute you are dealing
with internal justifications within the government, they can simply
say “We don’t to follow our own procedures in this case”.

Now what about this 90-day rule? Well, the 90-day rule was not
followed in the Kissinger tap case at least with respect to Dr. Hal-
perin’s tap, although Mr. Mitchell was very proud of this 90-day
rule. In fact, there was only one authorization for the tap on Dr.
Halperin, and that single authorization continued the tap for 21
months and there was never any stop to it. Based on the original
authorization that John Mitchell says he doesn’t remember signing.

So these internal standards that the Justice Department had estab-
lished are in fact not binding at all even on the Attorney General
and the Director of the FBIL.

Now we cite also the fact that the justifications that are offered
for national security taps are absolutely absurd at times. Now Martin
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Luther King was tapped. His home phone was tapped. His office
phone in Atlanta was tapped and another office phone in New York
was tapped. Why? Because he supposedly had associates, he sup-
posedly ]md two Communists or alleged Communists on his staff.

Now the question is why didn’t they tap the alleged Communists?
Why did they have to tap his phone rather than the people who were
supposedly improperly influencing him? And the answer was not
comforting. J. Edgar Hoover said to Attorney General Robert Ken-
nedy: “We want to tap Martin Luther King because there may be
improper Communist influence upon him.”

And the tap was made upon Dr. King’s phone, and not on the al-
leged Communists’ phones.

So this business that there should be a justification for a national
security tap, which you know sounds very good, and the fact the
Attorney General says “We have our own way of handling this”
sonnds very good, but it doesn’t work because the justifications offered
can be absurd when offered to an outsider, but they are not observed
when they are offered to insiders within the Justice Department
and the FBL.

And the Halperin tap and the King tap are just two examples of
this.

One other thing that emerges from the analysis of the national
security tap is that there may be situations in which the Government
can go and get a title IT1 tap just as well as a national security tap
and have to follow the requirements of title ITI, but if there is a
choice at all between going under a title ITI tap and going under a
national security tap, they will always go under a national securit
tap. Why ? Because then they don’t have to get a warrant, they don’t
have to follow all the housekeeping, all of the warchousing proce-
dures of title III and they don’t have to follow what few procedural
safegnards exist under title ITI. And this has been consistent. This
has been a consistent pattern along. If they can avoid a warrant
and avoid title I11, they will do so.

And we cite a number of cases in our testimony, Mr. Chairman,
showing this. And the Jewish Defense League situation, where there
were taps on Russian diplomats up in New York, is an example.
They could have gotten a title III warrant if they wanted, but
instead they decided to go under national security because as far as
the Government is concerned, this allows them to cloud their trail.
They don’t have to keep the records, they can destroy the tapes
at the last minute, they don’t have to give them to the defendant,
they don’t have to follow the recordkeeping procedures under title ITI.
They ean just go ahead and tap without any procedural safeguards.

Now we outlined in our testimony what procedural safeguards
are lacking in a national seeurity tap ®hat do exist in title ITI. We
are not saying that title 11T is wonderful and should be followed,
but there are some things that title I1I has that a national security
tap does not have.

For instance, No. 1, there is supposed to be a time limit on a Title
TII tap. There is supposed to be 30 days which can be renewed ex-
cept you have to go into court each time this happens. Under a
national security tap there is no limit.
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Under Title ITI, there is supposed to be a minimum invasion of
the privacy of the person who is to be tapped. That is to say, there is
a requirement that if the conversation is not related to the purpose
of the tap going on, they are supposed to switch it off. In a national
security tap there is no switching off because everything that the
person says is conceivably something that could bear on national
security and therefore the tap stays on and political conversations
are intercepted, sixth amendment rights between counsel and a
client may be intercepted, and there is absolutely no requirement of
minimizing the scope of the tap.

Now all of this 1s laid out in the Kissinger tap case itself. What
kind of conversations were interecepted and what kind of limitations
were set in those particular cases? And what we found in those
cases was that there was only a single authorization. As T just
mentioned, they never went back to a court. They never went back to
the Attorney General. And they simply continued the tap for a 21-
mionth period,

No. 2, the kind of conversations that were intercepted, these were
political conversations, conversations that related to a political eam-
paign then in progress, conversations relating to articles and a
political stand that Dr. Halperin was taking at that time. All of
this was intercepted. It was intercepted, and as we know from public
testimony, summarized on a regular basis and sent to the White
House for them to use in any way that they chose.

The Government erased all of the tapes of the original taps and
we have to rely on transcripts, and we don’t know how accurate
those transcripts are.

And so what happens in national security taps is that there is an
absolutely massive invasion of the privacy of an individual and a
massive invasion in an area in which protection is absolutely essen-
tial. Political conversations are intercepted in national security taps,
conversations relating to protected first amendment activities, criti-
cism of the Government, criticism of the Government’s policies that
may be involved. And all of this finds its way immediately back to
the White House, which can make very substantial use of this ma-
terial in a political campaign, as it did in Senator Muskie's cam-
paign—finding out materials, finding out what consultants were say-
mg that could be useful in the campaign, and sending it back to the
political advoeates in the White House that might find it useful, and
all in the name of national security. Because once the tap is installed
on some vague national security justification, there are no restraints,
and a justification that is not even offered to a court. It is just offered
to themselves. You know they say, “is there some national security
reason why we can justify the tap” and in the Halperin case they
said that there was a leak of mtional security information. Who had
this information? There was a list of 13 people gotten up. To whom
was this information leaked? Four newsmen are gotten up. The
names of four newsmen are gotten up. And those people are tapped
for an indefinite period of time; for as long as the Government. as
long as the White House, as long as the FBI, as long as the Justice
Department, thinks that they can get some value out of this material.
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And in Dr, Halperin's case, it continued for 21 months, and there
was absolutely no stop until the Government decided that it in effect
had had enough. ;

Now we talked about the different invasions of constitutional
rights, about the first amendment rights that are invaded, the mass
invasion of fourth amendment rights, the invasion very often of
sixth amendment rights. Agent Turner this morning disclosed the
fact that a civil liberties lawyer in San Francisco had his home
phone tapped for a considerable period of time just because the Gov-
ernment or the FBI could think of some national security reason
why they might be valuable. And as far as we know, Arthur Kinoy,
who was another lawyer for civil liberties groups, his phone was
tapped. There were 21 separate interceptions of his conversations
extending over a period of 20 years. In the Chicago conspiracy
case it turns out that client-lawyer conversations were intercepted.
So that once you are armed with this catchall of national security,
which isn’t even limited to a particular kind of erime, once you can
offer some vague justification for national security, then all of these
rights can be trampled on.

Now the question is, would a warrant procedure save the situa-
tion? Would the requirement of getting a warrant for a national
security case, would that help? And our answer is, as long as you
have this vague notion of national security which is ill-defined,
which is so illusive, a warrant procedure is not going to be of any
sifinificant help. It is some help. It is some help in terms of record-
keeping, It is some help in terms of finding out what the Govern-
ment did afterwards. It may be of some help in making sure that
the documents and the tapes are preserved, so that, if there is a
search later on, there might be some redress, but it is no help at
all if you maintain this vague and ill-defined notion of national
security and foreign intelligence. Because at that point the Govern-
ment is going to be able to go into court and say to a judge, just as
it did in the Kissinger wiretap case, that there 1s a massive leak of
national security information and here are the 13 people who have
access to this information and they want to be able to tap their lines.
Now that is very plausible. That is a very plausible argument. It is
a very plausible justification. Is a judge going to say “I want to know
more about it?” Is he going to put them to the proof?

You know, it sounds good. It sounds like a good story. And there-
fore they will be able to secure that warrant and theoretically they
can come back again and again for extensions of the warrant and be
able to make all the invasions of the first, fourth and sixth amend-
ment rights that we have talked about up until now.

So the real problem is not so much the warrants, although it may
be some improvement, as this vague notion of national security.

And the answer is you've got to attack national security as such.
This magic term that has been used to justify the Kissinger taps,
and has been used to justify breaking into Ellsberg’s psychiatrist’s
office, and used to justify a wiretap of Dr. King, and used to justify
a coverup of the Watergate break-in, has to be defined. National
security just creates blinders as far as the Government is concerned.
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And Congress should not be in a position of justifying and authoriz-
ing the kind of national security we have been talking about up until
now,

Mr. Kasrexyrier. If someone asked you to define national security.
in terms that would help set forth when and under what circumstances
a warrant for such a matter might be obtained, how would you do it ?

Mr. Frrepyan. Well, the answer to that is that title III itself
specifies exactly the kinds of crimes that we are talking about.

Mr. Kastenyerer. Yes, and mentions some of those.

Mr. Friepyax. And mentions some of those. And so, T mean, if
Congress is interested at all in getting into the question of national
security taps, they can very well say that all the national security
crimes that we have are already under title ITI, and no other kinds
of taps shall be permitted except those already covered by title IT1.
And that would take into account exactly the problem we are talking
about, that is, espionage, sabotage, and so on. We went over the list
of the crimes in 2516 and actually one-third of them relate to
national security issues already so why should there be anything
beyond the requirements already contained in the act?

fr. Kasrenyerer. Mr. Friedman, what is the Government’s posi-
tion in this matter? Why do they insist that there are national
security taps which are authorized pursuant to some other power
external to title IT1?

What is the Government’s position on this as opposed to your
position?

Mr. Friepman, Well, again, we've got this in answering briefs from
the Government, that the Executive has the constitutional duty to
protect the Nation against foreign attacks, against foreign infelli-
gence activities.

Mr. Kastenaerer. Pursuant to law#?

Mr. Friepyan, There is a catch-all and T guess it is 18 1.8.C. 2511
which says that nothing in this act shall bear on the Executives's
power to protect the national security against foreign intelligence
activities, whatever that might be.

Mr. Kasrenmemer. That is the answer then, that is the exception
they resort to?

Mr. Frizpyan. 2511 does talk about some exceptions which may or
may not exist. Now the Supreme Court has already held that Con-
gress did not authorize any of these exceptions. All Congress did
was recognize there may be such an exception. And if there is such
an exception under the Constitution, we are not dealing with it with
this legislation.

I think the wording of the section says that if there is such a thing
as a foreign intelligence exception, if there is such a thing as deal-
ing with foreign spies when they come in, or gathering general in-
formation about foreign activities, we are not dealing with it at all
in this legislation.

Now our answer to that is that the Government has used that
loophole too widely already. They justified the tap on Dr. Halperin
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not on the ground that there was an internal security problem. They
justified it in their very words in their brief, which we quote here,
y stating that a foreign government by reading the newspapers
will be able to find out national security information. There argu-
ment presumed that if a member of the Government talks to a
newsman and the newsman publishes this information in the press
and the foreign government can read this information in the press
and gather foreign intelligence activities, it comes under national
sm‘uritv. So therefore it is necessary to tap Dr. quporin and news-
men in order to protect against a foreign government’s finding out
information on national ‘}L‘Clll']ﬁ That 1s the way this was done.

So the thing is, you give them an inch and they will take a mile.

Mr. Kastexyeer. 1 would think they might have trouble establish-
ing that sort of approximate nexus.

Mr. Friepman. But they did it. That is the way they did it. And if
they had to go to a court in order to justify a warrant, presumably
they would be able to tell a very plausible story and get a warrant
for that.

Mr, Kastenyemer. But in other words, and the reason this colloquy
is useful, Senator Nelson’s approach may be unavailing, even if it
becomes law, if in fact resort is still made to 2511, subsection 37

Mr. Frreoman. Well, that might be beeause the Government’s
yosition is they have an 'inherent power to protect the Nation against
}nn-lgn intelligence activities.

You know there is the famous debate between Senator Ervin and
John Wilson and John Ehrlichman when they said “Where did
you get the authority to break in to Ellsberg’s psychiatrist’s office 2"
And they pointed to that section of the law. Am[ they said : 2511 (3)
gives us that procedure, because Congress rec ognized that we have
the power to protect ourselves against fou'wn lntvll]m mee achbivities.”

That was tll'lc justification for “that break in to Dr. Tm]dum’s office.
The Government, you know, they may be sincere in {‘lmmm" that
these kinds of taps are necessary. But our point is that unless you
close that door, it can be used for just about all of the purposes that
we have outlined here today.

Mr. KasteNnMErer. Are you suggesting we might repeal the seetion?

Mr. Frreoaan. Absolutely, or narrow it to specifics. In other
words, if it were narrowed to foreign agents, or foreign nationals of
a specific kind engaged in certain “kinds of activities, perhaps that
might be a way of dealing with it.

Title TIT we feel really covers whatever genuine national security
issues the Government is concerned about. But to have any kind of
loophole at all is going to allow the Government to use that to tap
people like Martin Luther King, tap its political enemies, fap people
in the Government that it wants to know what the 7y are doing, tap
newsmen. And the Government has in fact used it for that purpose.
So it will tap all of that under this magic rubric of protecting the
Government against foreign enemies. So unless there is some very
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the warrant procedure, a warrant procedure 1s not going to be much
help. It will be some help. I am not saying that it wont be any
help. I mean, now there is nothing at all. So anything that closes
some of these doors would be helpful, but it is not a terrific help
at all unless there is some effort to close that door of national secur-
ity.

‘Mr. Kasrenmerer. And in order to do that, you might merely
narrow that section rather than to try to define “national security”
which might be rather a futile exercise.

Mr. Friepmax. Well, I mean our order of preference is to have no
wiretaps at all. If there are to be wiretaps, it should be under title
III only because that covers whatever legitimate national security
considerations we have. But if you want to go beyond that to some
kind of foreign intelligence exception, that really must be defined
very specifically and the door that is left open in 2511(3) has to be
narrowed.

Mr. Kastexymerer. Of course 2511(3) may be repealed or
amended

Mr, Frreoman. Exactly.

Mr. Kasrtexmrier [continuing]. Or we might potentially ban
wiretapping completely, but the President still would rely on the
philosophy contained in section 2511(3) that the Congress could
not impair his constitutional power to protect the country against
foreign enemies, and that he would be free to use whatever devices
were at his command to do so notwithstanding the enactment of
the Congress.

Mr. Frieomay. I think that if Congress declared as its policy that
we want the President to protect against foreign attack, but that we
believe that title ITT gives him whatever powers he needs, I think
it would be very difficult for him to claim that Congress’ judgment
and my judgment are different and I am going to take my judgment
on this.

Mr. Kastenamremer. We have had the debate and the dialogue on
Presidential power in many contexts. Two or 3 years ago when we
repealed title IT of the Internal Security Act, which apparently
authorized the maintenance of detention camps in America, the
question arose that the President as Commander-in-Chief, within
an emergency or war situation, might still have the constitutional
power to perhaps maintain such institutions. We tried to suggest
he did not, but we granted the argument continues, notwithstanding
enactment of that law.

Mr. Frrepman. But the U.S. Supreme Court in its unanimous de-
cision in the Keith case suggested that there is no inherent Presi-
dential power to tap for domestic subversives on a national security
basis. It was a unamimons decision, with Justice Powell writing the
opinion. And that certainly suggests that the Supreme Court is
ready, willing and able to knock down the notion of inherent Presi-
dential power once Congress has spoken in this area. And it is be-
cause Congress spoke, I think, that the Supreme Court was willing
to go along with the kind of judgment that the Congress made.

Mr. Conen. Would the Chairman yield?
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On the Keith decision, wasn't it simply that they ruled that
authorization for a wiretap in a domestic security case by the Attor-
ney General without judicial sanction of the fourth amendment was
illegal? They didnt hold that the President or the Attorney Gen-
eral cannot authorize such a wiretap. They just said that he had to
get judicial approval?

Mr. Frievatan. Exactly, but where is that judicial approval other
than Title TIT% Title II1 narrowed the area in which they could get
such judicial approval and Congress established procedures under
which that judicial approval might be secured. But if Congress
said this is the only place in which you can get such judicial proce-
dure, then the Executive would have to follow that procedure or
else they wouldn get the kind of approval the Supreme Court re-
quired them to get.

Mr. Kasrexmemer. Did you wish to continue, Mr, Friedman, or
are you open to questions?

Mr. Friepman, I am open to questions.

Mr. Kasrensemer. I yield to the gentleman from Massachusetts.

Mr. Drixan. You make the case well here on page 18 and before
that, that it really doesn’t matter if we have warrants required for
national security cases. But wouldnt you broaden the argument and
say that all Federal judges seem unable or unwilling to be very
stringent in the issuance of warrants?

And 1 recall statistics where only an infinitesimal number of re-
quests of any kind for narcotics or organized crime or kidnapping
warrants had in fact been denied by Federal judges.

Mr. Frieoman, I think that is true. I mean, the warrant procedure
is some protection, more because of the recordkeeping rather than
because the judge 1s really going to say no to the Government. And
when the Government comes in with ‘a national security excuse, I
take it that the judges are going to be more loath to say no to the
Government because they feel the security of the Nation may be at
issue.

Mr. Drixax. No, but can you demonstrate that by statistics? Have
they in fact been more lax, if you will, or more loathe to deny the
Government in national security cases than they have in the other
routine crimes?

Mr. Frizpmax. But the Government never comes to them on a na-
tional security case. The Government will not come to a judge. As
we said earlier, in the testimony, if they cannot go under Title
111

Mr. DriNax. T know that and that is the very point I want to
make. Does it really make any difference?

You make the point on page 18 that the only arguable improve-
ment is, if you get a warrant, there would be better recordkeeping,

Mr. Friepman, That is right. '

Mr. DriNaN. But you wouldn’t have fewer warrants? T mean, you
wouldn’t have fewer taps? ‘

Mr. Friepaan. I dont think so.

Mr. Drivan. That is right. But doesn’t the argument carry all
the way that you just have to abolish the whole procedure by which
a warrant is available at all? )
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Mr. Frieomaxn, Well, that is our starting position.

Mr, Drivan. But you are trying to have it both ways, you are
tr’ymg to ('nmpmnw-(- You are trying to say, well, maybe we could
in fact require that national security cases ‘also get a warrant. But
if you face the full implication of your argument that it wouldn’t
really make any difference, what is the point ?

Mr. FrieosaN. The only improvement is the recordkeeping im-
provement.

Mr. Drivax. You say the recordkeeping has some effect, but does
it really? In the long ran how many people have ever heard of the
recordkeeping in their case and how many cases has the Government
concealed it? Is it really any compensation, so to speak, or restitu-
tion for the violation of the rights?

Mr. Frieoman. Well, T don’t think it is any restitution at all. T
mean it is better that you do have some records than that you don't
have such records.

Mr. Drixax. I am not even persuaded of that. What benefit is it to
the ordinary tappee?

Mr. Friepman. Well, he may be able to sue and be able to prove
that the tap did take place and get some kind of compensation, We
are engaged in such suits right now.

Mr. Drixan. T know. Is Dr. Halperin the first?

Mr. Friepman. No, there are about three or four others.

Mr. Drivan, Has anyone ever recovered?

Mr. Friepsman. They have never come to trial. T think they are all
at the discovery stage. There are about half-a-dozen cases that we
know of which are still in the discov ery stage. And as far as I know,
no one has ever collected any money under the eivil remedy.

Mr. Drinax. Are mandatory damages provided in the statute?

Mr. Friepmax. They are under 2520.

Mr. Drinvan. That is right. I yield back my time. Thank you.

Mr. Kastenmeier. The gentleman from Illinois?

Mr. Ramspack. No questions.

Mr. Kastenyerer. The gentleman from Maine?

Mr. Conen. There are a number of cases where people have
brought suit under a violation of the civil rights act and have re-
covered damages, aren't there? There is a remedy, and I would
think that our lawbooks are amply documented with cases of re-
covery, aren’t they, though not specifically on wiretaps?

Mr. Frienman. Not on wiretap. The 1968 act provides a specifie
monetary civil rights monetary conpensation for damages of $100
a day for proc mmnout. use, interception, and use of a tap held to be
illegal.

Mr. Comex. But under prior civil rights acts and suits, aren’t
there awards for damages?

Mr, Frieoman. There have been awards.

Mr, Comex. Compensatory and punitive damages as well?

Mr. Frieoyax. Right. When police officers break in someone’s home
without a warrant, there have been civil rights action snits brough
and there are cases in which they do pay damages. And so to that
extent, as 1 was saying to Congressman I)rm'm, the recordkeeping
may be useful in c-stab]h]nnﬂ the basis of a civil rights suit for
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damages. And that is why it is some improvement, but T mean on a
scale of 100, I just don’t know. A warrant procedure may help some-
what in the invasion of rights that we are talking about.

Mr. Conen. The only other.question I had is, I think you made
the statement earlier that if you were going to try to narrow the
areas where the Federal Government could wiretap legally by getting
warrants you would limit it to foreign spies or agents. Would that
be a practicable distinetion in your mind? To say that, if one is a
foreign agent as opposed to a U.S. citizen engaged in spying on
behalf of foreign governments, a tap could be issued. Is that a work-
able distinction?

Mr. Friepyan. Well, but the point is that title TTT already specifies
that you can get a warrant and you can secure a tap if you are in-
vestigating sabotage, espionage, or treason. So if an Ameriean citizen
is engaging in those activities, or there is a possible investigation
into those activities, the Government already has the procedure it
needs,

Mr. Conen. And in your opinion would that be sufficient, would
title I1I be sufficient, for example, on the breaking in of Dr. Field-
ing’s office? Had they sought a title TIT warrant in that instance,
based on espionage activities on behalf of foreign governments,
would that be sufficient ?

Mr. Frieoaran, Well, again I keep——

Mr. Comex. I am sorry, I came in late and didn hear all of your
testimony.

Mr. Friepyan. No. I just remember Senator Ervin making the
same kind of argument when John Ehrlichman was on the stand.
And he asked what justification was there, 1 mean, Lewis Fielding
didn’t have any secrets, he wasn't a possible spy, so how can you
justify breaking into his office? Now I take it that some judge might
have asked the same kind of question. And they said “well, we want
to wiretap Dr. Fielding’s office because one of his patients is Daniel
Ellsberg, who we think might have given some information to the
Russians,”

Now maybe a judge would say: “I just can’t buy that. That is
ridiculous. You know, if you want to wiretap anyone, wiretap Ells-
berg. Why do you want to wiretap his psychiatrist?” And he might
say “I am not going to give you a warrant for that.”

So hopefully it is just conceivable that some judge might block
some of the justifications that have been offered for a national secur-
ity tap.

But our point is that title 1IT, that if you are concerned about
national security, that title ITI gives you what powers you need,
except for some very limited area involving “foreign nationals”: the
exact contours of which I still haven't figured out. But we certainly
don’t need any vague, general or elusive concept such as national
security and foreign intelligence and then just say well we will add
a warrant to that and that is going to answer the problems. Because
it is just not going to answer the problem at all because judges
won’t say no, generally and because it would simply open up this
massive Invasion of rights we have been talking about.
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Mr. Comex. In other words, you don’t think there would be
suflicient insulation through the judicial process, enough of a buffer,
notwithstanding any report that might be filed by this committee or
any other committee that would spell out for example some of the
factors that might be considered? You would still not have that kind
of confidence in the judiciary side?

Mr. Friepmax. No. I think if you limit it to a specific kind of
objective standard and really veer in on those specific kinds of limits,
for foreign intelligence taps, that would be helpful. That is more
mportant than a warrant procedure.

Mr. Conex. But spelling out that kind of procedure, and giving
guidelines to the Judiciary, you wouldn’t reject out of hand at least
the impartiality and the conscientiousness of a Federal judge in
sereening these proposals? '

Mr. Friepaan. No, I wouldn’t. T just don’t think you should just
lay it in a judge’s lap and say “decide on the basis of national
security” without defining what national security would be because
the judge is at a loss then and judges are as much concerned ahbout
the safety of the Nation as anyone. You know, they are willing to
lean over backwards to give the Government what it says it needs
in order to protect the Nation against foreign attack.

Mr. Conex. Absent any guidelines from Congresst

Mr. Frieparan. Absent any guidelines. But the cuidelines are im-
portant. I mean, the guidelines must be laid down with great specific-
itv or else the court is going to turn around and say, well, Congress
has said a warrant procedure is OK and so they thereby sanctioned
exactly what the Executive has done here and I think that would

be a disaster.

Mr. Comex. You don’t dispute the basic fact—and I think you
said this in one of your statements—that the Government has an
inherent right to protect itself against foreign activities? You don’t
dispute that basic premise?

Mr. Friepymax. 1 don’t dispute that, but Congress can specify the
way in which that power shall be exercised.

Mr. Conex. OK, that is all T have.

Mr. KASTENMEIER. Just a couple more questions. You are talking
mostly about the Justice Department and the Bureau conducting
the wiretapping. What about other entities that might be engaged
in wiretapping or surveillance other than these, presumably for the
purposes of national security? I think it was youn or 1t was your
colleague who referred to campaign workers who were I think wire-
tapped by the U.S. military in Germany in 1972,

Mr. Frrepaman. That is correct.

Mr. KAsTeENMEER. What were the cirenmstances there? Why would
the U.S. military intelligence be interested in wiretapping these
individuals?

Mr. Frisoaax, Well, their purported justification—and they have
internal memoranda—and their justification memos on down the
line, their justification was that they were cortain American civilians
in Germany were creating dissidence among the tronps and were
creating dissidence by urging them to vote for Mc(yovern, among
other things. And so an elaborate surveillance procedure was estab-
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lished by the Army in Germany to wiretap campaign workers for
McGovern in Germany, to wiretap people who were working with
lawyers’ groups defending Army personnel in Germany. And it was
institutionalized. The whole unit was set up in effect to do some of
this work and a considerable amount of material was developed. And
the justification was, well, we didn't want dissidence among our
troops in Germany. y

Now in addition to that, there was a document just filed last week
in Chicago, in the Chicago conspiracy case. The contempt charges
in the Chicago conspiracy case are up on appeal in the seventh cir-
cuit. And once again, there was a whole request for wiretap informa-
tion there; a request for wiretaps started as long ago as 1969. And
last week the Government admitted that another Government
agency had wiretapped some of the defendants in the Chicago case,
We don’t know what agency it was. It wasn’t the Justice Department.
It wasn’t the FBI. It wasn’t the Internal Revenue Service. Some
other Government ageney had been engaging in wiretapping. May-
be it was the Secret Service, maybe it was some other Army unit,
but the Government has admitted in papers filed in the case last
week that still another agency engaged in the taps and they just
discovered it, you know, within the last month.

Mr. Kasrexseer, In the case of the campaign workers in Germany,
who would initiate that in a situation like that? Would it be someone
in Washington or a general in Germany ¢

Mr. Frieparan, We think it was inspired in the Army high com-
mand in Germany. The Army just took it on itself.

Mr., Kastexmemer. Does it derive the same authority to conduet
wiretaps as the Attorney General and the FBI, through this excep-
tion for national security purposes?

Where does it derive the authority to do it?

Mr. Frreosax. Well, they never had to justify it to anyone. They
never said “we have the authority” because they never had to come
to court. Presumably they feel that they are in Germany and the Con-
stitution doesn’t apply and therefore they don’t have to worry about
it. They can do whatever they want. As long as it doesn’t violate Ger-
man law.

Mr. Kasrenamerer. Is that ease being challenged?

Mr. Frievpman. Oh, yes. We haven’t got the Government’s answer
in_that so we don’t know what its justifications are yet,

Mr. Kasrexmerer, With State and local enforcement officers or
entities, do you find similar problems? You don’t probably find na-
tional security problems, but it terms of individuals exposed to or
subject to surveillance or wiretapping by authorities without their
knowledge, are there any of cases like that at the local or State
level ¥

Mr. Friepmax. There are a number of cases. We have a ease in
New York against what was called the Burean of Stratgic Services
in the New York City Police and they kept their eye on a number
of political organizations, antiwar groups, black groups, allegedly
black militant groups, and very recently they admitted that they
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had at one time or another conducted surveillance on some 250-odd
groups within their jurisdietion.

Now this is not .'ll'-l'l‘.“‘::lr-!t‘\‘ a wiretap. Tt is often an informer that
is placed in the midst of these groups and reports back to the police.

Mr, Kastexmrmer. Ave these activities for which they would need
to obtain a warrant?

Mr. Frirpaan. Well, for an informer, you dont.

Mr. Kasrexyremer. No. Not just informers, but I am talking about
electronic surveillance, wiretapping.

Mr, Frizpyan. Sometimes.

Mr. Kastenyerer. And where is it necessary to obtain a warrant
and where do they obtain such a warrant?

Mr. Friepaman. Presumably yves they do. I mean there may be some
violent groups. I mean if the California police knew something about
the SLA and they wanted to place a tap on a phone that they were
using, I assume they could get a warrant without any diffienlty, from
a judge. But of course again there is a definitional problem. The
SLA s not, you know, the Philadelphin Resistanee Group or a
Quaker group which was in fact surveilled by the FBI in the Viet-
nam war days. And that is a problem, when criminal investigation
gets into political intelligence. And the FBI is very quick to assume
that the two are closely related concepts. And if they are justified
in doing it in one case, they feel, they are justified in doing it in
another case.

Mr. Kastenareier, Yes. The gentleman from Massachusetts?

Mr. DrinaN, Some time ago, right after the Aeith decision in
1972, T went to the GAO and asked them to investigate the number
of warrantless taps. They have not been very successful at it. The
Department of Justice and the FBI are not talking. But Dr. Halperin
in his testimony says that the number has remained the same. And
I gather that you would conclude that the number, despite the deci-
sion in Keith, remains the same. And I assume from the testimony
here that Richardson and Ruckelshaus and Saxbe as Attorney Gen-
erals have in effect said that the AKeith decision has no impact. They
may change the terminology, but they just go after everything they
need, and they just say that this person has some connection with
the foreien government.

Mr. Frienaan. Exactly so.

Mr. Drivan. So it is fair to say the the Keith decision, despite the
fact that it was 8 to 0, and the people hailed it as a great victory,
really in effect means nothing?

Mr. Fremaran. Well, it means something.

Mr. Drixax. I mean, in actual practice.

Mr. Friepaan, In actual practice? That is the problem. T think Dr.
Halperin’s phone was tapped not on a national security basis but
on a foreign intelligence basis and the Government can always con-
vince itself that there is some element of some foreign activity in-
volved in almost any tap that it can put on.

In the Jewish Defense League case they said, well, if the Jewish
Defense Leagune harasses Russian diplomats, even though they have
no relation, even though the league itself has no relation to a foreign
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power, what they do a IT’wrﬁ our foriegn relations and therefore we
can imstall the t: p on the basis of a foreign [au;:;s y exception.

Mr. Drixan. Where precisely is the list, is the catalog of all the
the warrantless taps that has been started since the Keith decision?
[n the office of the Attorney General, I suppose. But is there some-
body lower than that that really knows how many and for what
purposes

Mr. Fremaran, Well, the Justice Department is only bound under

title III to give a report each year on the number of warrants ap-
plied for and warrants secured, but there is no requirement under
lhi‘ statute Iln. they report on the warrantless tap.
Mr. Drixax. I know that, but where is this list? I assume they
must have a Ii._\:t because the Attorney General I assume or his de-
signated authority must have it personally, but the GAO can’t find
the list.

Mr. Frizparan., Well. when T questioned Mr. Ruckelshaus about
this, he said there is a folder, a file of authorizations that is main-
tained in the office of the Director of the FBI and that contains all
authorizations for national security taps. And so therefore the Direc-
tor or in that ease it was the Assistant Director actually had posses-
sion of the authorization for the Kissinger taps. There is a file
in which that memorandum from the Director to the Attorney Gen-
eral, which is then returned to the Director of the FBI, is maintained
and it is a total list of what the taps, are, who was tapped and for
what length of time.

Mr. Drixax. In Dr. Halperin's case, do you people expect to subpena
that list ¢

Mr. Fremyan. Well, not the whole list. We expect to subpena
the authorization for his particular taps, certainly. But I don’t know
that we would be entitled to all of the others that may not be re-
lated to that case.

Mr. Drixax. Mr. Chairman, and counsel, T would suggest that this
committee certainly would be entitled to see that even if we have to
subpena it. T think it would be a fascinating list,

Mr. Frizoman. Well, vou know, Attorney General Saxbe said
his first week in office, the first thing they did was put three national
security tap authorizations in front of him and he signed them.
So I mean it is still going on all of the time.

Mr, Drixay. He said that was just routine, that he wasn’t initiat-
ing those.

Mr. Kasrexymeier. We have, under my letter of April 11 to the
Attorney General, requested detailed information on wiretapping,
including warrantless wiretapping. and the Attorne v General or the
Deputy Attorney General will be here to testify in person and we
will have an opportunity to ask him further about that.

Mr., Drinax. On that point, Mr. Chairman, I read your good
letter, and I hnlw that it 1s precise and demanding enough so that
they can’t evade it, but I am inclined to think from my experience
with the GAO that they will, and they will either say that it
doesn’t exist or its exists in different places or that it can’t be released.
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In any event we will find out I hope when the Department of Justice
representative comes.

Thank you sir.

Mr. Kasrexsmemrr. I just ]L:\t- one other question. So long as you
have that much experience, wonld wiretaps initiated by the White
House, and I am not t: 1”\1“"‘ now about the Department of Justice or
the Bureau. be cataloged by the Attorney General or might they be
separately conducted and not accounted for outside of the White
House?

Mr. Friepman, Well, our understanding is that every tap handled
by the FBI must be authorized [n-mmnll\ by the Attorney General
whether it is initiated by the National Security Council or the Presi-
dent or anyone else. It must be funneled to the Attorney General
because his signature is necessary on any tap, even under any kind
of national security tap. And we believe there is nothing that we
know of to the contrary except that there may be other agencies
that do it. The Army I don’t think got the permission of the Attor-
ney Gener: 1| to conduet its electronic surveillance. We don’t know
about the Secret Service.

Mr. KasrexmEeier. You did mention, and this intrigues me, that
outside of the Treasury Department, the Seeret Service, and I don't
know about the Central Intelligence Ageney, but certainly I'IIE]F.’JE_
organizations and presumably a “Tnumber of Government enfities, Fed-
eral Government entities, can be conducting wivetaps which would
not be accounted for by the Attorney General. Is that correct?

Mr. Frieoman. I think that is corrvect. I think that the Treasury
Department wiretapping may not go through the Attorney Gen-
eral at all, in which case these authorization documents just don’t
exist. ”IIH was the procedure where the FBI was the installing
agency. J, Edgar Hoover wanted a written authorization from the
Attorney General before he would authorize.

Mr. Kastenwerer. And, of course. the reason for my ||nr-‘-.lun 15 a
very Impml ant one. It is so that this committee can wot a feel for the
dimension of what is trans piring and how pervasive it is. We \\‘mi llh
know who authorizes wiretapping. It would be a little simpler if
were just one entity that authorized everything, but if it |-m=l the _]:.E.n
is more complex it ‘would seem.

Thank you very mueh, Mr. Friedman, for your most excellent
testimony and your help to the committee, i

[The statement of John Shattuck, Esq., and TLeon Friedman,
Esq., follows:]

STATEMEN oF Jous H. F. SHATTUCK AND LEON FRIEDMAN, NATIONAL STAFF
Counser AMERICAN Civin LiserTEEs UNIoN

Our names are John H. F. Shattuck and Leéon Friedman and we are staff
counsel for the American Civil Liberties Union, a nationwide non-partisan
organization of more than 275,000 members devoted to the protection of the
3ill of Rights. The ACLU has always been extremely coneerned about the
invasion of constitutionally protected rights through government installed
wiretaps,

We also act as counsel for Morton Halperin in a ecivil snit for damages
based on what we claim was an illegal wiretap of his home telephone in the
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so-called Kissinger taps. [Halperin v. Kissinger, et al,, Civ. 1187-73 {D.D.C.) 1]
As we explain more fully below, Dr. Halperin's home telephone was tapped
for 21 months. He had left government employ after the first four months of
the tap. We believe that the Kissinger taps of 13 government employees and
4 newsmen lllustrate some of the worst features of national security taps and
will refer to specific examples throughout our testimony.

I. THE ACLU'S GENERAL OPPOSITION TO WIRETAPPFING,

In May 1961, at the outset of the national debate over wiretapping, the
National Board of Directors of the American Civil Liberties Union adopted
the following resolution:

“The ACLU stands unequivocally against wiretapping or the use of other
electronic eavesdropping devices by any person for any reason whatever. It
rests its policy on the speclfic stipulations of the Fourth Amendment against
the use of general warrants and searches by government officials, and on the
basic rlght of the eltizen to the protection of his privacy [ACLU DBoard
Minutes, May 1, 1961]."

In our view the recent abusive wiretap practices by the federal government—
particularly those conduected in the name of “national security”—have under-
geored and reinforeed the soundness of our broad opposition to wiretapping.
Before discussing these recent abusive practices and suggesting ways in which
they might be brounght under legislative control, if they are not to be elim-
inated altogether as they ought to be, it is necessary to set forth the general
considerations on which the ACLU's wiretap policy is based.

A. Wiretapping is an Inherently Unreasonable Search and Seizure.

The prineipal argument against the constitutionality of any kind of eleetronic
eavesdropping is that it necessarily results in a search and seizure too sweep-
ing to eomply with the particularity requirements of the Fourth Amendment.
The technology itself stands in the way of any kind of effective control, such
as a conventional search warrant “authorizing the seizure of tangible evidence”
and particularly deseribing the things to be seized, as well as giving prior
notice to the subject of the search except under exigent circumstances, Cf.
Osborn v. United States, 3585 1.8, 323, 329-30 (1968).

The technology of electronic surveillance makes the wiretap search of
telephone conversations infinitely more intrusive than the physieal search of a
home or a person, even when the wiretap is conducted pursuant to a search
warrant. The typical federal wiretap in 1972, installed with a warrant, in-
volved the interception of 1,023 conversations among 066 persons over an
average period of more than three weeks. These wiretap statistics are reported
annually by the Justice Department, and were cited last year by Senator
MeClellan as the best evidence available of the manner in which wiretapping
was being controlled and restricted under Title 11T of the Omnibus Crime
Control and Safe Streets Act of 1968. See CONG. REC. 8 7934 (April 30,
1973) (remarks of Senator MceClellan). Such statisties, however, demonstrate
the opposite: when a tap is placed on a telephone the eavesdropper inevitably
hears all the conversations of everyone who talks on that line, whether the
gubject ealls from the tapped number, to that number, or is called by someone
using that phone, and no matter how irrevelant or privileged the eommunication.

Electronic surveillance, therefore, is the prime example of Justice Brandeis’
foreboding in Olmstead v. United States, 277 U.R. 438, 473 (1928) that *dis-
covery and invention have made it possible for the government, by means far
more effective than stretching upon the rack, to obtain disclosure in court of
what is whispered in the ecloset,” Even where eircumseribed within the con-
fines of Title ITI, wiretapping represents an intensive and extensive invasion
of private speech and thought with almost no parallel. Wiretap devices
intrude so deeply and so grossly, they discourage people from speaking freely,
and, as Justice Brennan has warned, if such devices proliferate widely, we
may find ourselves in a society where the only sure way to gnard one's
privacy “is to keep one’s mouth shut on all occaslons.” Lopez v. United Stales,
373 U.S. 427, 450 (1963).
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B. The “Restrictions” Imposed by Title IIT Merely Under-Score the Constitu-
tional Objections to Wiretapping.

The attempts made by Congress to impose restrictions on wiretapping
through the warrant procedure authorized by Title IIT illustrate the inherent
overbreadth of a wiretapping search. See generally Schwertz, The FLegitima-
tion of Electronic Eavesdropping: The Polities of Law and Order, 67 MICH.
L. REYV. y (1969).

First, Title IIT authorizes continnous eavesdropping for potentially un-
Hmited periods of time. Section 2518(5) permits a wiretap to be installed for
an initial period of thirty days with an unlimited number of thirty-day
extensions upon renewed showings of probable cause. Similarly, sections
92518(1) (d) and (4) (e) permit uninterrupted surveillance over a “period of
time.” and do not require the eavesdropper to lmit his interception to specific
conversations. Although several lower federal courts have followed the lead
of the Supreme Court in Rerger v. New York, 388 T.8. T1 (1967), and require
“minimization” of the interceptions to conversations of the subject, see, e.g,
United States v. King, 335 F. Supp. 528 (C.D., Cal. 1971), the impracticality
of this requirement is reflected by the vagueness of the statute.”

Second, particularizing the items to be seized—a econdition required by the
Fourth Amendment—means little in the context of a wiretap “seizure” of all
conversations which ocenr during the period of the tap. For this reason,
Title IT1 is limited to n vagne requirement that the “type of communication
songht to be intercepted” be deseribed in the warrant application. Since section
2517(5) of the Act permits a court to ratify refroactively the selzure of any
conversations overheard on a tap authorized by the statute, the search is not
necessarily limited to the type of communieation described in the warrant.
This ignores the Fourth Amendment principle prohibiting “seizure of one
thing nnder a warrant deseribing another,” Marron v. United States, 275 T.8.
192, 198 (1927). but it is simply a recognition of what is inevitable in the
“gpecial circumstances” of wiretapping.

Third. nothing in Title IIT prohibits the interception of privileged ecom-
munieations. Again, the gheer impracticality of minimizing or screening inter-
cepted conversations often overcomes a basie consideration of the Fourth
Amendment which is reflected in virtnally every search and seizure context
except wiretapping. Tt is hardly smrprising, therefore, that wiretapping more
than any other search teehnique has become a “widespread” method of
penetrating the aftorney-client privilege. See, e.g., United States v. Roberts,
880 T.8. 18 (1967); Berger v. New York, 388 U.8, 41 (1967); see infre,
Seetion 11 F 3.

Fourth, there are substantial indieations that the surveillance apparatns
authorized by Title TIT is not used as much for gathering criminal evidence
as it is for collectng general intelligence. These indications are evident in
the statistics of the relatively few convietions obtained through evidence
geenred by wiretaps, [see Schwartz Report on the Costs and Benefits of
Eleetromic Surveillance (ACLU, 1973)]. The indications are overwhelming,
moreover with respect to “national secnrity” wiretapping, to which we will
address the remainder of our statement. Because intelligence gathering
necessarily lacks partienlarity, and is often aimed at ‘nreventive surveillanee'
and speech in general. its accomplishment by a technique franght with con-
stitntional diffienlties further underscores our broad objection to wiretapping.
The requirements of the Fourth Amendment are most strict when the object
of a search is protected by the First Amendment. Stanford v. Teras, 370 U.8,
476 (1965). When wiretaps are used to seize speech nunder a generalized
claim of “national security intelligence gathering” our constitutional objee-
tions to the practice are greatest.

II. NATIONAL SECURITY WIRETAPPING

The invasion of econstitutional rights throngh the installation and use of
national security wiretaps is even worse than it is with respect to Title ITI
taps. The following ontline of the general procedures applicable to national
secnrity taps, with special emphasis on the Kissinger taps, shows what these
problems are.
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A. Vague and Inadequate Justifications

In order to initiate the procedures for installing a national security tap, an
official must prepare a written justification as to why the tap is necessary.
This proposed justification is then sent to the FBI which will administer the
tap. The Director of the FBI in turn requests an authorization from the
Attorney General to install the tap.

But these justifications can be and have been extremely thin. Former Act-
ing FBI Director William Ruckelshaus testified last summer, for example,
that full reasons for justification were often not given for taps installed at
the request of the National Security Couneil :

Mr. RuckrELsHAUS. However, having been a Director of the FBI for 75 days,
I know that general procedure in the FBI was that, where a given national

1 wiretap was originated by information the FBI had, there was a
very elaborate request made of the Attorney General justifying his authoriza-
tion for a given tap, but where the FBI received a request from the National
Security Council, this elaboration was not, as a rule, made.

Senator Case. Could that elaborate procedure be avoided by having a Di-
rector get Henry Kissinger to say “Let me have the dope?’

Mr. RUCKELSHAUS. Sure,

Senator Case. In other words, the authorizing document does not necessarily,
In itself, tell the full story.

Mr. RuockrLsEAUs. That's possible. [Hearings before the Committee on For-
eign Relations, U.8S. Senate, on Nomination of Henry Kissinger to be Secretary
of State, 93d Cong,, 1st Sess, at p. 2841,

In other instances, the reasons given for a particular tap could be so gen-
eral that no judge would accept them if a reguest were made for a warrant.
But because the justification memorandum is an internal document between
or within the Justice Department and the FBI, no one could challenge the
assertions made. One egregious example was the “national security” tap
placed on the telephone of Martin Luther King, Jr. According to Victer
Navasky's excellent account in Kennedy Justice (Athenaeum 1971), the FBI
sought to put a tap on Dr. King's phone because they claimed that two of
his close friends and associates may have been Communists. (These charges
were never proved and would have been irrelevant even if they were true.)
Taps were placed on Dr. King's home phone, hig office phone in Atlanta and
another office phone in New York. If the FBI were really concerned about
possible influenee of Dr. King by his allegedly Communist friends, they should
have put the tap on them, not on King. Navasky quotes an “old hand at
Justice” to this effect: “If you really want to find out about A's attempt to
influence B, you tap A not B, (Id., at pp. 149-50).

In the case of the Kissinger taps, two of the sevenfeen persons tapped
allegedly had no aceess to the national security information whatever. [New
York Times, October 15, 1973], Yet such access was the stated reason for each
of the taps.

In another recent series of national seenrity wiretaps, the United States
Army songht to justify tapping the telephones of American civilians in West
Germany on the ground that they were responsible for “dissidence” among
Ameriean troops. The principal targets were a group of civilian lawyers in
Heidelberg and Americans in Berlin who supported Senator George MeGovern
in the 1972 Presidential campaign. No action was ever taken against either
group, and the Army has since conceded that its wiretapping and other sur-
velllance activities in Germany were “excessive.” The American civilians have
filed a ecivil snit for damages, claiming that the taps were illegal, Berlin
Democratic Club, et al. v, Schiesinger, et al,, Civil Action No. 310-74 (D.D.C.).
B. Evasion of Title IIT

Another aspect of national security taps which has emerged from several
recent eivil cases is the fact that the government consistently avoids using
the provisions of Title ITT when it can assert any basis for a national security
tap. Thus even if the government eould secure a Title TTT warrant because a
specific erime enumerated in 18 U.8.C. Section 2516 is under investigation, it
will not do so if it can offer some excnse for claiming that national security
is invelved and no warrant is necessary.
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One recent example involved the Jewish Defense TLeague. In connection
with an investigation into the physical attacks on Soviet diplomats during
demonstrations in New York City by the J.D.I., the FBI installed a wiretap
on the asserted basis of the government's forelgn intelligence activities. Tt
plainly could have proceeded under Title 111, however, since possible violation
of 18 U.8.C. Section 2101 was involved. See Zweibon v. Mitchell,

Supp. e (D.D.C. 1978).

In a number of other cases the government could have obtained a warrant
under Title III, but relied instead on a national security rationale. E.g.,
United States v. Ayres, No. 458104 (E.D. Mich. 1973) (alleged SDS8 bombing
eonspiracy). In many such ecases, the wiretaps were found to be illegal be-
canse of the lack of a warrant. See United States v. Ahmad, 335 F. Supp. 1188
(M.I), Penn. 1971) (no finding of purpose to gather foreign intelligence; fruits
to be supressed ; defendants entitled to post-trinl adversary hearing on taint) ;
United Btates v. Joffe, 71 Cr, 480 (EDXNY., June 18 1971) (tap directed
at defendants or their premises; turnover ordered) ; United Stateg v, United
Rtates Distriet Conrt. 407 1.8, 297 (1972) * United States v. Hoffman, 334 F.
Supp. 504 (D.D.C. 1971) ; United States v. Smith, 821 F. Supp. 424 (C.D.Cal.
1971) (domestic security surveillances),

As we discuss below, the government could obtain a warrant under Title ITE
even when foreign intelligence gathering is involved. Seection 2516 specifieally
includes the investigation of espionage and sabotage ns a basis for a Title
ITT warrant, Thus there ig no need for a foreign intelligence exeeption to
warrant requirements in this area, See United States v, Butenko, 318 F, Supp,
66 (D.N.J. 1970).

O. Lack of Procedural Safeguards

The effect of using a national secnrity tap instead of proceeding under
Title IIT is to eliminate what few, though inadequate, procedural safegnards
exist to protect citizens from the “dread of subjection to an unchecked sur-
veillance power.” United States v, United States District Court. 407 1.8, 297,
314 (1972). First, no application is made to a nentral and detached magistrate
to issne a warrant. Second, no limitation is placed on the period of time for
which the interception is to be maintained. Title TII expressly requires a
eourt order to specify the time period for which the wiretap is authorized.
18 TU.8.C. 2518(1) (d) and (4) (e). Court ordered wiretaps which were un-
limited in duration have been held to be illegal. “We observe that the ahsence
of a date on the order made its daration nnlimited by its own terms. As such,
it apparently authorized a wiretap for an unreasonable length of time which
rendered it invalid.” United States v. Lamoge, 458 F. 24 197, 199 (6th Cir,,
1972).

Third, in national security taps no attempt is made to minimize invasion
of the privacy of the persons using a wiretapped phone. With respeet to conrt
ordered taps, however, 18 U.8.C, $2518(5) so provides. This requirement of
minimization has been held to Invalidate court ordered wiretaps when no
effort was made o sereen out innocent ealls. In United States v. King, 335 F.
Supp. 523 (C.D. Cal. 1971) the distriet court snppressed all telephone ealls
intercepted by court order on a suspected narcotics dealer. The government
agents had intercepted and recorded all telephone eonversations, althongh 60%%
did not relate to the purpose of the wiretap. Similarly, in United States v. Seott,
331 F. Supp. 233 (D.D.C., 1971), the Court condemned the wiretaps in ques-
tion beeanse the surveillance included overhears of family conversations
totally unrelated to the purpose of the wiretaps:

“TIf the court were to allow the government agents to indiceriminately
intercept every conversation made and to continue monioring such ealls when
it became clear that they were not related to the “anthorized ohjectives” of
the wiretap and in violation of the limiting provisions of the order, such
order wonld become meaningless verbiage and the protections of the right
of privacy outlined in Berger and Katz would be illusory. 331 F. Supp. at 248"

Fourth, §2518(8) (n) requires that recordings of all wiretaps installed by
eourt order “shall not be destroyed excopt unon an order of the issning or
denying judge and in any event shall he kept for ten vears” The Second
Cirenit recently suggested that this provision of Tifle TIT shonld apply to
national seenrity wiretans as well as those installed by ecourt order. In United
States v. Huss, 482 F.2d 38 (2nd Cir., 1073), the court said :
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“The government urges us to adopt the prineciple that considerntions which
bear on judiciglly authorized wiretaps are not applicable to the wiretaps under
discussion, because so-called warrantless domestic security bugging not ex-
pressly held unlawful at the time these taps were installed, was not found to
be invalid until the Supreme Court deelded the question in United States v.
United States District Court, 40T U.S. 207 (1972). We are urged to hold
therefore, that the warehousing provision, 18 U.8.C. Sec 2518(8)(a) which
requires preservation of records only for electronie surveillance authorized by
Title III . . . does not apply to the wiretaps here under review, Since we do
not today announce a per se rule that the government's failure to [preserve
the wiretap tapes must result in a reversal of these contempt orders, we need
not decide the question. We note, however, that it would be a startling, if not
preposterous ruling that permits a more relaxed standard for illegal than
for legal wiretaps. Such a precept would serve only to encourage illegal wire-
tapping. Every order . . . shall eontain a provision that the authorization to
intercept . . . shall be conducted in such a way as to minimize the intercap-
tion of such communication not otherwise subject to interception.” [482 F.2d
at 48].

D. The Halperin Tap as an Ilustration of All the Infirmities of Current
National Becurity Wirctap Praetices.

The public evidence produced to date in the civil litigation arising out of
the twenty-one month wiretap on the home telephone of Dr. Morton Halperin,
Halperin v, Kissinger, et al., Civil Action No. 1187-73 (D.D.C.), illustrates in
detail each of the foregoing infirmities In existing national security wiretap
practices:?

1. The government has conceded that there was only a single authorization
existed for the wiretaps in question (Answer, par. 17). Thus the original
authorization either had no time limit or it authorized the wiretap for the
entire 21 month period that it was in force—a highly unlikely possibility.
Under either alternative, the wiretap violated existing strictures on the
establishment of a set term for electronic surveillance. The New York wiretap
statute held unconstitutional in Berger v. New York, 8588 U.8. 41 (1967) per-
mitted wiretaps for 2 month periods after a single showing of probable eause,
The Court condemned this practice as a sweeping invasion of Fourth Amend-
ment rights [388 U.8, at 59].

2. The government has admitted that it intercepted, recorded and tran-
scribed every telephone conversation over the Halperins' home telephone for
the entire 21-month period, including conversations of the three minor plain-
tiffs (aged 7, 9 and 11), personal and family conversations, as well as political
and professional conversations of Dr, Halperin, These are all totally unrelated
to the supposed leak of national security information. The government, there-
fore, clearly exceeded the minimization requirements applicable to Title 111
wiretaps.

3. The government has conceded that the original tapes of the Halperins’
wiretap telephone were erased after the logs were transcribed. Such an
erasure is contrary to the procedural requirements establishd for court ordered
wiretaps by Title I11, 18 U.8.C. §2518(8) (a).

4. The government and John Mitchell both admitted in the Halperin case
that the procedure for renewal every 90 days of a national security tap was
not followed: “no other aunthorization was either sought or procured by any
of the federal defendants.” (Government's Answer, par. 17). Thus instead of
seven separate authoritarians every 90 days over the 21-month period of the
tap which should have been obtained under normal operating procedures, the
government secured only one authorization whiech the Attorney General at
the time does not recall signing.

What emerges from this brief outline is that national security taps lead to
a massive invasion of a citizen's constitutional rights. Because the taps do
not have a limit imposed by the court, they often continue for months and
even years. In the Halperin cuase, the tap continued on his home phone for

1 Additional documentary evidence has recently been produced by the government in
the suit pursuant to plalntiffs’ motion to compel discovery, which was granted by the
District Court on April 1, 1974. Plaintiffs' and their counsel, however, are currently
bound by a Protective Order not to disclose these documents except by further order
of the Court.
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21 months, the Iast 17 of which he was fiot in government employ. According to
statistics introduced by Senator BEdward Kennedy, the average national se-
curity tap in 1070 was installed for a minimum of 71 days to a maximom of
200 days, This was 8 to 9 times greater than the average length of a Title ITI

wiretap. [Warranticss Wiretapping, Hearings before the Subeommittee on

Administrative Practice and Procedure, Senate Committee on the Judiciary,
92nd Cong., 24 Sess., June 29, 1972, at p. 70].

Because there is no statutory requiremest of minimization, every phone
conversation may be overheard with no effort made to screem out innocent
calls.

Becanse there is no requirement of preserving the taps, there iz no way to
check on whether the transeriptions or summaries of the taps were acceurate.

E. Inadequate Recordkeeping and the Breakdown of Accountability.

Apart from the documentary support required for the authorization of a
national security wiretap, there are recordkeeping requirements which must
be followed by the Justice Department with respect to any w tep. The
principal requirement is that the names of all persons who are overheard on
a wiretap must be entered on the FBI's “Elsur Index,” a central indexing
system kept both for internal investigatory purposes and for the purpose of
preparing responses to wiretap discovery orders. See Deposition of former
Acting FBI Director William D. Ruckelshaus, July 25, 1973, at p. 12, Halperin
v. Kisginger, et al. supra.

Wiretap litigation in recent years, however, has revealed that these record-
keeping requirements are so loosely followed that the government routinely
evades or falls to disclose the full extent of its wiretap activity with respect
to particnlar litigants. In national security cases the temptation appears to
be particularly great for the govermment simply not to enter the names of
wiretap subiects on the “Elsur Index.” This is what happened in the Halperin
tase, aind there is reason to believe it was also true with respeet to the other
go-called “Kissinger taps.”

The good faith recordkeeping of the government is placed in serions doubt
when, after repeated denials in courts of any electronic surveillance, it sud-
denly about-faces and admits that private I 3 were overheard on a
national security tap. See, e.g, Philadelphia Registance v, Mitehell, 58 F.R.I),
139 (E.D., Pa. 1973) (Amended Answer to Complaint Y25A), United States v.
Russzo-Ellsburg, No. 93093 (C.D., Cal. 1973) ; United States v. Smilowp,

1193, 1195 (24 Cir., 1972) ; Kinov v. Mitchell, T0 Civ. DGHR RJW

Dellinger v. Mitchell, Civ. Action No, 1768-69 (D.D.C.) (Transeript of Hear-
ing on Discovery Motions, November 7, 1973, pp. 22-33). The government's
original answer to the complaint in Philadelphia Resistance, for example,
denied that any surveillance of the plaintiff had occurred. Seven months later,
it filed an amended answer in which it admitted overhearing plaintiffs’ con-
versations during the course of electronic surveillanee of others. In the Flls-
burg prosecution the government finally admitted its surveillance of Ellsburg
after a vear of repeated denials. Upon an order by Judge Byrne to produce
all records concerning the taps. the government claimed these records had
been “lost” (New York Times, May 11, 1973). As is now well known, however,
a few dnys after the dismissal of the case, Robert Mardian, the former head
of the Internal Security Division of the Justice Department, revealed that
the missing records were in fact In a2 White Hounse safe (New York Times,
May 15, 1973).

Three vears after commencement of a ecivil suit for damages for illegal
electronie surveillance in Kinvoy v. Mitchell, suprae, the government disclosed
that there had been 23 incidental overhearings aintiff in national
security taps over a 15-year period, despite an initial = MIe to the econ-
trary. Another instance of government inability or unwilli B disenver
the existence of electronie surveillance was recently disclosed in Dellinger v
Mitchell, supra. After more than four yvears of denying that one of the plain-
tiffs had ever been overheard, during the argument on plaintiifs’ m n
discovery, the government flnally admitted over hearing him (Transeript,
at 32-83). The Second Cirenit in United States v. Smilow, 472 F.24 1193. 1105
(24 Cir., 1972), summed up as follows the courts' increasing concern at the
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government’s inability to discover and admit its wiretapping activities in a
prosecution of a grand jury witness for contempt of court:

“We cannot forbear expressing our regret that those representing the Gov-
ernment in court were unable, until such a late date, to discover the true
state of affairs with regard to official wiretapping of the defendant's tele-
phone conversations * * * We trust that in the future the Government will
be more thorough in the investigation of such matters.”

One explanation for the government's remarkable inability to keep track
of its own surveillance activity must be that its recordkeeping system is woe-
fully inadequate. This system has enabled the government to avoid full com-
pliance with any wiretap discovery order, since apparently it cannot determine
from its records the identities of all persoms overheard in any given instance.
An example of this problem occurred in United States v. Smilow, supra,
where the government lawyers claimed they had not been able to discover that
a person named “Jeffrey” had been overheard because he introduced himself
in the intercepted conversation as “Jefl.” The Court of Appeals. however,
observed tartly that “it does not require much imagination to anticipate that
an individual named Jeffrey might be known as Jeff to friends or acquaint-
ances” [472 F.2d at 1195].

A particularly shocking illustration of the inadequacy the government's
recordkeeping system was revealed in United States v. Ayers, No. 48104 (E.D.,
Mich.), a conspiracy prosecution of the Weathermen faction of 5.D.S. Pur-
suant to an interim court order to disclose any transecripts of the defendants’
intercepted conversations the government inadvertently turned over twelve
days of logs of all conversations overhead on one domestic security tap. The
logs noted 500 overhearings, half of which were listed as “unidentified.”
Upon inspection, the defendants were able to determine that a number of
these overhearings were of the defendants themseives and of their attorneys. In
each of those instances, the relevant transcripts had not been turned over to
the defendants, presumably because the government had not realized that
they represented conversations of the defendants. Unitd States v, Ayers, supra,
(Supplemental Affidavit in Support of Defendunts’ Motion for Discovery, pp.
9.3 October 1973). The government ultimately dropped the prosecution so
that it would not have to disclose the full scope of the wiretappings.

A series of deliberate and ‘“patently unbelievable” misrepresentations by
the government which “strained common sense” and enlminated in the unex-
plained destruction of illegal wiretap tapes on the eve of compelled disclosure,
led the Court of Appeals for the Second Circnit in United States v, Huss, 482
12d 88 (2d Cir. 1973), to dismiss contempt charges against an informer who
had refused to testify before the grand jury. The court refused to accept as
true the governmnt's “good faith” representation that the destroyed tapes
would not have revealed matters of importance :

“[iIndeed, the government's good faith did not prevent illegal wiretapping
here. nor did the government’s good faith prevent it from search illegally
or from narrating an account of that search which the Court found to be
incredible [482 F.24 at 50]."”

Characterizing the attitude of the government as “eavalier, carefree and
careless.” the Court observed that the wiretap recordkeeping had made a
“mockery of the labors of Congress to tailor [Title ITI] with precision” and
had “offendf[ed] the spirit of liberty which has distinguished this nation
from its birth” [Id. at 52].

Beeanse of these inadequate and deceptive recordkeeping practices, courts
are increasingly skeptieal about the conclusory and ambiguons affidayits de-
nying electronic surveillance which are regularly submitted by the govern-
ment in response to court orders to disclose. In re Korman, 13 CrL 2310 (Tth
Cir., June 8, 1973) ; United States v. Alter, 452 F. 24 1016, 1027 (9th Cir.,
1978) : In re Horn, 458 F.2d 408, 471 (3rd Cir, 1972): Beverly v. United
States. 468 F. 2d 782, 745 (5th Cir., 1972). The Seventh Cirenit, for example,
recently refused to accept a general letter from a government attorney deny-
ing electronic surveillance, which was submitted to counter the allegation of
a grand jury witness that his interrogation was based on the fruits of an
illegal wiretap. In re Korman, supra. Although the Court stated that it had
previously been willing to accept such general denials as sufficient, “certain
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indiscretions” had come to its attention which “seem to militate for a more
formal and binding denial than those which were [previousiy] found to be
adequate.” Id,

The Ninth Cirenit has similarly refused to aceept sueh generalized denials
of wiretapping. United States v, Alter, gupra. The denial affidavit in Aller
simply stated who the affidavit was, that he had “eaused an official inquiry
to be made with the appropriate Federal agencies,” which were listed, and
that based on the results of the inguiry there had been no electromnie sur-
veillanee of the defendant. The eourt eriticized such a coneclunsory statement
becanse : “1, it supplied no information whatever abont the identity of the
stated no facts from which the court econld conclude that the six listed
either the substance of his inquires or the substance of the replies, 3. it
statedd no facts from which the court conld conclude that the six Wsted
agencies were the only governmental agencies which eould have been involved
in electronic surveillance, and 4. it did not reveal the dates of claimed sur-
veillanece to which the inquiries were addressed.”

The ecourt concluded by pointing ont that “[i]f any of the conclusions in
the affidavit were later proved wrong, it wonld be viktually Impossible fo
establish that the affidavit was perjured” [482 F.2d at 1027].

In summary, the lack of recordkeeping standards in national seenrity wire-
taps allows the government to be most cavalier in what records it keeps and
how much it discloses abont its activities. As a result, it can hide the facts
as to who it wiretaps (as it did initially In the Kissinger taps), or at the lenst
be very careless in disclosing what it has done. This lack of accoamtability
serionsly componnds all the other problems relating to national security taps
which we have discussed.

F. Invasion of Constitutional Rights

National security taps necessarily lead to a massive intrusion into Con-
gtitutionally protected rights.

1. First Amendment Rights.—National seenrity taps have repeatedly in-
vaded First Amendment rights to politiceal association and free speech. ITn the
Halperin case, for example, Dr. Halperin became a econsultant to Senator
Muskie's presidential eampaign in 1970 and 1971. All his conversations in this

area were intercepted and presumably made available to persons in the White
House who were extremely interestd in Snator Mnskie's ideas and efforts at
thig time, The government has also admitted that it monitored Dr, Halperin's
efforts to write eritieal articles of government activities after he left the
governmen,

Published reports indieate that a seeond target of the Kissinger taps also
worked for SBenator Mnskie and was tapped during the very time he was an
active eampaign worker.

In the J.D.L. case, many persons who actively supported the J.ID.I. and
ecalled its office with pledges of money or assistance had their names recorded
for the n=e hy the government. Any attempt to obtain these names direcily
wonld have been denied under the authority of the Supreme Court's decision
in NAACP v. Alabama. 357 .S, 449 (1958).

There have been numerous other enses where dissident groups or eivil
rights activists or opponents of the Vietnam War, were wiretapped under
eonstitutionally baseless cirenmstances. We have already alluded to the wire
tap of Martin Luther King, Jr., who was tapped because some associates
allegedly had Communist ties. Tn a notorions memorandom produced before
the Senate Watergate Committee, Egil Krogh and David Young reported to
John Ehrlichman that Richard Barnet and Mare Raskin of the Institute
for Poliey Studies, highly voeal opponents of the Nixon Administration’s
Vietnam policies, were “overheard.” (Ervin Committee hearings, p. 2644.) We
also know that David Dellinger and other defendants in the Chieago Con-
apiracy trial were overheard numerous times during the period when they
were planning and earrying out protest rallies against government policy.

2, Fourth Amendment Rights.—The sweeping intrusion into a person’s right
to privacy by a wiretap has already been set forth above. Evervthing that is
said on a tapped telephone is swept up by the government's electranic ma-
chinery. ITn the Halperin case, every conversation on the plaintiff’s home
telephone was recorded and transeribed over a 21-month period. These in-
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cluded family conversations between hushband and wife or parents and chil-
dren, conversations between the minor children and their friends as well
as the political discussions mentioned above. These conversations were care-
fully transcribed by an anonymous government clerks, summarized by FBI
agents and sent regularly to White House officials, who then knew virtually
everything about the Halperin's thoughts and activities for nearly two years,
All this was done in the name of protecting national security and it was done
for seventeen months after Dr. Halperin had left government employ.

As Mr. Justice Powell pointed out in his opinion for a unanimons Court in
United Btatcs v. United States District Court, 407 U.8, at 313, the historie
relationship between the First and Fourth Amendments is dramatically
evident in the context of a national security wiretap, and it is particularly
evident in a tap like the Halperins';

“National security cases . . . often reflect a convergence of First and Fourth
Amendment values not present in cases of “ordinary” crime. Though the in-
vestigative duty of the executive may be stronger in such cases, so also is
there greater jeopardy to constitutionally protected speech. “Historically the
struggle for freedom of speech and press in England was bound up with the
issue of the scope of the search and selzure power." Marcus v. Search Warrant,
867 1.8, 717, 724 (1961).”

8. Siwth Amendment Rights.—The sweeping nature of a wiretap necessarily
means that many privileged communications will be overheard by government
eavesdroppers. In recent years there have been numerouns instances of lawyer-
client calls being overheard. In the days before Title III, bugs or taps were
in police headgunarters—almost certainly an intrusion upon lawyer-client con-
versations, See Schwartz, op. eit. 47T8-T9.

Overhearings of lawyer-client conversations have often occurred in national
security cases. See. e.g., Kinoy v. Mitchell, supra (defense lawyer overheard
23 times). In a brief submitted to the Seventh Circuit Court of Appeals in the
Dellinger contempt case last week, for example, the following assentions were
made about FBI wiretapping of the defendants and their lawyers in the
Chicago conspiracy case:

“{i) Despite Mr. Mitchell's memorandum to Mr. Hoover, dated Suly 14,
1969, directing that FBI agents avoid monitoring defendants and their attor-
neys during the conspiracy trial, a memorandum heavily relied upon by the
government in this case, they in fact did so and had to be reminded of the
directive by the central office of the FBI.

“(ii) FBI agents were specifically directed to frame even their internal
reports to the FBI 80 as to conceal the source of their material, the result
of which is that records in FBI files will not reveal what FBI agents know.

“(iii) The FBI was continuously making personality assessments of the
defendants in the Chicago conspiracy trial, which obviously were a key to
what may well have been the structuring of trial court proceedings so as to
develop reactions by the defendants,

“(iv) As a foundation for a claim of a foreign security exception, the FBI
has directed its agents to submit “excised” logs which would reveal only the
recordings of converastions showing foreign involvement:; thus, logs sub-
mitted in camera to a court on a claim that surveillance was for foreign
security purposes are not an accurate report of the true logs, In re Dellinger,
73-2017, Reply brief for Appellants pp. 20a-21."

These assertions were based upon government documents produced in a
civil ease pending in the District of Columbia, Dellinger v. Mitehell, Civ,
No. 1768-69.

Another recent instance of a national security wiretap interferring with
Sixth Amendment rights is the Army's surveillance of civilian American attor-
neys in West Germany. Conversations among lawyers working for the Lawyers'
Military Defense Committee (a plaintiff in Berlin Democratic Club, et al. v.
Sehlesinger, et gl., supra) and their clients were intercepted on at least one
wiretap installed on the phone of an American free lance journalist and con-
sultant to LMDC. Conversations overheard on the wiretap, as revealed hy
Army documents summarizing them, ineluded discussions about how to conduct
the court martial defense of Larry Johnson a black GI who has since been
discharged from the Army. According to the Army intelligence agents who
disclosed the wiretapping, more than fifteen volumes of classified surveillance
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documents, including the records of other wiretaps on LMDC lawyers, were
destroyed by the Army immediately after the disclosures ocenrred last August,
thus further indicating that the Army knew the entire operation was illegal?

III. CURBING NATIONAL SECURITY ABUSES

It has been suggested that the answer to the abuses noted above is to re-
quire a separable warrant procedure apart from Title III for all national
security or foreign intelligence wiretaps. We do not believe that such a pro-
cedure standing alone would adequately deal with the problems we have been
diseussing.

A. Definition of National Security

In the first place the definition of national security is so elugive that a
separate warrant procedure is not likely to restriet the wide range of wire-
taps that have been installed in the past. ‘National security’™ was used to
Justify many aspects of the Watergate cover-up. It was used to justify the
wiretap of Martin Luther King, Jr. It was used to justify the break-in of
the office of Dr. Lewis Fielding, Daniel Ellsherg’s psychiatrist. It was used
to justify the wiretap of Morton Halperin for 17 months after he left the
government,

The difficulty of defining “national security” was eloquently exipressed hy
Egil Krogh, Jr., soon after he pleaded guilty to his part in the E
break-in:

“While T early concluded that the operation had been a mistake, it is only
recently that I have eome to regard it as unlawful. I see now that the key
is the effect that the term “national security” had on my judgment, The very
words served to block eritical analysis. It seemed at least presumptuons if
not unpatriotic to inguire into just what the significance of national security
was,

“When the issue was the proper respomse to a demonstration, for example,
it was natural for me to question whether the proposed course was not ex-
cessive. The relative rankings of the rights of demonstrators and the protec-
tion of law and order could be debated, and the range of possible accommo-
dations explored, without the subjects’ of patriotism and loyalty even rising
to the level of consciousness, But to suggest that national seenrity was being
improperly invoked was to invite a confrontation with patriotism and loyalty
and so appeared to be beyond the scope and in econtravention of the faithful
performance of the duties of my office.

“Yet what is national security? I mentioned that all of the potential uses
of the information sought in the Fielding incident were econsistent with my
then coneept of national security, The diserediting of Dr, Elisherg, which today
gtrikes me as repulsive and an inconcelvable natlonmal security goal, at the
time would have appeared a means of blocking the possibility that he wonld
become such a popular figure that others possessed of classified information
would be enconraged to emulate him. More broadly, it would serve to diminish
any influence he might have in mobilizing opposition to the course of ending
the Vietnam war that had been set by the President. And that course was the
very definition of national security. Freedom of the President to pursne his
planned course was the ultimate national security objective. [New York
Times, January 25, 1974, p. 161"

“Foreign intelligence” is equally difficult to define, A recent law review
article succinetly points out the problem :
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“The definition of a forelgn security surveillance is far from clear. Almost
any problem of governmental concern could be said to relate, at least
remotely, to the natiomal security, and to bear, at least potentially, on the
country’s relations with foreign powers. If loosely drawn, a foreign security
exception to the warrant requirement could thus be very broad. United States
Distriet Cowrt did not marrow its potential scope, having been decided as a
purely domestic case, and lower court cases which have applied the foreign
security exception have done so quite expansively. In Zweibon v. Mitehell, for
example, the court accepted as grounds for the warrantless surveillance of the
Jewish Defense League the possibility that that group's anti-Soviet protest
activities might bring adverse reaction from the Government of the Soviet
Union and harm to Ameriean citizens in that country. The ease suggests that
individuals may be the subject of warrantless foreign security surveillance
withont themselves having the least affinity with a foreign power, if their
activities threaten to affect the behavior of foreign powers, (footnotes omitted)
Note, 87 Harv. L. Rev. 976, 977-78 (1974)"

In one current ease, in which we are representing an Arab-American activist
lawyer in a civil suit for wiretap damages, an asesrted national security
justification by the government for barring discovery was rejected by the
District Court. The government had submitted an ex parte affidavit which
undoubtedly was more detailed than its own internal justification memoranda.
Jabara v. Kelley, 42 LW 2528 (E.D. Mich. March 21, 1974).

In the so-called Kissinger taps, the justifieation offered for wiretapping 13
government employees and 4 newsmen was that there was a leak of national
gecurity information to the press. The government asserted a “foreign affairs'/
“pational seeurity” rationale for the tap on the Halperin home by the facile
Jogie that because intelligence organizations read American newspapers, any
leak of information to the newspapers is tantamount to a spy covertly con-
veying information to a foreign government.* This rationale would expose to
unwarranted executive wiretapping all the hundreds of thousands of govern-
ment and private industry employees who have access to elassified information,
all former employees who had such aceess, all members of Congress, and all
newsmen who are potential recipients of such information.

B. Ex Parte Application for a Warrant

The fact that a judge would have to pass on the government's applieation
for a tap is not likely to solve the problem. The government could offer a
plausible excuse why a national security tap was necessary. Under the ox
parte circomstances of the application, it Is unlikely that a judge would
digpute the government's contentions as to why the tap should be installed.

In the Halperin ease, for example, the government has argued as follows.

“The early months of 1969 were particularly sensitive times with regard
to the formulation of this country's foreign policies and the establishment of
our future relations with other nations. Statement by the President, 9 Presi-
dential Documents 694 (1973). During this period, policies were being con-
sidered which would establish this country's fundamental approach to major
foreign policy issues such as the Strategic Arms Limditation Talks (SALT),
Vietnam and many other national security issues. Ibid. Because of the sensl-
tive nature of these matters, the secrecy of each was of vital importance, and
placed in lawyers’ offices or in other places where attorneys wonld speak to
their clients. The Detroit police allegedly wiretapped every public telephone
the suceess or failure of each program turned in many instances upon the
maintenance of the necessary security. I'hid. However, notwithstanding the
eritienl need for such security during this period, the Government was oomn-
fronted with leaks to the press of documents which were considered of the
greatest importance to the mational security . . . . access to the classified
information which had been diselosed to the press was limited to a few officials
and employees within the Government, Dr. Henry A. Kissinger, then Special
Assistant to the President, was directed by the President to provide the

T government’'s argume wag nag follows: * . the electronle sarvelllanee of
IDr. Halperin's home telephone] was econducted by the Executive for forelgn poliey
purposes and for the protection of natlonal security information against foreign intel-
ligence actlvities.”




112

Federal Bureau of Investigation with the names of certain individuals who
had such access. Hearing on Nomination of Henry A. Kisginger, supra at 12.
One of the names provided to the Federal Burean of Investigntion by Dr.
Kissinger's office was that of Dr. Morton H. Halperin, then a member of the
National Security Council staff.

“However, notwithstanding this and other investigations being condueted
by the Federal Burean of Investigation and additional governmental efforts
to curb the unanthorized disclosure of elassified information, press leaks in-
volving the most sengitive of foreign policy matters continued through 1969,
1970 and 1971, and the surveillance of Dr. Halperin wasg thus continued
throughout this period until its termination on February 10, 1971.”

The plaintiffs’ were able to dispute the government's argument, however,
and obtain discovery in the case, despite the assertions of national security,
But without an adversary hearing, the government's assertions might well
have been accepted by the court.

A warrant procedure would add limited protection if the concept of national
security remains as broad and is as frequently asserted as it is now. In our
view, therefore, the principal task facing the Congress is the enactment of
broad prohibitory legislation. This legislation should be backed up by a war-
rant procedure only with respect to the extremely narrow area in which any
wiretapping at all is permitted.

C. Inadequate Protection of Constitutional Rights

The only arguable improvement that would come out of a separate warrant
procedure for broadly defined national security/foreign intelligence taps would
be better recordkeeping. The Title ITI requirements of a warrant snd the
housekeeping provisions of Section 2518 would mean that the government
would not be able to be so ecareless in accounting for the existence of a tap.
But other Constitutional infirmities mentioned above wounld still exist,

The government would still be able to wiretap its political enemies under
the pretext o national security and thereby inhibit the exercise of their First
Amendment rights. The invasion of Fourth Amendment rights would be as
sweeping as they are now, as would Sixth Amendment infringements. A war-
rant procedure would not overcome these constitutional objections.

D. Warrant Procedures and Recordkeeping Requirements

It has been argued that there must be some procedure for the govern-
ment to secure foreign intelligence information throungh a wiretap to protect
the national defense or safety: and that the government must have some
means to protect itself against foreign espionage. It must be allowed to
obtain intelligence to meet clear and present external dangers before they
ripen into direct violence against the nation.

It has been argued that there must be some procedure for the govern-
ment already has specific anthority to wiretap, the constitutionality of which
has not yet been decided. The crimes outlined in Section 2516 which justify a
wiretap under Title IIT include espionage, sabotage, treason, rioting, and
similar crimes, As the Supreme Court pointed out in United States v. United
Ntates Distriet Court. 407 U.8. at 321. “Judges may be counted upon to be
especially conscious of security requirements in national security cases. Title
IIT . . . already has imposed this responsibility on the judiciary in connection
with such crimes as espionage, sabotage, and treason. §2516(1) (a) (e).” .

With respeet to domestic activities which are under investigation by the
Government for “national security” reasons, the Supreme Court has already
spoken. Where “there is on evidence of any invelvement, directly or indirectly
of a foreign power,” the Fourth Amendment applies. United States v. United
States District Court, 470 U.8. at 309.

The Justice Department in its Congressional testimony has econceded that
the Supreme Court’s decision narrows the area of possible executive discretion
to wiretap in foreign Intelligence sitnations. These must he limited to eir-
cumstances where “such factors [exist] as substantial financing. control by or
active collaboration with a foreign government or agencies thereof in unlawfnl
activities directed against the government of the United States.” Furthermore
the Justice Department has conceded that “such factors will be present in a
very minimum number of situations.” Testimony of Deputy Assistant Attorney
General Kevin T. Maroney, Hearings, Warrantless Wiretapping supra, p. 12,
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We must point out that the Government's position in each national security
wiretap case cited in our testimony is at variance with this concession.

Title III leaves open the question of diseretion for Executive action in the
area of foreign intelligence gathering or to protect national security informa-
tion against foreign intelligence activities. This area of discretion as to
which the Congress has taken no position and which the Supreme Court
narrowed in the Keith ecase, is still too broad. At a minlmum the limits of
foreign Intelligence wiretapping should begin with the definitions offered above.
jut in drawing up these definitions we hope that Congress does not authorize
what it is seeking to prohibit,

We believe that a warrant procedure for foreign intelligence wiretaps does
not go far enough, It does not meet the definitional prolems mentioned above,
It may be interpreted as lending Congressional sanction to an unconstitutional
practice. The need for accountability is great and any exercise of executive
discretion in this area shonld be subject to legislative definition and subse-
quent judicial review.

However if Congress does not affirmatively prolibit these kinds of wiretaps,
a warrant procedure under strict definitions and standards is a conceivable
alternative. As we noted above, a warrant requirement would lead to some
kind of Executive accountahility. It would mean that the courts could ini-
tially check on the government's elaim of foreign security and later hold it
to account if it exceeded its anthority. It wonld mean that the targets of
illegal use of this power might obtain redress, and Congress could also de-
termine whether its standards have been met.

CONCLUBION

The right of privacy is perhaps the most important right of American
citizens. A wiretap is and has been a most gerious invasion of that right, A
warrant requirement In order to legitimate vague national security wiretap
practices will not cure these incursions upon the Constitution,

Thank you for this opportunity to appear before the Subcommittee today.

Mr. Kasrenymeier. The hour is late and 1 would like to oifer the
Chair’s apologies to Dr. Morton Halperin, who has patiently waited
to il':-‘f"lf_\'.

Dr. Halperin holds his Ph.D. in political science and served the
Government both as Deputy Assistant Secre r.a‘\ n} Defense during
the Johnson administration and as an assistant to Henry Kissinger
at the National Security Council during the ear I\ |1.|:t of this admin-
istration.

Dr. Halperin was the subject of a warrantless national security
wiretap for over 1145 years after leaving the Government.

We welcome you and you may proceed any way you wish.

TESTIMONY OF MORTON HALPERIN, PH. D.,, FORMER NATIONAL
SECURITY COUNCIL STAFFER

Dr. Haveerix. Mr. Chairman, it is a great privilege for me to
appear before this committee. I propose to discuss warrantless wire-
tapping rationalized by the incantation “national security.”

Depending on one’s perspective this can be said to be a subject
on which I am biased, or it can be said to be one on which I speak
from great experience. In any case, my involvement with warrant-
less wiretaps is, which unvoluntary, quite extensive. For 21 months,
the words of members of my family and those who called us on
the telephone or used the tele |1}umv themselves, were duly summarized
and copies of these summaries were sent to high administration
officials, including Henry Kissinger and H. R. Haldeman. During
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all but the first 4 of these 21 months, T was a private citizen with
no access to classified information, but with an active involvement
in public affairs.

The lawsnit brought by my family has been brought against
those we believe responsible for this surveillance and has now pro-
gressed to the stage where we have been given copies of the snm-
maries of these telephone conversations and other documents. And T
have spent, I might say, most of the last week reading these doeu-
ments and they are both fasecinating and frightening. T am pro-
hibited by the court’s order from discussing this material, And in
restraint and the fact that Mr. Freidman and Mr. Shattuck have
discussed what we know abont the case from other materials, I
propose to focus my remarks on some more general questions about
my case in so far as T am able to do so.

My remarks then will be focused on three questions: (1) What
the current practice of the Justice Department; (2) what are the
benefits of such surveillance: and (3) what chould be done.

The starting point for any inquiry about current practice is of
of course the Aeith decision. I find Justice Powell’s decision in that
case unambiguous. totally nnambiguous. As T read it, he says that,
electronic surveillance of an American citizen requires a warrant
under the procedures of the omnibus erime hill unless he or she
is an “agent” of a foreign power. And the Court of course, reached
no judgment at all about whether a warrant would be required for
the surveillance of foreign powers or their agents. But 1t defined
“agents” as those having a significant connection with a foreign
power, Therefore, in my view, its practice under Aeith should be
straightforward, as Mr. Freedman suggests, and clearly it is not.

Warrants should be required under title 3 unless the surveillance
is of a foreign power or its agents, and agents is narrowly defined.
Now the Justice Department witnesses who testified before the
Senate Judiciary Committee shortly after the Keith decision gave
precisely this interpretation. William Ruckleshans, when he was
Acting Director of the FBI and later Deputy Attorney General,
also gave this interpretation of the decision. But as already sug-
gested, other signs are more disquieting.

The number of warrantless surveillances does not appear to have
gone down. Mr. Richardson has presented the opinion that the
Keith case did not cover any surveillance in any way related to
foreign policy—the Jewish Defense League was attacking an em-
bassy or in my case because of the view that foreign powers read
newspapers and therefore anything that involves anvthing that
might get into a newspaper, the Justice Department explicitly says
involves the activities of a “foreign power.”

Therefore, there is great uncertainty abont what the enrrent prac-
tices are of the Justice Department and very disquietine indications
that in fact very little has been accomplished by Keith. After all, the
Keith case itself involved the CIA. the I'rln\\'in_:f up of a CTA installa-
tion o presumably that would now be said to be involved with a
foreign power.

In my view the committee should discover very precisely what
the current practices are and insist that, if there is to be any war-

i
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rantless surveillance, until there is any further legislation, that it
be limited to foreign powers, and their “agents” marrowly defined
as those who have a significant connection with a foreign power,
but in cases where espionage is not involved.

Because if espionage is involved, then a warrant should be re-
quired under title 3.

Let me turn now to the question of the value of warrantless sur-
veillance for national security ]Hll[ll)-l"-\ In my judgment, such sur-
veillance has extremely limited value and can in no sense be called

vital to the security of the United States. I should make it elear
that on that specific question of what one learns from such sur-
veillance, my information is only negative. Never during my 3
or 4 or more years in the Defense De partment and the W }hlv House
did I read a report which I knew to be based on electronic surveil-
lance conducted in the United States, although I routinely saw
material from far more sensitive sources.

Occasionally and ot T andom, one might pick up a useful piece of
intmm.llum from an electronic surveill: nce of an embassy, but the
systematic take must, as regards the aetivities of foreign pu\wh be
mere gossip, Such things as whether the Foreign Minister is coming
over this \\wl‘ or next week and whether he plans to stop in New
York for 2 or 3 days.

As George Kennan makes clear in his memoirs, every foreign serv-
ice officer going abroad assumes that his office and home phones are
tapped. \ntllmg is said by a dt{ninnnt on a phone unless he is
prepared or even in some cases desires that what he says is to be
overheard by the host government.

Now not mnh 18 viulium(‘ surveillance unlikely to yield significant
information, but also the American Government has many other
sources of information of significantly greater value.

This is, of course, a very Lhihf-ul ‘-ll])qt‘(t to discuss in a public ses-
sion or even in executive session of a Congressional committee limited
to Top Secret information. I may -m|p]\ assert that the execubive
Branch has many sources of information on the aectivities of foreign
governments, that no single one of these sources can be r'nn-lill'lt'd
“\11‘11' although many yield information of far greater value than
could conceivably come from electronie surveillance.

I would urge this committee to demand from the executive
branch a very careful *all source” evaluation of the absolute and
relative value of mlmlnll ion nln ained from warrantless electronic
surveillance for national security purposes.

Now if T am Il"‘]lI that surveillance has relatively little value, you
may wonder \\}1\ it is carried on so extensively and so \1<'mm|-1\
defended by the I|1~Isu\ Department and the FBI. The o\}ﬂ-untmn
in my view lies in large part in the way the American executive
bureaucracy funetions.

Let me try to suggest just a few key points involved there:

First, involving the struggle over missions. One of the most en-
during characteristics of the Federal bureancracies is the struggle
over responsibilities. Each agency has a view of its essence, its core
activity, and struggles to keep responsibility for the areas it has
while broadening into other related areas
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Such a struggle over turf engages the FBI in its relations with
the CTA, NSA, DIA, and the Armed Services Intellicence branches;
The FBI seeks exclusive control over investigations within the
United States while the foreign intelligence agencies seek responsi-
bility for gathering all national security information.

When such a conflict exists. the ageney responsible for the mission
must constantly demonstrate its willingness and ability to perform
that mission.

The competing organizations seek to show that the agency is either
unwilling or unable to commit the resources necessary to do the job
right. And in this classic situation, the consuming agencies con-
tinue fo raise their demands while the performing group struggles
to meet the requests.

The foreign intelligence agencies, eager for the responsibility to
monitor embassies, wonld like nothing better than a record of FBI
refusals to perform a requested surveillance.

The FBI is unwilling to ereate such a record. Thus, requests for
surveillance are generated whenever they are remotely plausible,
and the IPBI is reluetant to challenece the asserted need.

Second, is what I eall, the extravagant use of “free goods”:
whenever something is free to an agency, it is likely to ask for a
great deal of it.

The budgetary and manpower costs of the surveillance are not
charged to the foreign policy agencies. If on the other hand, the
NSA for example, wanted to increase its monitoring of coded mes-
sages to and from country X, it would have to find the money and
personnel to do so. But telephone taps or bugs of embassies are “free
goods”, paid for from the FBI budget. Bureaucracies, like individ-
uals, have a tendency to consume a great deal of any free good with-
out asking how much it is costing someone else.

Third. the failure to take other values into acconnt, Bureauncracies
feel neither the responsibility nor the capability to take the values
of society, other than those with which thev are formally chareed,
into aceount in making decisions. For the foreign affairs agencies.
who generate the requests for surveillance, not only is there no
budgetary cost, but the possible infringement of constitutional rights
18 not viewed as a legitimate concern. Their responsibility is to gather
information needed by foreign policy decisionmakers: it is somebody
else’s job to worry about civil liberties,

One might expeoct the attorney general to play this role, but he
is simply not equipped to do so unless he has a staff involved in
this process which can challenge national security surveillance on
the grounds that it interferes with people’s civil liberties and of
conrse he has no such staff.

Finally, there is the unplanned payoffs of value to the bureaucracy.
Often, an agency will pursue a program with enthusiasm for rea-
sons unrelated to why it is asked to undertake the activity. I suspect
such a phenomenon is as work here,

There is little doubt that the FBT has an insatiable appetite for in-
formation about domestic groups and individuals with an interest
in one or another foreign country. Taps on embassy phones yield
much information about who gets into contact with foreign govern-
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mmut\ and why. From the point of view of the FBI itself, the most
raluable aspect of embassy taps may very well be the leads that it
]atm.tlw to American citizens who are of interest to the Bureau.

[f this last phenomenon explains at least in part why our surveil-
lance i1s so extensive rll-xp‘h- the meager returns for national secur ity,
it also explains what is wrong with such surveillance. Taps on em-
bassies do not merely pick up “the conversations of diplomats talking
to each other. They allow the FBI to listen in on the conversations
of American citizens discussing their political beliefs. These citizens
have no way of knowing which phones to avoid and do not learn
that their conversations have been overheard unless and until they
are indicted for a criminal offense.

Let me condlude by stating briefly what I believe should be done
by way of legislation.

Let me state clearly that' my own preference would be to abolish
all wiretapping. I believe it is an unwarranted mtrusion of the
rivacy of American citizens. And I do not believe that it is either
L'_‘__":l] under the Fourth Amendment or even that, if it is, that it
is good policy to permit such taps.

But assuming that the Congress is not prepared to rake the steps
of abolishing such wiretaps, then it seems to me that it should
urgently consider some most modest steps:

First, I think warrants should be required for all surveillance of
American citizens and resident aliens and should be issued under
the procedures of the Omnibus Crime bill in situations where there
is probable cause to believe that a erime has been committed.

And I think given the Justice Department’s interpretation of
Keith, this requires legislation.

As far as taps on embassy personnel and nonresident aliens and
noneitizens, who may be agents of foreign powers, again my prefer-
ence would be that all such surveillance be made illegal and that
section 3, which permits such an exception, be removed from the
legislation. But again, if Congress is not prepared to take that step
of banning embassy taps, but under the lesser standard of reason
to believe that information of importance to the national security
will be learned.

And T do not believe that information obtained from such taps
should be usable in a court of law. My view of the main purpose
of requiring warrants on embassy taps is that if your permit any
area in which taps can be conducted withont a warrant, no matter
how narrowly you define that area, say it can only be on embassies
or ambassadors, the Government will always extend the area. They
will say “well we are tapping A because Ambassador Jones fre-
quently visits him or it is his mistress’ house” or whatever. I think
the ml]‘\' way to make it clear that, if you conduct a tap without
a warrant, you are doing something illegal is to require a warrant
on every tap, whether it is on an embassy or ambassador or an
American citizen.

Finally I think, as far as the telephone companies, that legislation
should provide that the telephone company is to assist in placing
taps on phones only when it 1s given a copy of a warrant and main-
tains a copy of that warrant in its files, In my view the behavior of
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the phone company has been even more reprehensible than that of
the Government because the phone company is after all a contractee
of an individual and one really doesn’t have any choice but to go
to the C&P Telephone Co. if one lives in Maryland and one wants a
telephone, There is not much competition in this area.

And the phone company, which T let into my home in order to get
its phone service, permitted the FBI, without a warrant, without any
justification being given to the phone company, without even a piece
of paper being given to them, permitted them—and not only per-
mitted but put a tap on my phone and gave the end of the wire to
the FBI in order to listen into conversations.

I believe that the phone company should be put on notice that its
behavior is eriminal if it permits a tap without a warrant.

That is another reason why T believe warrants have to be required
for all taps. I believe the telephone company should be told very
explicitly that a wiretap without a warrant is illeeal and I believe
this is of great importance because my understanding is that a tap
with the help of the telephone company can be put on in 10 minutes.
It is easy to put on a tap with the help of the telephone company
but a tap without the support and assistance of the telephone com-
pany is difficult to put on and it is relatively easy to detect.

Mr. Chairman, that T think concludes my remarks except to say
that the changes that T think should be made, if in fact taps are not
to be banned entirely, are consistent with the bill that the Chair-
man has introduced and I am pleased to indicate my support for it.

Mr, Kasrenyemg, I am pleased to have your support for it, Dr.
Halperin. You have talked about wiretapping and to some extent
electronic surveillance. Do you feel there are other ways the Govern-
ment, through mere following of citizens or shadowing of them,
engages in pursuits which invade the privacy of its eitizens?

Mr. Haveeriy. T am sure that these things go on. In the publie
materials in my lawsuit there is no reference to any surveillance of
me other than the phone taps but there is of course a great deal of
information on the record of the Government doing this in other
cases, of attending meetings, of taking down the names of people
there, of taking pictures of meetings and so on.

Mr. Kasrenarerer. How did you happen to discover that you were
being wiretapped ?

If you are able to say, was this an accidental discovery?

Mr. Haveerin. No, Daniel Ellsberg happened to be in my home
on one occasion and made a phone call and that fact was revealed
ab the criminal trial where he had been indicted for conduct in-
volved with the Pentagon Papers.

Mr. Kastenaerer. I see.

Mr. Haveeriy, And the Government revealed there that he had
been overheard on surveillance, not of him, but of me.

Mr. Kastenmemer. Do you have any questions? We might have
time for a question. Otherwise we are again being called to the floor
for a vote.

Mr. Drixan. No. T have a few but I can talk to Dr. Halperin
afterwards. I am interested in pages 7 and 8 of his testimony, but
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I don’t want to hold him. I want to apologize because he stayed
all day here and we appreciate it.
I want to tell him his testimony has been extraordinarily helpful.
Mr. Kasrenyemr, Yes, the committee is indeed indebted to youn
for your appearance today and for your statement. It is a brief state-
ment but it is a very useful one and we appreciate your appearance.
Thank you very much. Dr. Halperin.
[The statement of Dr. Halperin follows:]

TeESTIMONY OF MorTON H. HALPERIN, PH.D., FORMER NATIONAL SECURITY
COUNCIL STAFFER

It is a great privilege for me to appear before this committee. I propose to
discuss warrantless wiretapping rationalized by the incantation *“national
security.”

Depending on one's perspective this can be said to be a subject on which I
am biased, or it can be said to be one on which I speak from great experience,
In any case, my involvement with warrantless wiretaps is extensive. For 21
months, with the aid of the C&P Telephone Company, agents of the FBI re-
corded and listened to all of the conversations on my home telephone, The words
of my family and those who called us or used our phone were duly summarized
and copies sent to high administration officials, including Henry Kissinger and
H. R. Haldeman., During all but the first four of these 21 months, I was a pri-
vate citizen with no access to classified information, but in an active involve-
ment in public affairs,

The lawsuit bronght by my family against those we believe responsible for
this surveillance has progressed to the stage where we have been given coples
of the summaries of these telephone conversationg and other doeuments. I am
prohibited by the Court's order from discussing this material. In view of this
restraint and the fact that, as I understand it, Mr. Friedman will be discussing
my suit, as well as others, with vou, I propose to focus my remarks on more
general questions. I womnld, of course, be happy to respond to questions about
my own case in so far as I am able to do so.

My remarks, focusing on warrantless so-called national security taps, will
deal with three gquestions: (1) what is the current practice of the Justice De-
partment, (2) what are the benefits of such surveillance, and (3) what should
be done.

The starting point for any inquiry into current practice is, of course, the
Keith decision (U.S8. v. U.8. District Court 407 U.S. 297 (1972)). I find Justice
Powell's opinion for the Court unambignons, It says, as I read it, that elec-
tronie surveillance of an American citizen requires a warnrant under the pro-
cedures of the Omnibus Crime Bill unless he or she is an “agent™ of a foreign
power. The Court reached no judgment as to whether a warrant was required
for the surveillance of foreign powers or their “agents,” but it defined “‘agents’
a8 those having a significant connection with a foreign power.

Practice under Keith should be straightforward. Warrants should be required
unless the surveillance is of foreign power or its agents, narrowly defined. The
Justice Department witness who testified before the Senate Judiciary Commit-
tee shortly after the Keith decision came down gave this interpretation of its
meaning, and Willinm Ruckelshaus took this view when he was Acting Director
of the FBI and Deputy Attorney General. Other signs are more disquieting,
The number of warrantless surveillances does not appear to have declined sig-
nificantly sinee Keith. Only six were removed immediately folowing the decision
and Elliot Richardson recently testified before two subcommittees of the Senate
Judiciary Committee that while he was Attorney General there were an aver-
age of approximately 100 warrantless surveillances at any given time, More-
over, in Mr. Richardson's view, Keith did not affect any surveillance in any
way related to foreign policy. The Justice Department has taken the same
position in defending individuals in eivil lMtigation, particularly in the Zwei-
bhon ease (where the position has been upheld by the District Court, Zweibon
v. Mitchell 363 F. Supp. 936 (D.D.C. 1973)) and in Halperin v, Kissinger.
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Thus there is great uncertainty about current practice and disquieting indi-
cations that warrantless surveillance continues against Americean citizens where
foreign policy is in one way or another involved. I would urge this committee
to urgently seek from the Justice Department a elarifieation of current prac-
tices. The committee should, in my view, insist that if there is to be any war-
rantiess surveillance, pending any further action by Congress on the Conrt, it
should be limited to foreign powers and to their “agents” in the rare case where
there is reason to believe that a significant connection exists but where es-
pionage is not suspected.

Let me turn now fo the question of the value of warrantless surveillance for
national security purposes. In my judgment, such surveillance has extremely
limited value and can in no sense be considered vital to the security of the
United States. I should make it clear that, on the specific question of swhat
one learns from such surveillance, my information is only negative, Never dur-
ing my three or more years in the Defense Department and the White Flouse
did T read a reporf which I knew fo be based on eleetronic surveillance in the
United States, although I routinely saw material from far more sensitive
sources. Ocecasionally and at random, one might of course pick up a usefnl
piece of information from an electronic surveilanee of an embassy, huaf the
systematic take must, as regards the activities of foreign powers, be mere
gossip,

As George Kinnan makes clear in his Memairs, for example, every foreign
service officer going abroad assumes that his office and home phones are tapped
Nothing is said by the diplomats unless they are prepared, or even want, to
have it overheard.

Not only is electronic surveillance unlikely to yield significant information,
but also the American government has many other sources of information of
significantly greater value. This is, of course, a very diffienlt subject to disenss
in a public session or even in an exeeutive session limited fo Top Seeret infor-
mation. Let me simply assert that the execntive branch has many sonrces of
information on the activities of foreign governments. No single source is ijtself
“vital,” although many yield information of far more value than ean eonceiv-
ably come from electronic surveillance. T would urge this committee to demand
from the executive branch a ecareful “all source” evaluation of the absolnte
and relative value of information obtained from warrantless electronle =ur-
veillanee for national security purposes,

If T am right that such surveillance has relatively Httle value, yon may
wonder why it is earried on so extensively and so vigarously defended v the
Justice Department and the FBI. The explanation lies in large part in the
way the bureacracy of the executive branch funetions. Let me just touch on
a few key points.

The struggle over missions. One of the most enduring characteristics of the
federal bureancracies is the struggle over responsibilities, Bach ageney has a
view of its essence—Iits core activitv—and struggles to keep responsibility for
the areas it has while broadening into other related areas. Such a struegele
over turf engages the FBI in its relations with the CTA. NSA, DIA. and the
armed services intelligence branches, The FBI secks exclusive control over in-
vestigntions within the United States while the “foreign” intelligence agencles
seek responsibility for gathering all “national seenrity” information.

When such a conflict exists, the agenev responsible for the mission mnst econ-
stantly demonstrate its willingness and ability to perform the mission. The
competing organizations seek to show that that ageney is nnwillineg or unahle
to commit the resources necessary to do the job right. Tn this class sitnatinn,
the eonsuming agencieg continue to raise their demands while fthe performing
group struggles to meet the requests. The foreign intelligence agencies, eager
for the responsibility to monitor embassies, would like nothine hetter than a
record of FBI refusals to perform a requested surveillanee. The FBI s un-
willing to create such a record. Thus requests for surveillance will he gon-
erated whenever a remotely plansible case can be made and the FBI will he
relnctant to challenge the asserted need.

The crtravagont wse af “FPree Goodze There 1s another regson why the farpion
affairs agencies are likely to be easnal about requesting sutveillance in the
United States. The budgetary and manpower costs of the surveillance is not
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charged to them. If NSA wants to increase its monitoring of coded messages to
and from eonntry X, it must find the money and trained personnel in its budget.
Telephone taps or bugs of the embassy are a “free good,” paid for from the
FBI budget. Bureaueracies, like individuals, have a tendency to consume a
great deal of any free good without asking how much it is costing someone else.

The failure to take other values into account. Bureaucracies feel neither the
need nor the capability to take the values of society, other than those with
which they are formally charged, into account in making decisions. For the
foreign affalrs agencies, who generate the requests for surveillance, not only
is there no budgetary cost, but the possible infringement of comstitutional
rights is not viewed as a legitimate concern. Their responsibility is to gather
information needed by foreign policy decision makers; it is someone else’'s job
to worry about eivil liberties,

One might have expected the Attorney General to play this role, but he has
not really been equipped to do so. What he wonld need is a staff that is skepti-
eal about the foreign policy value of such surveillance and concerned with civil
liberties which could make the case against any proposed surveillance. In the
absence of such a stafl he is likely to be overwhelmed by assertions of what
the "“national security” indeed requires.

Unplanned payoffs of Value to the Bureaucracy. Often an agency will pur-
sue a program with enthusiasm for reasons unrelated to why it is asked to
undertake the activity. I suspect such a phenomenon is at work here.

There is little doubt that the FBI has an insatiable appetite for information
abont domestic groups and individuals with an interest in one or another foreign
country, Taps on embassy phones yield much information about who gets into
contact with foreign governments and why. From the point of view of the
FBI itself, the most valuable aspect of embassy taps might very well be the
leads that they provide to American citizens who are of interest to the Bureau.

If this last phenomenon explains at least in part why such surveillance is
so extensive despite the meager returns for national security, it also explains
what is wrong with such surveillance. Taps on embassies do not merely pick
up the conversations of diplomats talking to each other. They allow the FBI
to listen in on the conversations of American citizens diseussing their political
beliefs. These citizens have no way of knowing which phones to avoid and do
not learn that their conversations have been overheard unless and until they
are indicted for a eriminal offense.

Tet me conclude by stating briefly what I believe should be done by way
of legislation,

Warrants should be required for all surveillance of American citizens (and
resident aliens) and should be issued under the procedures of the Omnibus
Crime Bill in situations where there is probable cause to believe that a crime
has been committed.

Warrants should also be required for surveillance of embassies and embassy
personnel, but under the lesser standard of reason to believe that information
of importance to the national security will be learned. I believe that warrants
should be required for such taps, among other reasons, so that there ean be
no ambiguity about the legality of warrantless taps. If some taps, with mo
one knowing how narrowly cirenmseribed, are legal without a warrant, officials
would always be able to claim that they believed a particular tap was in the
limited, permissible category. Only if all electronic surveillance requires a war-
rant ean we have any hope of preventing illegal surveillance.

The telephone company shounld be instructed to assist as reqnested in tele-
phone taps when it is given a copy of a warrant, and its assistance in a war-
rantless tap should be made a crime.

Fvidence obtained from an embassy surveillance should not be usable in
a criminal prosecution.

These proposals are consistent with H.R. 13825 and I am delighted to endorse
that bill.

My, Kasrexyemn, This will conclude today’s hearings, and on
Friday morning next in this room at 10 a.m., the hearings will con-
tinue, at which time we will hear from a representative of the Justice
wt. the Hon. David O. Cooke, Deputy Assistant Secretary of
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Defense and William Cammi &, attorney for American
gt I‘.\l'..-.".jr."]llj Co,

We will ask him a couple of questions which perhaps Mr.
? . ;

i might like know 1n connection with the phone com-

some of their practices. Until that time, the
subcommittee stands adjourned.

| Whereupon, at 4 p.m., the subcommittee recessed

10 a.m., Friday. April 26, 197

. Lo reconvene at




WIRETAPPING AND ELECTRONIC SURVEILLANCE

FRIDAY, APRIL 26, 1974

House or REPRESENTATIVES,
SvscommrrTee oN Couorrs, Civir LIBERTIES,
AND THE ADMINISTRATION OF JUSTICE OF THE
COMMITTEE ON THE JUDICIARY,
“‘:.f,\'f;.;.uf;.l’u.u, B

The subcommittee met at 10:10 a.m., pursnant to recess. in room
2141, Rayburn House Office Building, Hon, Robert W. Kastenmeier
(chairman) presiding.

Present: Representatives Kastenmeier, Danielson, Drinan, and
Smith.

Also present: Bruce A. Lehman, Counsel, and Thomas E. Mooney,
Associate Counsel.

Mr. Kastenmurer. The subcommitte will come to order this morn-
ing for the second day of hearings concerning the wiretapping and
electronic surveillance.

I would like to announce this morning that Mr. Smith, the gen-
tleman from New York, informs me that there are a group of
young people here from Ontario, Canada, and we welcome our
Canadian friends to this Subcommittee meeting of the Congress.

Our first witness this morning is the Assistant Attorney General
in charge of the Criminal Division, representing the Department
of Justice, Mr. Henry Petersen. Mr. Petersen’s long and faithful
service in the Department of Justice is well known to this committee
and we are very pleased to welcome Mr. Petersen. And with Mr.
Petersen, I understand, is his Deputy, Mr. Kevin T. Maroney. Gen-
tlemen, you are both welcome.

The Chair will observe, Mr. Petersen, that you have a 35-page
statement. And we will accept that for the record. You may not
necessarily want to read every line of your statement. Tf you counld
summarize, particularly those portions dealing with the legislation
it would be helpful. If the Chair may observe, I think at this point
the committee is more interested in the policies and practices of the
Department than in receiving testimony on legislation. although
some of the legislative proposals themselves are original and they
appear to be plausible in terms of addressing themselves to the prob-
lems involved.

Mr. Petersen, you are most welcome and you may proceed.

(123)
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TESTIMONY OF HON. HENRY E. PETERSEN, ASSISTANT ATTORNEY
GENERAL, CRIMINAL DIVISION, DEPARTMENT OF JUSTICE,
ACCOMPANIED BY KEVIN T. MARONEY AND PHILIP WHITE

Mr. Perersen. Thank you.

I was disposed to read it and on your admonition T thought first
of summarizing. 1 do not really think I can do an effective job of
summarizing a 35-page statement.

Mr. Perersen. Let me be very brief.

We oppose the bills, That is it.

Now, I think with good reason. First of all, let us start with title
IT1, T think that title TII, or what we call title ITI, the provisions
which both prohibit and permit wiretapping are effective safe-
guards. We have set up an elaborate system. Indeed, many say muech
too elaborate a system under title I11 to ensure that the wiretapping
procedure in implementation of our criminal investigative funetion
is carefully and wisely utilized. Under our practice over the past
5 years, from 1969, and I do not have a precise fizcure, I would
say not more than 10, and I may be exaggerating, not more than
10 of our applications authorizing attorneys to go to the court have
been turned down for lack of probable cause. There is a disagree-
ment between the court and our evaluation of the procedure.

Mr. Kastenseier. If T my interrupt, I think probably the figure
is less than that. Indeed I was struck with the few turn-downs of re-
quests at both the State and Federal levels, For example, according
to the Administrative Office of the U.S. Courts, for the period June
20, 1968, to December 31, 1972, the total number of applications for
authority to wiretap was 2.751. The total number of authorizations
was 2,744, There were only six denials and one withdrawal. So, your
“not more than 10" figure is not far from correct.

Mr. Perersen. It reflects a great deal of concern and T am sure
some of our agents and some of our lawyers at times consider it to
be an excess of redtape, but it requires a procedure that initiates
with the lawyer or investigator and involves a close working rela-
tionship between the two to develop the probable cause and a form-
uiation of the evidence in affidavit form, and an extensive review
procedure in the Organized Crime Section in the Criminal Division.
and ultimately with the Attorney General. And we exercise a large
degree of diseretion. We are conscions of the instances where priv-
ileged communications may be intercepted, and we are conscions
of the duration of the taps on the statutes authorized 30 days. It is
our usual custom to anthorize only for 15, and if necessary, to apply
for a continuation or a renewal, which again has to be submitted
with all of the formulation or reasons on up to the Attorney Gen-
eral. We think the practice has been a salutary one, and we think
that it has paid off.

We would not like to see it changed. The statute is complex. It
has given rise to a large degree of litigation. particularly with re-
spect to the issue of the so-called Mitchell signatures. You are
undoubtedly aware that we take the position that the control that
the statute mandates at the policymaking level was, in fact, exer-
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cised by the Attorney General, notwithstanding the fact that he did
not actually put his signature on each and every one. That issue is
under consideration by the Supreme Court and, hopefully, we will
have a ruling before the end of the term.

Mr. Kasrenymemer, On that question, has the practice changed
because of the challenge?

Mr. Perersex. Yes it has. The Attorney General now, as a matter
of practice, signs every one unless he is unavailable and then under a
specific delegation to me, and another Assistant Attorney General
on a standby basis we have the authority to approve in an emer-
gency. And that emergency ought to be distinguished from the emer-
geney provisions of the statute. We exercise our authority only
when the Attorney General is unavailable. The emergency provi-
sions of the statute have never been actually utilized, and only in
one instance was the emergency provision invoked, and that just
very recently in connection with some ongoing extortion scheme
where the lives of alleged hostages were threatened. And it was on
a weekend and we authorized the Bureau, with the conecurrence,
telephone concurrence of the Attorney General, to proceed without
formal submission of the affidavits and papers. Fortunately, the law
enforcement authorities raided the premises where the hostages were
alleged to have been held, and there were indeed no hostages and
so, we have never had to utilize that emergency authorization. Had
it been protracted we would have applied again, I think it is a
classic example of the discretion that is employed in the Department
of Justice and how carefully, and in a limited fashion, we are exer-
cising those powers that have been granted to us by the Congress.

Perhaps a more controversial issue involves the issue of electronie
surveillance in the area of internal security. The phrase, itself, is
ambiguous. In the Keith case, recently decided, it made the distine-
tion between foreign intelligence and foreign relations matters and
domestic security matters, and, obviously, we have followed that
case and do not authorize warrantless electronic surveillance in
domestic security matters. And the procedure in foreign intelligence
and foreign relations matters is now more stringent. The applica-
tions are walked over by Burean agents to the office of the Attorney
General. They are hand-delivered from the Attorney General’s
office and they are brought down to me for my recommendation, and
if for any reason I am unavailable Mr. Maroney sees them. They
are than hand-carried back with our recommendation to the Attor-
ney General, who personally approves, and approval is done under
the specific authority of the President and has been sanctioned by
history and custom, at least going back as far as President Roosevelt.
The standards we use have recently been supported by the Third
Circuit en bane decision in the Ivanov case, and basically those stand-
ards are reasonable suspicion and need.

The applieations themselves are directed to intelligence and coun-
terintelligence, espionage activities and activities relating to develop-
ment of intelligence information for assistance to the President in
the conduct of foreign relations of the United States.

Whether or not it would ultimately be practical to require sub-
mission of those applications to the court is, I suppose, to some




degree an open question. We, in the Department of Justice, think
it is rather impractical, if only because it requires a large degree
of background in intelligence and the information that constitutes
the intelligence to make an informed judgment with respect to
whether or not the suspicion is realistic. Whether or not there is a
need involves dissemination of a great deal of confidential, secret
and top secret information. We think that that is best left to the
executive branch and, for that reason, we would oppose a warrant
requirement and we think that we are rather firmly supported in
that by the /zanov decision.

We have thought about other things in terms of this complex,
so-called English system, which I cannot speak of in a wholly authri-
tative fashion, but T am told that the vy over there have a commission
which serves this purpose. In any event, there are people who de-
vote their careers to this sort of thing, and a counterpart proposal
here \\mlhl be to establish a commission with one member appointed
by the Congress, one by the Executive and perhaps from the intelli-
gence community.

M’ Syrrrir. Mr. Petersen, excuse me just a minute. You are t talking
now about internal secur ity IT!JH(‘I-..

Mr. Perersen. We are talking about, yes, if that phrase means
foreign intelligence, foreign mivlllm nee espionage, counterespionage
activities, yes.

Mr. Kasrexymeier. My understanding is you are talking about all
warrantless wire taps?

Mr. Perersen. Yes, sir.

Mr. Kasrenmemer, Flectronic surveillance which involves either
internal security or foreign intelligence?

Mr. Perersen. That is correct.

Mr. Syrri. This is as opposed to internal problems like organized
erime and so 1mth

Mr. Perersex. That is correct, which are covered by the warrant
proc edure and \\‘hl:h we support and would like to suggest that the
Congress not change,

I think that the critical area is in this area of internal security and
I think that is where, frankly, I think we need some help. We wel-
come help from the Congress. We do not want to shoulder this re-
sponsibility wholly ourselves. We do not want to say it is not for
you. We think it is too important a responsibility and our problem
15 not to exelude you, but our preblem is to bring vou in in such a

fashion that we are not abdicating Executive functions, that we are
not violating the separation of powers, that we are not thrusting
our lt"—|)1'll'l'~1hl]ll\ on you. But, we are performing our obligation in
such a fashion that we can recognize, with some degree of confidence,
what we are doing and that it is done properly, and the judgments
are properly exercised, and that there is not calculated abuse, you
know, which we do not condone, but there can be mistakes, and there
is a possibility of mistakes.

Mr. Smrra. Mr. Petersen, you were talking about the British
system, where there was a commission. It is my underst anding that
you are saying, in effect, that the commission members had a back-
ground in internal security and counterespionage work, so that they
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knew the sort of background that you imply is necessary to make
an informed judgment?

Mr. Perersex. Yes, that is true. But, I do not mean to import
parochialism into that concept. I do not mean to suggest that no
one from without the intelligence community should be appointed.
Indeed, I would think to the contrary, that we would like some
fresh thinking in there.

Mr. Sayrrn. But you would think that there should be some experts
on that?

Mr. Perersex. That is right. But, there are people who could
rapidly develop this factual development and insight into the foreign
relations and intelligence problems so far as they affect a major
power in the world, so that we could funetion in that fashion.

The other alternative, which we told to the chairman before, we
have no objection to the oversight committee. But we do think, at
least T think from my position in the Department of Justice, that
an oversight committee by the House or an oversight committee by
the Senate is really not the answer. Frankly, there is too much
jealously between the bodies or maybe a lack of confidence. I do not
know what you call it, but at least there is, one can discern from
without the legislative branch, a certain degree of jealousy with
respect to what committee even within the House or the Senate does
this or that. So, we would like to suggest if that is going to be
done it be a joint committee. And I would think it would be advis-
able, too, that it not be of such broad range that its impact is dis-
sipated. I would like to think that perhaps we could have an over-
sight committee with respect to internal security problems, or
internal security problems as they relate to surveillance, whether it
be electronic or other surveillance, so the Congress could be assured
that what we are trying to do is in the best interest of the United
States.

We are distressed, you know, I am distressed, my colleagues are
distressed. I think the individuals in the Federal Bureau of Investi-
gation are distressed, that so often what we think is necessary, and
what we feel conscience-bound to do is being misunderstood. We are
distressed by abuse by people who are not a part of the intelligence
community because of the damage they do to what we consider to be
absolutely necessary and an indispensable function of the executive
branch.

Mr. Kastenmemer. Do you concede, Mr. Petersen, that there is
abuse by the Federal Government in connection with this?

Mzr. Perersen. I think—well, I have to concede that there has been
at least one abuse, one abusive action. But, I think your statement
is too general, Frankly, I am impressed by the lack of abuse in the
areas so far as I can see. I do not mean to say, Mr. Chairman, that
you and I might share the same judgments, you know, on particular
mstances. There are instances where Mr. Maroney and 1 disagree
or the Attorney General and I disagree. And ultimately he has made
the decision. But, they are not irrational disagreements. They are not
circumstances which are so marked that either one of us could say
that the other is categorically wrong or being abusive of authority
or irresponsible. I do not see that sort of thing.
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Mr. Kastenaerer. Without cataloging them, we are all aware
that there have been in the past 2 or 3 years a number of cases of
electronic surveillance made public by one means or another, which
appear to be abuses to many poop]t-

Mr. Perersen. Well, you know—

Mr. Kastexsmeier. I do not want to make it any more specific
than that. I do not want to go down the litany of cases, but that
is one of the reasons I think both the Senate and the House are pres-
ently involved in this inquiry.

Mr. PererseN. You see I am not sure whether they are, indeed,
abusive. For example, one of the bills here suggested a certain cate-
gory of persons, justices, judges, Members of Congress, somebody
else ought to be excluded. I do not agree with that. You know, I
think you are no better or no worse than the rest of us. I think to-
day’'s paper classifies and illustrates better still the problem. You
know, Willy Brandt’s chief aide turns out to be a spy. I mean
those things do happen. We ought not to exclude categories, news-
men or what have you. Indeed, i the temper of the times, if I were
a Russian agent the first thing I would do would be to get myself
a newspaperman’s job because I can tell you it is much more diffi-
cult for us either under an internal security approach or a pure
criminal approach to investigate a newspaperman. I think it is
wholly unwarranted. It is more difficult for us to investigate a Con-
gressman. It is difficult to conduct an investigation with political
connotations, you know. To the extent that you proceed cautiously
you may be criticized as I was in connection with the Watergate
case.

Mr. Kasrenyruer. I might say, Mr. Petersen, that it is difficult for
our parent committee to conduct an investigation with political im-
plications.

Mr. Perersen. Maybe that is a great safeguard for both of us, is
it not ?

Mr. Drivan. Mr. Chairman, may I ask a question?

Mr. Kastenmemr. Yes. I yield to the gentleman from Massachu-
setts.

Mr. Drinan. T appreciate your concern and the concern of your
colleagues with this. But, I wonder if you can enable us to make some
evaluation on the basis of information other your own statement, by
giving to us the evidence that the chairman has requested. T am par-
ticularly interested in the number of warrantless wiretaps. I
have the previously released statements of Senator Scott and Gerald
Ford on the number of warrantless wiretaps prior to 1973; but, I
wonder if you could give us now, or hereafter, the number of war-

rantless wiretaps that have been authorized?

Mr. Perersex. Mr. Drinan, I am not prepared to do so.

Mr. Drinan. We asked for this information in a letter, dated
April 11, and we asked for compliance by April 18, and we agreed
to a deferrence of that. But, it seems to me that if you are not
prepared, then you ought to give us a date when you are prepared.

Mr. Perersen. Well, T would like to be able to do it, but I cannot.
That is going to have to come from the Attorney General of the
United States.




129

Mr. Drivax. We wrote to the Attorney General of the United
States on April 11, and I have here hearings of the Senate, held 2
years ago, on warrantless \\"il'i'l:!]JS.
© Mr. Perersex. Well, you know, all I can say, Mr. Drinan, is I
can misconstrue him at times, but I cannot overrule him.

Mr. DriNan. Are you telling us that Mr. Saxbe has denied our re-
quest ?

Mr. Perersex. T am telling you that at least as of this morning
he still has it under consideration, and I have no satisfactory answer
for you or myself.

Mr. Drixan, How do you expect us to say then you feel there has
been some abuse, but no grave abuse, when we do not even know the
number of warrantless taps?

Mr. Perersex. Well, I do not know that T can do other than ask
you to accept my representations. I can tell you that and if you want
to swear me, I will still say it. But, other than that, I just offer my
testimony as a public official.

Mr. Kasrensemer. If the gentleman from Masachusetts will
yield, I think it appropriate that this subject should be pursued. For
the record, the letter that was sent to the Attorney General on
April 11 contained four questions, and none of those questions have
been answered in the testimony this morning. Is that correct, Mr.
Petersen?

Mr. Perersen. We discussed the procedures.

Mr. Kastenyerer. You discussed the procedures?

Mr. Perersen. Yes.

Mr. Kasrensemer. The reason 1 have asked this is so that we can
delineate which of the questions are answered in your testimony
and which are not. The questions which are not, as you correctly
point out, we will have to take up with the Attorney General. Pos-
sibly we can resolve this at some future time, but not this morning.
Therefore, I think for the record that the Chair will pose each ques-
tion asked in the April 11 letter and you will indicate whether
or not it is still under consideration by the Attorney General, or
whether or not your testimony considers it, and if it does, what
answer your testimony gives.

Mr. Prr :N. Okay.

Mr. Kastenyrerer, We asked the Attorney General of the United
States, by letter of April 11, for each calendar year from 1969
through 1973, how many requests for permission to conduet warrant-
less wiretaps or electronic surveillance were granted by the Attorney
General. That is the first question.

Mr. Pererse~. That has not been answered, Mr. Chairman.

Mr. Kastexwmerer. The second question is for each of these years,
how many approved requests for permission to conduct warrantless
wiretapping or electronic surveillance involved a United States citi-
zen as the chief subject of the surveillance?

Mr. Perersen. That has not been answered.

Mr. Kasrexserer, That third question is: Is a standard procedure
used for processing requests for warrantless wiretapping or electronic
surveillance, and, if so, what is the procedure ?
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Mr. Perersen. I have just deseribed that procedure orally, so I
think that the record will reflect that that is answered and that that
is the procedure. I might amplify that a bit. It has varied under
attorneys general. Under Attorney General Mitchell, the requests
were brought to him and signed by him. Under Attorney General
Kleindienst, they were brought to him and he solicited then the ree-
ommendation of the Assistant Attorney General of the Internal Se-
curity Division or myself at a later date and, under Attorney
General Richardson, he handled the matters wholly in his own office.
And under Attorney General Saxbe, they followed the procedure I
previously described.

Mr. Kastenyerer. Do other agencies, if so, which other agencies,
make such requests for approval by the Attorney General for war-
rantless wiretapping ?

Mr. Perersen. As a matter of procedure, any agency which is
conducting an internal security investigation, in the broadest sense
of the term, and desires information which ean only be obtained by
a type of electronic surveillance, is required to process that request
through the Federal Bureau of Investigation and the Federal Bureaun
of Investigation will conduct that.

Now, we do not get into activities, foreign activities of other intel-
ligence agencies which take place on foreign soil.

Mr. Kastexmemer. Is it your answer, then, on the latter point,
that all warrantless interceptions that take place within the United
States, under the authority of the United States, are processed
through the Attorney General, and through the FBI.

Mr. Perersex. It is my answer that they are supposed to be and
all those that are legitimately done are.

Mr. Kasrenymerer. Whether these are, let us say, within the De-
fense Department, within the National Security Agency, the Central
Intelligence Agency, or whatever agency, and are within the con-
fines of the United States?

Mr. Perersexn. If the Central Intelligence Agency wanted to cover
x in the United States, they would be required to go through the
FBI and have the FBI do that in which case it would be authorized
by the Attorney General.

Mr. Drixvax. May I intervene?

Was the tap of Dr. Morton Halperin authorized by the Attorney
General ?

Mr. Perersexn. Yes, it was.

Mr. Drixax. You mentioned that there were some abuses. Do you
think that that was an abuse?

Mr. PererseN. I do not know, Mr. Drinan. My perception is not,
but on the other hand, T have to say that has been subjected to
rather extensive investigation by the Special Prosecutor, and T have
not seen all of the investigative reports. The conclusions reported
to me are that while one may differ with the wisdom of the proce-
dure involved, that it was not an abuse, that there was a security
problem of considerable dimension. And so, I would have to conclude
on the basis of what I know that it was not an abuse.

Now, that brings us to another question: That is. the degree of
abuse, or the question of abuse, seems to take on a different meaning
depending on who is covered or who is surveilled. For example, let
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us assume for the moment that I work for Senator x, and I am a
foreign intelligence agent, and the Bureau gets wind of that and
they use electronic surveillance to develop precisely what I am doing.

Mr. Kasrenmerer. That is not a very common case that you have
just given,

Mr. Prrersex. No, it is not. But, you see, it is not an uncommon
possibility. If you recall—

Mr, Kastexymemr, Have you had such a case?

Mr. Perersen. Senator Muskie had a problem, did he not, in con-
nection with just this very thing, because one of those people who
was being surveilled happened to work for him. But, as I told him
if T were an agent and I worked for him, the Burean certainly
would not stop surveilling me. So, the nature of the problem is not
changed by the fact that I go to work for the New York Times, or
I go to work for Congressman Kastenmeier, or I go to work for
Senator x. But, the perceptions of that problem are changed, and
the need for precision and care and prudence, you know, even for
perhaps some disclosures in the legislative branch at an earlier date
than possibly might be warranted in order to ensure that what the
Executive is doing is not misconstrued.

For example, when we had an investigation of a Supreme Court
Justice, we went to the Chief Justice, not because we had to, not
because it was not in our power to do it, but because we wanted
him to understand, and so that our motives would not be miscon-
strued. Prudence, yes. Is it mandated? No. Now, if you asked me
whether all of these things have been handled prudently, I would
say absolutely not.

Mr. Drixan., Would you give us an example of an abuse? If the
tap on Dr. Morton Halperin is not an abuse, then what would be an
abuse ? .

Mr, Perersen. Well, T suppose that you would call an abuse, Mr.
Drinan, any mistake of judgment. I think that is too stern a test.
I am hard pressed to think of any official action where the action
was taken purely in an abusive sense, without any regard to gov-
ernmental responsibility.

Mr. Drixax. Mr. Petersen, we are hard pressed because this is the
only oversight committee in the entire House of Representatives.
We have been treated very shabbily by the Attorney General. He has
refused to give us the precise basis on which we may evaluate the
use of wiretapping, namely, the number of warrantless taps. Would
you suggest that the only way that we can get the figures is to
subpoena them? I will move that we subpoena them.

Mr. Perersen. I do not think, if you will excuse me, that that
makes a lot of sense.

Mr. Kasrenyerer. If the gentleman from Massachusetts will yield
back, we have been diverted from our original line of questioning
to the question of abuse. We can return to the question of abuse later
if we like.

Mr. Perersen. I did not want to leave that, if you will excuse me,
Mr. Kastenmeier. It did not make a lot of sense, period, a lot of
sense in the sense that it never seems wise to me to force that kind
of a confrontation under the separation of powers doctrine.
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Mr. Drinay. Except we will never get the documents. We will
never get the facts.

Mr. Perersen. I do not think that is true.

Mr. Drixax. We have been waiting 2 years, sir; we still just do not
have the basic facts of the warrantless taps, which is the essence
of all of this.

I yield back to the chairman.

Mr. Kastexyrrer. I was merely stating that we were considering
the question in the letter relating to the relationship between sur-
veillance by other agencies and the Department of Justice. The
question of abuse is another question. We will return now to the
point where I was asking whether all of the agencies of the Federal
Government operating within the United States cleared their re-
quests for warrantless taps or surveillances through the Attorney
General or through the Federal Bureau of hn(--»h;_r(lhcm You indi-
cated that was the case,

I asked this for informational purposes only. I take it that over-
sens, whether or not the subjects are American citizens, agencies of
the United States might not necessarily clear, electronic surveillance
plans throngh the Department of Justice. Is that correct?

Mr. Prrersen. Overseas?

Mr. Kastexmerer. Overseas.

Mr. Perersen. I do not perceive that the Attorney General’s re-
sponsibility is that encompassing. I have to say that that is an indi-
vidual opinion. I have not discussed it with him and he may have
another opnion. But I do not perceive that they are that encom-
passing, and it does not occur to me that he has, if you will, over-

sight res llmn-qlnllh with the National Security Agency or the Cen-

tral Inte
case.

Mr. Kasrexmerer. Yes. The purpose of the f[mwim: 18 fo try to
delineate which procedures we are talking about or which warrant-
less procedures are not really covered.

Mr. Perersen. To the extent that we are talking about citizens
overseas, and that is the only instance where I perceive there is a
legral quvslimi, that legal question is far from clear, whether or not
the constitutional guarantees are applicable to a citizen in a foreign
country, who may be involved in any suspected activity. That is an
answer on which you, or a question on which you may get different
answers,

Mr. Kastexsmeier. Under present practice, if an agency did not,
in fact, clear its warrantless surveillance through the Department
of Justice, is there any penalty for such agency or a person in such
agency conducting the surveillance ?

Mr. Perersex. I would consider that except for those surveillances
which followed the mandated government procedures; that is,
through the Attorney General. that they would be subject to ﬂw
penalties of the civil provisions of title IIT of the Omnibus Crime
Aet.

Mr. KastenmEerer. These have been questions which I have added
as an extension of question No. 3 in my letter.

The fourth question in the letter is, are there any written direc-
tives, memoranda, regulations, or manuals, which set forth proce-

ligence Agency. I just do not understand that to be the
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dures or guidelines to be used by investigative agencies in applying
for permssion to conduct either warrantless or a court-approved
wiretapping or electronic surveillance?

Mr. Perersen. So far as title I1I is concerned, an application for
court-authorized electronic surveillance, the procedure, that business
about the manual is covered in my statement. We do have a very
extensive manual and it is distributed to the appropriate investiga-
tive agencies and lawyers concerned with the application. It is for
administrative use only. It is obviously not a rule of law. It is what
we regard as proper administrative practice in connection with it,
and it is very detailed. With respect to national security standards
I honestly do not know what internal instructions the Bureau has
for its agents. We do have the overall instructions from President
Johnson, which continue in effect that all of these things are to be
cleared through the Attorney General. Now, obviously, that is a
general instruction and does not fall in a manual category.

Internally, after referral, I have described the procedure which
takes place in the Attorney General’s Office or in the Office of the
Assistant Attorney General concerning those matters. I have to say
that implementation of this internal security program, and perhaps
as a result of current events, certainly the interest of the Congress,
Mr. Maroney and I, or excuse me, I did not introduce him before,
but I have here Mr, Philip White who is a staff assistant in the
Criminal Division, embarked upon a program to try and articulate,
if you will, standards, formalized standards, and guidance for those
who are concerned with internal security electronic surveillances.

Now. I mention that with some trepidation, you know, because
I do not want to disclose it to Congress if we get it, if you will
excuse that. I certainly do not want to disclose it to the public at
large. I do not want 1t to be disclosed. I do not want to create a
situation where the first thing that a foreign intelligence agent does
is look at the standards and see how he can adopt a cover that will
take him without those standards. But, there again, it is an attempt
to develop some degree of uniformity in the practice.

Now, once again, I go back to the business of oversight. When I
say I do not want to disclose to the Congress, I mean I do not want
to put it in the Congressional Record and have it promulgated. But,
certainly I want to get this across, that we have no objection when
we develop these standards and articulate them, to bring them up
and show them to a specified group of a select committee to insure,
or to persuade them, that what we are doing is in the interest of the
United States.

Mr. Kastexyermer. [ can appreciate that there are many things
you might want to present to the Congress in say a confidential or
executive session, but I think it is somewhat presumptuous, Mr.
Petersen, for you to say under what circumstances; that is, what the
Congress must do to organize itself for you to agree to do business
with us. And that is really what you are suggesting,

Mr. Perersex. Well, you know, certainly it was presumptuous to
say I am doctrinaire about it, and I certainly do not mean to do that.

Mr. Kastexymerer. In the sense we must have a Joint Committee,
and we must do this or that, and then you might be agreeable to
do certain things that you would not otherwise be agreeable to doing.
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Mr. Perersen. I do not want to be misunderstood on that. I of-
fered in the sense of, in the sense of openness, if you will, and in a
sense to indicate to yon what we are trying to do. But, again, I am
wholly opposed to the idea of confrontation, or dictating to you
how it should be done. But. we do deal with different functions,” we
do deal with Executive authority. And, Mr. Congressman, with all
deference, yours is not. the power to conduct foreign relations, and
yours is not the power of the Commander in Chief. And there is a
separation of powers principle there. And if the effectuation of any
of those mandated, important, critical, necessary duties would be
jeopardized by that type of disclosure, it would be a violation of the
Constitution to make that disclosure, whether it be to the Congress
or to anyone else. That is what I am trying to get across. And so,
when T suggest a procedure it is to avoid confrontation and it is
to avoid arrogating to ourselves the power that ought to be shared
and the exercise of which ought to be viewed with some degree of
confidence. Only in that sense, Mr. Chairman.

Mr. Kastenyemer. I do not want to moralize about the question
either, but the Congress does have the constitutional duty to make
the laws of this country, and it has the duty to exercise oversight
with respect thereto on behalf of the people. And I would suggest
only the lesson of the last 2 years to suggest some humility to the
executive branch with respect to its unilateral exercise of power
in this country.

Mr. Drixan. Mr. Chairman, may I follow up on that?

Mr. Petersen, we do not have to reach all of those grave questions
to have you give the subcommittee what we have asked for. The
President of the United States authorized Senator Scott on June 3,
1973, to request the number of warrantless taps over the past several
years, and I read them. There are discrepancies between these figures
and  fiecures written }r_\‘ Mr. Robert Mardian on March 1. 1971, 1
will read the latter figures authorized by the President of the United
States, and the bottom line is this, that we have asked that you
people furnish the number of warrantless taps in 1973. We are not
asking to invade the executive branch of the Government. We are
asking for the next figure.

In 1969, warrantless taps, 123; 1970 warrantless taps 102; 1971,
1015 1972, 108. We are simply asking that you supply the figures
for 1973. Perhaps we will have to go to Senator Scott and ask
him to authorize the President to release the 1973 figures. That is
the main one that we want. And I do not think that you should lec-
ture us on the authority of the President to conduct national security
surveillance. We are simply trying to do our job, and you are pre-
venting us from carrying out our responsibility of oversight.

Mr. Perersen. You know, again, I do not want to be presump-
tuons, and I did not mean to seem to be lecturing you. But, on the other
hand, T thonght you expected candor and I wanted to express a point
of view. That point of view is not wholly novel. I refer you to Dr.
Schlesinger’s book on the “Imperial President” in which there are
some very interesting statements with respect to the right of the
President to take action without the consent of Congress. And the
only check on that is subsequent ratification and approval, and it is
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clear, as Dr, Schlesinger points out, that the IExecutive proceeds at its
peril. It is a very extraordinary responsibility. But, you know, the
problem is there. I do not mean to lecture you. I am trying to—

Mr. Drixan, Would you give us the figure for 1973 by next week,
by Tuesday ?

Mr. Perersex. Mr. Drinan, if T could give them to you, I would
hand them to you right now. I told you that there are approximately
100. T am not permitted to go beyond that. Now, do you want me
to violate my orders to the Attorney General? I could not do it if
I wanted to. I do not have the precise figures. I will take your mes-
sage back,

Mr. Kastenyeier, I think the point is clear that that is a matter
within the authority of the Attorney General, and T will accept the
point. of view that we can take that matter up with Mr. Saxbe,
rather than with vou, Mr. Petersen.

Mr. Perersen. 1 would not mind having the authority to overrule
him if you want to give it to me, but I do not have it.

Mr. Kasrenyeier. The manual which yvou referred to as having
been furnished the Federal agencies, I take it this is a confidential
manual ¢

Mr. Prrersen. Well, we like to think it is. We are litigating under
the Freedom of Information Act. I hope we win, quite honestly, for
this very specific reason. Manuals, when promulgated to the public
at large, or to defense counsel, have the habit of being translated into
principles of law and, therefore, what is structure or guidelines or
policies or standards. then comes back to haunt you and for that rea-
son we should just like not to make them made public, but for that
reason only.

Mr. Kasrexyemer. The reason T have asked is that we have
also requested two copies of whatever manuals, guidelines, regula-
tions or directives used in connection with eleetronic surveillance
be supplied. If there is some difficulty with this, we will have to take
that matter up with Mr. Saxbe as well. You may continue or if you
have finished with your presentation, I will yield.

Mr. Perersex. I am at your service. The Department of Justice
opposes every one of those bills for the reasons I have just stated.

I do agree to what has come through on some of these answers,
that what we are concerned about is the degree of disclosure and
I feel certain if total disclosure were made that we would not be
very, very far apart to say the least. But, I will be happy to answer
any questions that yon have.

Mr. Kastenmerer. You indicated that you found it difficult to
comply with title IIT but you had worked under it, you were able
to do it and were willing to do it, and you do not want to see title
I1T changed.

Mr. Perersex. When I say difficult, it takes us—for a period of
time it was taking us 12 days to process those affidavits and, you
know, under legal standards it almost became stale. We have cut
that down to about an average of 5 days, and we are reluctant to do
more I think, or to make it any less complex because we want to insist
upon the degree of supervision that we now have. Difficult only in
that sense. 1t is a very technical statute, it is a very lengthy statute
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and one of my friends from the defense said: “Henry, we are going
to litigate you to death on that thing.” Well, they may well, but
by the same token, we find it operationally effective,

Mr. Kasrenaerer. You also indicated that very few of the applica-
tions made for warrant interceptions were denied. As a matter of
fact, T read you some figures by the Administrative Office of the
U.S. Court, indicating that of 2,751 applications, 6 were denied and
1 was withdrawn, presumably at the request of the court. Some
would suggest, not as you suggested at the outset, that you were
doing a tremendous job of setting forth your applications, but that
the judges are not doing much of a job in reviewing these requests.
What is your experience with respect to the critical review by the
Federal Courts of these applications for surveillance orders?

Mr. Perersen. I have asked that question, too, and the response
I get back from the lawyers is that the judges do look at them. But
to elaborate on the procedure, that application can be stopped any
step of the way so that the lawyer in the field turns down more
than his superior. And his superior turns down more than I do.
But, when we get them, we do not send them up to the Attorney
General if we do not like them. They just go back, and they either
do them over, or do them better, or do not do them at all. So, I
think that is the reason. It is the refinement process, you know.
Every one of these lawyers is prond of his professional ability. None
of them like to be told that you are a knucklehead or you missed
it, or you do not know probable cause or how could you submit
something like that. So, it is a matter of pride involved when they
submit it, and they like to think that it is good and it is going to
be praised not criticized. And I think that is wholly accounted for
by the degree and the depth of review.

Mr. Kastenmerer. I guess a comparison onght to be made to some
other class of applications not dealing with electronic surveillance
and one would have to ask whether the courts are more selective in
approval.

Mr. Perersen., Well, T think there are two things: First of all,
I think that if we are going to make a comparison, you would have
to make the comparison to some other ex parte proceeding, and the
application for a search warrant generally.

Secondly, you have got to be mindful that this is subjected to
a judicial review at the trial level on motion, in the course of the
trial in terms of the admissibility of the evidence, and finally in
terms of appellate review. So, you know, judges, as we all know,
do not like to be reversed. I think they do look at them carefully.

Mr. Kastenyerer, Have there been any renewals?

Mr. Perersen. On probable cause?

Mr. KASTENMEIER. Yes,

Mr. Perersen. I think maybe one, one or two.

Mr. Kastexyerer. I have just one further question and that has
to do with what prosecutions, if any, has the Department of Justice
undertaken for violation of title ITI?

Mr. Perersex. Well, T perceive that we are under the same stand-
ards as every other citizen of the United States, so that if an agent
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violated title IIT by willy-nilly installing a wiretap, you know, he
would be subject to prosecution. On the other hand, we do not
perceive that a failure of probable cause, or a mistake subjects per-
sonnel in the Department to prosecution, when they have made a
good faith attempt under the statute,

Mr. Kastexyemr. I am making an assumption that there may
have been somewhere in the United States some number of instances
where wiretapping and electronic eavesdropping was engaged in,
possibly by agents of the Government or otherwise, which were
illegal under title ITT and which might have been prosecuted, and
I am asking you how many, if any cases, you have prosecuted?

Mr. Perersen. I know of two situations only, two that might con-
ceivably be thought by outsiders to fall in that situation. One was
the recently concluded hearing in the Wounded Knee case where
there was at issue a party line, and the party line had been installed
at the request, or reimnstalled at the request of the people, the other
side that was in the enclave, and there were at least 10 parties to
that line. And in the course of installation, another phone was put
in and there was an incidental overhearing in connection with that
which led to a protracted hearing after, and the court held that the
agent listening in on that party line acted illegally. Now, those in
the Criminal Division do not agree with that in terms of the defini-
tion of title I11 but, in any event, that is what the court held. T would
not consider that to be actionable in a criminal sense.

The other instance of which I can think is the VVAV Case down
in Gainesville, Fla., where there were allegations that there may
have been Bureau agents that were found in the telephone frame
room in the courthouse. There was an extended hearing on that, and
the agents were there to check out as periodically they do, the secu-
rity of the lines.

Mr, Kastenmerer. Yes. The implication of my question is, has,
indeed, the Justice Department been staffed in terms of prosecuting
abuses under title ITT of wiretapping or electronic surveillance?

Mr. Perersen. No, I do not think so.

Mr. Kastenyemr. In which case I was asking for your records
in terms of prosecution.

Mr. Perersex. We do not have it, and we will be happy to give
it to you. I do not have it at my fingertips, Mr. Chairman. But, we
think we have a reasonably good record on that. It is much better
than it was under 605, probably because the statute is more effective
and most of the cases are against private detectives and lawyers,
largely in domestic-relations cases and some commercial espionage.
So there are some and at least one investigation is being conducted
with respect to State law enforcement officers’ actions in one of the
States. 1 think our record is reasonably good on that question, and
we will make the figures available.

Mr. Kastenmemer, Thank you. We would like to have the figures
available.

[Subsequently, the following information was supplied by the
Department of Justice:] b
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ANALYSIS OF CASES TERMINATED UNDER THE INTERCEPTION OF COMMUNICATIONS STATUTES!

Cases terminating in conviction Cases not terminating in conviction

Conviction after Plea of guilty or Dismissal Dismissal
Statute contested trial nolo contendere by D.J, by court  Aqcuittal Tota
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Tobblooc vz 50 26) 33)orornneeee 3(A) 13(20)
Total for all years detailed above 25(32) 10€11) 12(20) 10(11) 75(97)

Total cases terminating in con-
viclion 43(55)
Total cases not termlnallng in
conviction... e e e i 32(42)

! The statistics maintained by the D. J. Information Systems Section reflect case terminations for many actions which
do not, in fact, represent a final termination of the case, eg., dismissals followed by the filing of a superseding information
or indictment and rule 20 transfers. Such nonfinal terminations are eliminated from the statistics above.

3 Statistics for fiscal year 1974 are based on data through the first 6 months of the fiscal year.




139

DEPARTMENT OF JUSTICE ACTIVITY UNDER THE INTERCEPTION OF COMMUNICATIONS STATUTES

Cases filed (indictments & informations)? Cases terminated 3

Complaints - — - — - -
Fiscal received by 18 U.S.C. 18U.S.C. 47 USLC, 18U5C. 18US.C. 47US.C.
year FBI 2511 2512 605 Total 2511 2512 605 Total
433 83(3) (1) 3(4) 1) e iy 1{4)) 22
541 3(3) 34 O] 9(11) o S 6(7) 8(9)
521 5512) 22) cieecaneaa  1K14) 3(5) 44 IiE) 8(11)
541  15(21) 6(7) 2(2)  23(30)  14(2) 3(3) 1(1) 18(26)
569 19(33) 3(4) (1) 23(38) 22(24) 3(4) 1(1) 26(29)
407 11(15) 1(2) 2(4) 14(21) 11€17) 23 .... 13¢20)

..................... 12(18) 5N 2N 11 T PR R SR e A L
Total of
cases
termi-
nated
and
cases
POnting. .. T 64(86) 18(22) AR MM e A e

1 The statistics set forth in this category are compiled by the FBI and represent what they classify as “‘cases received
for investigation."" This term, defined generally, means all complaints which state a prima facie violation of the Federal
criminal statute in question. The statistics are compiled for the broad classification of i ption of c ations
violations, which includes 18 U.S.C. 2511 and 2512 and 47 U.S.C. 605. Separate statistics are not maintained for the indi-
vidual stalutes. A case is categorized under the subject matter of the initial complaint. Therefore, if an interception of
communications investigation evolves from an investigation begun in another statutory area, that investigation would
not be reflected in these statistics,

2 Except for the figure set forth for fiscal year 74 and for 47 U.S.C. 605, these statistics exclude superseding indictments
and informations, Appropriate statistics have not yet been obtained for the excepted categories to permit the elimination
of superseding actions,

* The statistics majntained by the D.). Information Systems Section reflect case terminations for many actions which
do not, in fact, represent a final termination of the case, e.g., dismissals followed by the filing of a superseding information
or indictment and rule 20 transfers. Such nonfinal terminations are eliminated from the statistics in this category.

1 Title 18, United States Code, sections 2511 and 2512 became law on June 19, 1968, and 47 U.S.C. 605 was amended
to its present form on that date. Therefore, the statistics set forth above cover virtually the entire history of the currently
existing interception of communications sttheatutes, ;

4 The figure in parentheses represents number of defendants involved in the stated cases.

* The statistic as to the number of complaints received by the FBI in fiscal year 74 is based on data through the first 7
;“Dnllh: of the fiscal year while all other statistics for fiscal year 74 are based on data through the first 6 months of the
iscal year,

7 As a result of the elimination of superseding indictments and informations and nonfinal terminations from the above
statistics, the total of cases terminated plus cases presently pending shouid equal the total number of indictments and
informations filed. However, as is apparenl above, these figures—while close—do not exactly equate. This may be ex-
ﬂlmned. in part, by the lag in data being reporied from the field, and, to a small extent, by the occasional failure of

nited States Attorney's offices to comply with the Department reporting requirements,
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DISPOSITION OF APPEALS TAKEN UNDER THE INTERCEPTION OF COMMUNICATIONS STATUTES

Cases/ ;
Fiscal year Statute defendants Disposition

None

Dismissed in favor of United States.
Decision in favor of Uniled States.

Dismissed in favor of United States,
Decision in favor of United States,

Mr. Kastexariei. At this point, I would like to yield to the gentle-
man from New York, Mr. Smith.

Mr. Syrra. Thank you, Mr, Chairman.

Mr. Petersen, pursuing the questions of Father Drinan, regarding
figures for warrantless wiretaps for the years of 1969 through 1972,
which were dise losed, has there been any problem because they
were disclosed ?

Mr. Perersex. Well, the Bureau did not like it. I think Mr.
Maroney testified to some of the figures and they said that if they
had known that he was going to do that that they would not have
given them to him. So, there has been some internal problem, yes,
sir.

Mr. Syrrm. Other than the faet that they did not like it, has there
been any problem because they were dise losed ?

Mr. Perersen. They take the position whether you agree with it
or not, they take the position that since the Keith case, where secu-
rity covers in the United States, at least, in m\r-sn,r_mtm" groups or
those that are not clearly foreign-controlled to require a warrant,
that the number has an intelligence element now, per se. You know,
whether you agree with that or not that is their position and that
is the basis for their objection to Mr. Maroney furnishing those
figures in the past. And they say that that type of |nfmm.1rum,
since we are so selective, you know, in our use of it, that a minimum
number could be of intelligence value to those countries who main-
tain foreign agents here.

Now, you know, part of the difficulty we have, Mr. Smith, is this:
We are talking about approximately 100, as I told the chairman
earlier. I have said that I cannot prove this, but as contrasted with
that. we are talking about 75,000 of these installations in another
Western European country. Now, that is a remarkable difference.

Mr. Sxcrrm, Is that what we are talking about?

Mr. Perersen. Maybe they are wholly unrestrained. T do not’ know.

Mr. Sarri. And we are talking about possibly 1007

Mr., Kasrexyerer. And we are talking about possibly 100. Now,
maybe they are wholly unrestrained but even if they are 700 per-
cent unrestrained, it is still a remarkable difference.

Mr. Sarrrmn, Because there is thought to be some intelligence con-
cern, is this the reason that the Attorney General has not met our
request as set forth in paragraphs 1 and 2 of the letter of April 11¢

Mr. Perersex. Well, T assume so. I did not want to impute that
to the Attorney General eategorically without—I was out of town
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until late last night, and hence T did not get the opportunity to
discuss it with him yesterday, this specific point, and we had pro-
posed to do it today, and again today I did not have the opportunity.
But, I had to assume that that is the basis for his position.

Mr. Sarrri. I would like to suggest, Mr. Petersen, that when you
do discuss it with him that yon might perhaps look at the possibility
of how these figures might be furnished to us, perhaps in executive
session of this committee or something like that?

Mr. Perersen. I would be delighted to do that, of you all do not
perceive that I am trying to tell you how to run your business,
Mr. Smith.

Mr. Syrrn. Now, let me get briefly to where Senator Gaylord
Nelson had introduced one of the bills that is before this committee
would require a court-issued warrant on probable canse in order
to authorize an electronic surveillance which is now called warrant-
less wiretap. And you have stated categorically the Department is
opposed to it. Why would you be opposed to it?

Mr. Perersex. Well, I am opposed to it for this reason; first of
all, I think that the judge lacks the factual background information
and expertise in the area that I think is necessary., Secondly——

Mr. Syrri. But at that point is he not only deciding on the
probable cause being testified to him by experts?

Mr, PererseN. You anticipate me.

Secondly, I do not agree that probable cause is the proper stand-
ard. The Supreme Court has suggested in one of its cases that
verhaps some lesser standard could be employed. We have had great
difficulty in trying to articulate a lesser standard. By the same
token, however, the court in the 7vanov case clearly indicated that
suspicion as opposed to probable cause was a satisfactory criteria.
I can tell you my own standards in approving these things, or of
not approving them for that matter, 1s to apply a standard of
suspicion and need to the extent that I can ascertain the need, and it
is dificult for me, you know, because I am not immersed in intelli-
gence every day. So, I would say that when vou couple one de-
tachment of the court with probable cause, while those factors are
ordinarily quite efficacious in eriminal matters, I think that they
would not serve the purpose here,

Now, if we apply standards of suspicion and need, the question
then seems to me to be a matter of control. Now, that control I think
has to be exercised by those who have a keen appreciation of those
factors which constitute suspicion and which constitute a need.
And I do not think that you and I are likely to get that degree of
expertise in the court. That is the reason that I suggest that if there
is going to be any procedure in that fashion that it be in some type
of commission which has the responsibility on a day-to-day basis,
so that they could develop this degree of insight that is necessary.
Now, we have all seen tlhe criticisms that arise from intelligence
failures. Whenever there is an upheaval in the Middle East there
15 at least public criticism, or commentary, perhaps, that well, we
knew, or we did not know, and if we did not know why did we not
know. And how could the President be expected to take the proper
courses of action if the CIA or other intelligence agencies failed in

35-301—T74 10
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their responsibility to bring it here, bring you information? So, it
does require a great deal of vision to fix foreign policy positions, and
it is one of the functions that I am told that the National Security
Council and the United States Intelligence Board do have. These
factors concern the national interest of the United States and fix the
»atterns for the direction and the general policy directives of the
intelligence agencies involved.

Now, that is too much to try to translate to a judge or to someone
who operates on a haphazard basis. And you may well say, on the
other hand, it is too terrible a weapon to leave wholly with the in-
vestigative agencies subject only to the review of political appointees.
Well, perhaps they are reasonable positions. All I am suggesting
is that if there are alternatives they have not been cast in terms of
probable cause by courts, particularly, when almost every court that
has concluded that, that has examined this in its foreign policy and
foreign intelligence implications has agreed with the Government—
that under the fourth amendment standards a lesser guideline may
be employed where foreign intelligence or foreign relations are in-
volved. And the latest impaneled decision by Zvanov is clearly
supportive.

I took great consolation from reading that opinion because it re-
inforced me in what we were doing. Undoubtedly, the case will go to
the Supreme Court and perhaps we will get a further expression of
view on the subject.

Mr. Syrra. Thank you, Mr. Petersen.

Mr, Kastenmeier., Does the gentleman from Massachusetts have
additional questions?

Mr. Drinan. Thank you, Mr. Chairman.

Mr. Petersen, Elliott Richardson, testifying in the other body
on April 3, 1974, indicated that he had directed the Department of
the Justice and the FBI to undertake a joint review of the elee-
tronic surveillance procedures. And Mr. Richardson said that that
review was well underway when he resigned last October. Has the
Department of the Justice and the FBI continued that joiat review
of electronic surveillance procedures and, if not, why?

Mr. Perersen. Well, first of all, I do not know how far it was
under way

Mr. Drixax. Mr. Richardson said it was well under way.

Mr. Perersen. Well, you have to ask him what was, whatever was
underway. I have not been able to find that, and it has not been made
available to me. And I have been saddled with the responsibility
of conducting that study and I alluded to it earlier. We are in the
course of doing that and we are trying to formulate that standards.
But, it is now well underway and it is predicated on suspicion, on
need, on the standards enunciated by the Congress in 2511, and we
are trying to refine that for the guidance of the Agency and the
Attorney General's Office. It has not been completed.

Mr. DrivaN. Mr. Petersen, on a related question, one of the basic
reasons why Elliott Richardson was so concerned about this and also
the reason why you said that you and your colleagues are deeply
concerned, and why the Nation is so concerned, is that around the
time of Mr. Elliott Richardson’s confirmation, it was revealed that
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certain wiretap activities had been conducted at the direct request
of the White House, and that those surveillances were handled out-
side of the normal procedures and channels. Can yon guarantee to
us now that there are no wiretaps that are handled outside of the
normal procedures and channels? I do not know the procedures
and channels, and that is why we wanted the number of warrant-
less taps. We do not know where this record is kept. Senator Scott
did not indicate the source from which his statistics were taken,
and you will have to give us the evidence that we need in executive
session so that his oversight committee of the Congress can be as-
sured and can assure our colleagues around the country that there
are no wiretaps being handled outside of the normal procedures and
channels.

Mr. Perersen. Well, I can assure you that no wiretaps should be.
I can never, and under any cireumstances and under any set of guide-
lines, assure you that none will. The technique is too generally
known,

Mr, Drixax. What about right today? Are there any wiretaps
asked for by the White House—do not shrug, I want evidence. This
is the key question, sir. This is the reason why this Nation is in
turmoil over the executive branch of the Government admittedly,
openly, having to concede that they had authorized electronic, war-
rantless taps that have been handled outside of the channels of the
Department of Justice.

Mr. PrrerseN. Mr. Drinan, in 1965 on June 30, President Johnson
issued an order which is still in effect. It said no Federal personnel
is to intercept telephone conversations within the United States by
any mechanical or electronic device without the consent of one of
the parties involved, except in connection with investigations related
to national security and no interception shall be undertaken or con-
tinued wihout first obtaining the approval of the Attorney General.
That is in force now. I cannot guarantee you that that is not
breached. T cannot gnarantee you that some Congressman or some
Senator or some member of the executive branch, or some investiga-
tive agency has not gotten himself one of those little devices and
gone out and installed it someplace. That is impossible, and that
will be impossible under any set of guidelines.

Mr. Drixaxn. That is not my question, sir.

Mr. Perersex. Well, but your question is susceptible to that.

Mr. Drixax. No, my question

Mr. Perersen. Under any set of guidelines that is possible. But, I
am telling you that I know of no instance.

But, on the other hand, Mr. Drinan, if somebody is going to do
that they are not going to come and tell me, because I am going to
say you cannot do it. So, there is no way that I can guarantee you
ever that I am going to know when there is abuse. Like you, I find
out when there 1s abuse, when for one reason or another the abusers
are ineffective and it becomes known.,

Mr. Drivax. Mr. Petersen, a subsequent question: Mr. Elliott
Richardson and many others have said that under the Keith decision,
they feel that the Government should establish a policy that would
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require a warrant for any electronic surveillance on an American
citizen, What is your opinion on that? .

Mr. Perersex. Well, as I did not agree with it when Mr. Richard-
son said it, I do not agree with it now. I do not think the fact of citi-
zenship ought to be determinative. It seems to me that it is much
more rational to talk about a reasonable basis for suspicion and
need.

Well, let us take a deep cover agent who comes over and becomes
naturalized. Should that be a factor? I do not think so. I do not think
it is rational at all. Or, a natural born citizen. I do not see that
that is a criteria, a proper criteria to apply. \

Mr. Drixvan. Mr. Petersen. title T11. as you know, authorizes the
nse of warrants for such erimes as espionage, sabotage and treason.
In order to avoid the deep suspicion throughout the country and in
the Congress of the number and extent of warrantless taps, would
it be a serious inconvenience for you to take advantage of title T1I,
and secure the warrant for alleged erime of espionage. sabotage and
treason, and related erimes? And if it would be a serious inconvenience
because you wonld have to reveal the nature of this tap after it was
done, wonld you think that the Congress could pass a bill tightening
up title ITT, having a separate. lesser, weaker standard for those. even
American citizens, who are allegedly involved in certain kinds of
espionage ?

Mr. PererseN. Well, T would suppose that you can.

Mr. Drinan. Why are you opposed to it if we can?

Mr. Perersex. Well, I did not say that. I said that I was op-
posed

Mr. Drinax. You are opposed to every bill that has been proposed.

Mr. Perersen. Well, I think that is correct. I tried

Mr. Drinax. You are opposed to any change in the law.

Mr. Perersen. No, I did not say that.

Mr. DriNan. Any change that has been proposed.

Mr. PererseN. No, I did not say that.

Mr. DriNaN. You are opposed to every bill that is here on my
desk.

Mr. Perersen. I did not say that. Now, if you want to get to what
I did say, I will be happy to do so.

What I did say is that I think it would be ineffective to utilize
the probable cause standards and the court standards of title ITI
in connection with investigations which have a foreign policy or a
foreign intelligence purpose. Now, espionage is not the be-all and
end-all of an intelligence investigation. There are other elements in-
volved. If we were involved in wholly a sabotage caused by a citi-
zen at, we will say, one of the plants of the big three automakers, in
all probability we would use the title IIT procedures. But, we would
not want to use title ITI procedures where the saboteur was an
agent of a foreign power. We would not want to make that dis-
closure. We would want to keep our options open. We would want
to have the right to use that for intelligence or not, as we chose.
Criminal prosecution then would be the last in a series of priorities.
We would like to be able to determine whether or not we could
make an exchange for some of the elements of importance to our
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foreign power, or perhaps one of our agents who is a citizen. I
mean, we would like to have all of those options open.

But, I do not mean to testify or leave you with the impression that
I am opposed to change simply in those terms. That is the reason I
am sugeesting, if yon will, that perhaps we can rewrite this in
terms of a conumission, in terms of individuals who are appointed,
one by the Congress, one by the Executive, one from the intelligence
community who would sit in judgment on these things on a day-to-
day basis, and have the expertise and the background and the time
to explore all of these issues. o

Mr. Drixax. Mr. Petersen, would you agree with the A'eith decision
encouraged legislation to tighten up the standards so that at least
American eitizens would have the right under the fourth amendment
to have a warrant issued for any surveillance that may be directed
toward them?

Mr. Perersen. I certainly agree it made the suggestion, yes.

Mr, Drixax. And that is what we are trying to do. We are just
tryving to follow the suggestion.

Mr. Perersen. I do not object to what you are trying to do by
any means, Mr. Drinan. Indeed, I appland it It is terribly impor-
tant. I said before we do not want to carry this responsibility alone,
but we do want to insure that whatever is enacted is not by its nature
to defeat the very ends which we are trying to attain.

Mr. Drivan, But aside from the ambiguous suggestion of some
floating commission, you have nothing to suggest to us as to how we
can carry out the objectives that you embrace?

Mr, Perersex. Well, I think that what—what we are talking
about is the interjection of a relatively impartial authority between
the manipulators of these devices, if you will, to insure against
political abuse or executive abuse, that that commission suggestion
does the same thing as a court. You know, you could call them
court judges, if you want. There is no magic to the title. We are
talking about the funetion.

Mr. Drixan. That function is precisely located in the Judiciary
Committee of the House of Representatives, which has oversight with
respect to the Department of Justice, and that is what we are try-
ing to exercise.

One last question: On page 24, you say H.R. 9949 proposes to
limit this constitutional power by excluding burglary or any other
illegal act from the scope of measures the President or anyone
acting or purporting to act on his behalf is authorized to utilize
to protect the mnational security. You are opposed to that bill. Do
you suggest that the President can commit burglary?

My, Pererses. Well. T think that is rather unfair. You know I am
opposed to it.

Mr. Drixax. Why are vou opposed?

Mr. Prrersen. 1 did not say that I was in favor of burglary.
Burglary, you know, is something very special.

Mr. Drixvax. Why are you opposed to it?

Mr. Perersex. For one thing the statute ought to speak about
breaking and entering. if that is what you have in mind. We are not
in there to steal the personal property of another when we go in
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there. If we have to use a break-in entering technique to install an
electronic listening device, I think that that probably stands on
tlw same basis as an overhearing on an internal security grounds.

I did not say that I was in favor of burglary. I said that I was
opposed to the bill because if there is an unauthorized burglary,
it 1s covered by the laws of every State. 1 mean, the classic exam-
ple is the Fielding break-in. There is no problem with going after
that, either under “the civil rights laws or the laws of the State of
California. I mean, we are not here to proliferate legislation. We
simply do not need it. That is my testimony.

Mr. Drixan. All right. Thank you very much.

Mr, Kastenarier. Mr. Petersen, you have been here a long time.

Mr. Perersex. And you wear me out.

Mr. Kastexseme. And you have been a good witness, and I
think this is a very good introduction to the dialog which I assume
will continue between the subcommittee and the Justice Department.
We appreciate your testimony.

Mr, Perersex. Mr. Chairman, it is a pleasure to see you and to
discuss and discourse with all of you gentlemen, and however much
we disagree I can tell you that we would like and we feel we need
your anpmt

[The statement of Mr. Petersen follows:]

STATEMENT OF HENRY E. PETERSEN, ASSISTANT ATTORNEY GENERAL,
CRIMINAL DIvVISION

Mr. Chairman: My name is Henry E. Petersen, I am the Assistant Attorney
General in charge of the Criminal Division of the Department of Justice. I
appreciate the opportunity to appear before this Subcommittee on behalf of
the Department to present the Department's position on HLR. 1597, H.R. 9098,
HILR. 9781, HL.R. 9815, H.R. 9949, H.R. 11629, H.R. 11838, and II,IL 13825.

The purpose of these bills is to amend portions of statutes relating to the
interceptions of wire and oral communications ’Illlu IIT of the Omnibus Crime
Control and Safe Streets Act of 1068, 18 U . 2510-2520, authorizing the
use of electronic surveillance, is the object of Tlu-w proposed hills. These various
sections of the Omnibus Crime Control and Safe Streets Act of 1968 differen-
tiate between electronic surveillance in instances unrelated to national security
interests, and surveillances involving the national seeurity. The former sur-
veillances, which we commonly designate Title ITI surveillances, are anthorized
only for classes of crimes carefully specified in Section 2516 of Title 18, United
States Code. These are subject to prior court order and are guided by detailed
and particularized procedures necessary to obtain such an order, as well as
carefully eirenmseribed conditions for their use set forth in Section 2518. The
latter surveillances pertain to national security matters, both foreign and
domestic. These surveillances are mentioned in Section 2511(3). There are,
however, no prescribed procedures for national security surveillances in Sec-
tion 2511(3).

The Omnibus Crime Control and Safe Streets Act represents a comprehen-
sive attempt by Congress to promote more effective crime control while pro-
tecting the privacy of individual thought and expression. Its enactment re-
flects congressional recognition of the need for surveillance in combatting
various types of erimes, and organized erime In partienlar. We maintain that
electronic surveillance techniques are, to date, the most effective method to
bring eriminal sanctions against organized eriminals. and are indispensable in
developing witnesses with corroborating testimony, and generally in providing
a useful tool in the evidence-gathering process. The Department’s most notable
success with the use of electronie surveillances has been against organized
crime controlled gambling enterprises. However, surveillances have also proved
extremely useful in detecting and arresting violators of the other crimes
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listed in Section 2516 of Title 18. Our successes require us to recommend that
Title IIT remain unchanged.

The proponents of these proposed bills appear to believe that electronic
surveillances, under the Title ITI guidelines, violate fundamental constitutional
rights by infringing upon personal security. However, much of Title III was
drafted to meet the constitutional requirements for electronic surveillances
set out in Katz v. United States, 389 U.S. 347 (1967), and Berger v. New York,
388 P.S. 41 (1967). The Katz decision looks to the Fourth Amendment in in-
quiring into the “reasonableness” of the search and seizure. The Berger
opinion sets out the framework within which electronic surveillance may
constitutionally be used. The decision of which is paramount, justice of
privacy, is not an easy one and can only be balanced by consideration of the
needs and conditions which exist at any given moment. The Supreme Court
has set out a structural framework to balance privacy and justice, and Title
IIT was enacted within this framework, We believe that Title III is a work-
able solution arrived at to balance justice and privacy.

Before discussing the Department’s position on the proposed amendments,
I would first like to review for you the administrative techniques and pro-
cedures presently in effect within the Department designed to comply strictly
with the electronic surveillance statutes and to centralize control over the
surveillance procedures. These procedures and techniques are as follows:

Approval of the Attorney General or a specially designed Assistant Attorney
General ;

A written sworn application containing a complete statement of facts estab-
lishing probable cause relied on by the applicant to justify his belief that an
order should be issued;

Findings of probable cause by the issuing judge before entering an order :

A statement in the order of the period of time during which the interception
is authorized, which must be no longer than is necessary to achieve the ob-
jective of the authorization, and in no event more than thirty days:

A finding by the issuing judge that normal investigative procedures have
been tried and failed, or reasonably appear unlikely to succeed if tried;

The recording on tape or other comparable device of all interceptions in
such a way as to protect the recording from editing or alteration:

The filing of an inventory of persons named in the order within ninety
days after termination of the period of an order:

The filing by the Attorney General in January of each year with the
Administrative Office of the United States Courts of a detailed report regard-
Ing each application for an order during the preceding calendar vear.

In order to insure strict compliance with these and other provisions of the
statute. we have established a number of administrative procedures to achieve
centralized control over the initiation of interception procedures. Briefly,
these procedures are as follows:

Requests for anthorization for an interception order must be made in writing
to the Attorney General from the highest ranking officer of the investigative
agency having jurisdiction over the offense involved :

All requests are initially reviewed in the field by attorneys of the Depart-
ment of Justice, nsually Strike Force attorney of the Organized Crime and
Racketeering Section of the Criminal Division, or by a United States Attorney
or an Assistant United States Attorney, who assist the investigative agencies
in the preparation of the aflidavit and prepare the proposed application and
court order;

All requests are next submitted to the Organized Crime and Racketeering
Section or the Narcotic and Dangerous Drug Section of the Criminal Division
where there has heen established a special unit of attorneys whose primary
function is to review the entire matter for both form and substance, with
particular emphasis on assuring strict adherence to the required statutory
standards;

When approved by this unit, requests are next submitted for review to
either the Chief or Deputy Chief of the Organized Crime and Racketeering
Section or the Narcotic and Dangerous Drug Section. If approved here, re-
quests are next submitted for review and approved by the Assistant Attorney
General, Criminal Division, and finally to the Attorney General. When <o
approved by the Attorney General, a letter is prepared authorizing the attor-
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ney named in the request for authorization to apply to the court for an
interception order.

In addition, we have published and distributed to all Divisions of the De-
partment of Justice, to all United States Attorneys, and to all appropriate
investigative agencies a “Manual for Conduct of Eleetronic Surveillance”
which sets forth in detail the procedures that must be followed with regard
to every interception pursnant to court order, no matter in which agency of
the Government or Division of the Department of Justice it originates. The
procedures set forth in the Manual cover every phase of the interception
process—fIrom authorization by the Department of Justice through the securing
of an interception order and the conduct of the interception itself to use of the
information obtained.

As you can see, these procedures are well-structured to accomplish a thorongh
examination of the necessity to intercept wire and oral communications. Onee
the need for interception is established, then and only then will the Attorney
General or a designated Assistant Attorney General authorize an applieation
for the interception to be presented to the court. In this way, it is impossible
for frivolous and unrestrained applications to intercept communications to
proceed for court approval.

To assist the Subcommittee, T would like to present the Department’s views
by first giving a brief synopsis of a bill, and second, by stating the position
of the Department in respect to that bill.

H.R. 1597 proposes to amend Section 2511 of Title 18 by requiring “. . . the
written authorization of the President specifically authorizing the particu-
lar interception or disclosure,” when “. ., . a judge or justice of the United
States or a Senator or Member of Congress is a party, . . ." Section 2511
presently prohibits the interception and disclosure of wire or oral communi-
eations unless compliance is made with the electronie surveillance statutes.
Striect adherence to these statutes prevents unscrupulous and indiscriminate
invasions of privaey.

I assume that this bill is not attempting to substitute a written Presidential
aunthorization in lieu of a Judicial anthorization for a wiretap order, but is
intended to supplement those procedures in Sections 2516(1) and 2518(1),
desceribed above. H.R. 1597 appears to suggest that these existing controls no
longer insure sufficient protection of the privacies of specially eategorized
persons, that ig, a United States judge of justice or a Senator or Member
of Congress. We disagree.

There is no reasonable basis for distinguishing these persons from United
States citizens in general. The unauthorized infringement upon constitutional
freedoms must always be prohibited, whether the freedoms involved are
those of the persons specially enumerated or anyone else's. Title III has
meft this challenge by (1) instituting a ecarefully circumseribed procedure
antecedent to the intrusion, (2) implementing the exclusionary rule, (3)
making unauthorized survelllance a serious erime, and (4) providing a eivil
action in 18 U.8.C. 2520 to sufficiently compensate for any unconstitutional
intrusion by means of electronic surveillance.

This bill would create preferential treatment for a select few and would
expand existing controls which already conform with Fourth Amendment
standards. The Impartiality of a neutral Judge provides the ultimate exam-
ination of the probable cause necessary to prevent unreasonable searches and
seizures. This is the case whether the request for wire or oral interception
is last examined by the Attorney General or the President.

For these reasons, the Department of Justice recommends against enact-
ment of FLR. 1597,

H.R. 9667 and H.R. 9098 will be considered together. They both propose
amendments to Sections 2511(2) (e¢) and (d) reguiring the consent of all
parties whose eommunications are intercepted. Sections 2511(2)(e¢) and (d)
of Title 18, United States Code, now provide that it is not unlawful to inter-
cept wire and oral communications “where such person is a party to the
communiecations or where one of the parties to the communications has given
prior consent to such interception.” (emphasis supplied). These bills desire
to alter these clauses to make the consent of parties a necessary prerequisite
to interception under these subdivisions of Section 2511(2).
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The proposed modifications, in essence, provide that the consensual monitor-
ing of wire and oral requirements of a third party intercepted unless the
consensual monitoring was conducted with prior notice to all parties to the
conversation. This would negate any efforts to obtain evidence by investiga-
tive procedures that have consistently been approved by the Supreme Court.

Court decisions have for some time distinguished between electronic sur-
veillance of conversations without the consent of any of the parties, which
requires a court order and a showing of probable cause, and the monitoring
of conversations with the consent of one but not all of the parties. United
States v. White, 401 U.S. 746 (1971) ; Lopez v. United States, 373 U.B. 427
(1963) ; Rathburn v. United States, 355 U.S. 107 (1957); On Lee v. United
States, 884, U.8. 74T (1952). The primary difference between nonconsensual
electronic surveillance and consensual monitoring is that in the latter, one
participant in the conversation may be collaborating with the Government and
may relate to the Government the substance of the conversation. The mon-
itoring serves to provide instantaneous communications and to assure effective
corroboration. No information is acquired which would not have been ob-
tained without the accompanying monitor; this method is simply faster and
more probative. As the Supreme Court said in United States v. White, 401 U.8.
745 (1971), we should not:

“s # ¢ he too ready to erect constitutional barriers to relevant and pro-
bative evidence which is also accurate and reliable. An electronic recording will
many times produce a more reliable rendition of what a defendant has said
than will the unaided memory of a police agent * * *. Consgiderations like
these obviously do not favor the defendant, but we are not prepared to hold
that a defendant who has mo constitutional right to exclude the informer's
unaided testimony nevertheless has a Fourth Amendment privilege against a
more aceurate version of the events in question. 401 TU.8. at 753.”

The most reliable and probative evidence is always preferred in the law.
Science through electronic surveillance techniques can promote the acquisi-
tion of such evidence without subjection to the vagaries and frailities of
human nature. Where informants, whose credibility may be suspect, are nsed,
where victims of crime are engaged in key conversations with the perpetrators
themselves, or where the investigators as such are individually involved and
their credibility will be significant factor in the subsequent trial, recorded
and monitored conversations are of the utmost importance. Recorded con-
versations produce the precise character of the spoken words with the inflec-
tions, emphasis ,and other aspects of oral speech.

For these reasons, we strongly oppose both FLR. 9667 and H.R. 9%698. We
further recommend following the American Bar Association’s adoption of 18
U.S.0. 2511(a) (e) and (d) as their Minimum Standard of Criminal Justice
relating to consensual overhearing and recording. See American Bar Asso-
clation Standards for Criminal Justice, Electronic Surveillance, Standard 4.1,
and Commentary, pages 12-13 (1971).

H.R. 9781 also proposes to amend Section 2511, and in addition, Rections
2512, 2516, 2517, 2518, 2519, and 2520 of Title 18, United States Code. This
bill suggests that the current procedural safegunards designed to prevent the
abuse and misuse of interceptions of wire and oral communications are inade-
quate and tempt Government officials to further partisan political goals by
means of wire and oral electronic surveillance. Further, H.R. 9781 declares
that electronic surveillances have been employed too extensively, thereby
spawning the undermining of personal security and the violation of the con-
stitutional rights to free speech, press, and association, the rights to due
process and equal protection, and the right to privacy.

To correct these alleged infringements, H.R. 97581 proposes, first to amend
Section 2511(1) to prohibit aell interceptions and disclosures of wire and
oral communieations. Further, a mew subdivision (e) to Section 2511(1) is
suggested which would prohibit the willful interception or recording of wire or
oral communications without the consent of all parties to the conversations.

Second, the bill seeks to strike out Sections 2511(2) (a) (ii), (b), (e), and
(d). This wonld prohibit any disclosure or technical assistance by an em-
ployee of a communication common carrier, whose employment may require
an incidental wire interception, to a person lawfully authorized to intercept
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such. It would also make unlawful the interception of wire or oral communieca-
tions, the disclosure, or use of such interceptions, by the Federal Communica-
tions Commission in the normal course of its responsibilities, Consistent with
the proposed addition of Section 2511(1)(e), the elimination of Section
2511(2) (e) and (d) would make unlawful the interception of wire and oral
communications where one party to the conversation consents to such
monitoring.

Third, H.R. 9781 proposes to strike out Section 2511(3). This seeks to cur-
tail the constitutional power of the President to obtain the intelligence in-
formation he deems necessary to protect the security of the United States by
the interception of wire and oral communications,

The fourth proposed amendment included in LR, 9781 would prohibit all
manufacture, distribution, possession, and advertisement of wire and oral
communication dnterception devices by amending Seetion 2312(1). It would
also strike out the provisions in Section 2512(2), thereby making it unlawful
for a ecommunications common earrier or an employee, a person under contract
with such carrier, or an employee of or person under contract with a Goy-
ernmental body to transport through interstate or foreign commerce any
electronie, mechanical or other device primarily useful in the surreptitious of
wire or oral eommunications,

H.R. 9781, lastly, proposes to amend the interception statutes by striking
out Sections 2516, 2517, 2518, 2510, 2510(9). These proposals prohibit the
authorization and disclosure for interception of wire and oral communica-
tions, and eliminate the need for a procedure for the interception and reports
concerning the intercepted communications.

As you ecan see, the ultimate effect of H.R. 9781 is to literally destroy the
Government's authority to apply for wire and oral interceptions, The first
proposed amendment to the bill recommends that all interceptions and dis-
closures be prohibited unless the consent of all parties to the conversation is
obtained. We object to the passage of this proposal for the same reasons we
objected to FLR. 9667 and H.R. 9698. Furthermore, the ahsolute prohibition on
non-consensual interceptions and disclosures undermines the purposes for
which the electronic surveillance statutes were enacted. The statements made
before this Subcommittee, both now and in the past, have amply demonstrated
the need for interceptions of wire and oral communications, and the results
obtained from the use of these interceptions.

The second proposal in H.R. 9781 involves forbidding employees of com-
munication common ecarriers or of the Federal Communications Commission
to provide assistance for an interception, to intercept, or to disclose or unse
the interception. We also object to the passage of this proposal. As our
nosition strongly favors the perpetuation of the electronie snrveillance
statutes in their present form, any attempt to frustrate the effective exeention
of these statutes must he strongly opposed by us,

T wonld like to defer discussion of the third proposal in H.R. 9781 to later
discussions of H.R. 99 and H.R. 13825, all involving national security.

H.R. 9781 also suggested a fourth proposal to proseribe the manufacture,
distribution, possession and advertisement of wire and oral interception
devices, ns well as the interstate or foreign transportation of such devices,
Obviously this proposal would prevent any interception of wire and oral com.
munications. As previously stated, we eannot adhere to a policy that would
undercut an effective source of crime detection. We, therefore, object to this
amendment also.

The last amendment proposed in H.R. 9781, recommends that Sections 2516,
2517, 2518, 2519, and 2510(a) be struck from Title 18. As these Sections set
out the procedures for the authorization. the interception, disclosure and
use of intercepted communieations, and for the reports eoneerning intercepted
communieations, their elimination wonld seriously hamper eriminal investiga-
tive techniques. By striking these Seetions from the electronic surveillance
statutes, the Government's authority to seek court approval for wire and
oral inerceptions is revoked,

For the above-stated reasons, the Department ohjects to the passage of
H.R. 9781, and to any of the proposed portions of F.R. 9781,

H.R. 9815 and H.R. 11629 will be examined together as they are substan-
tially identical bills proposing a “Freedom from Surveillance Act of 1973."
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These bills would prohibit the use of the Armed Forces or any state militia to
investigate or maintain surveillance of civilians, except where the use of
the Armed Forces is employed to earry out certain specific responsibilities. The
surveillance to be curtailed includes monitoring by wiretapping, electronic
eavesdropping, overt and covert infiltration, and eivilian informants. To
au'{'ﬂlntall:{h this punpose, these bills seek to add a new section to Title 18,
United States Code. They would also amend Title 28, United States Code, by
authorizing civil actions for damage and injunctive relief, and by permitting
class actions to be initiated to enjoin such sarveillance. The bills would also
affect the Posse Comitatus Act, 18 U.S.C. 1885, by expanding its scope to
include the Coast Guard.

We would point out that this proposed amendment of Title 18, United
States Code, is inconsistent with Public Law 90-331, authorizing the use of
the Armed Forces to conduct surveillance monitoring when the Armed
Forees assist the Secret Service in protecting the President, Vice-President,
and foreign visitors.

The Department of Justice believes that the eriminal penalties provided in
Section 2 of these bills are overly broad. Furthermore, we oppose Section
8 of these bills which authorizes civil actions for damage and injunctive
relief. Civil damages are authorized in Section 2520 of Title 18, whenever
communications are intercepted, disclosed, or used in violation of this chapter.
The addition of the proposed civil remedies in Title 28 would necessarily be
superfluous and could be used for harassment to test the authorization of an
exception to the surveillance prohibition, thereby increasing the already
burdensome load of eivil litigation.

We do object to the inclusion of the Coast Guard in the Armed Forces,
and urge that the Coast Guard be excluded from the Posse Comitatus Act.
Section 5 of these bills, is, therefore, objectionable to the Department as it
would prevent the Coast Guard from pursuing its traditional law enforcement
duties. See 14 U.8.C. 89,

These reasons force the Department of Justice to oppose the enactment
of H.R. 9815 and H.R. 11629.

H.R. 11888 proposes to amend Section 2516(1) and (2) of Title 18, United
States Code, to assure that all authorized interceptions of wire and oral
communications receive prior court approval. This language of the bill re-
stricts itself to amending Sections 2516(1) and (2). It does not refer to Section
2518(7) of Title 18, United States Code, which provides:

Notwithstanding any other provision of this chapter, any investigative or
law enforcement officer, gpecially designated by the Attorney General or by
the principal prosecuting attorney of any State or subdivision thereof acting
pursuant to a statute of that State, who reasonably determines that—

(a) an emergency situation exists with respect to conspiratorial activities
threatening the national security interest or to conspiratorial activities charac-
teristic of organized erime that requires a wire or oral communication to be
intercepted before an order authorizing such interception can with due
diligence be obtained, and

(b) there are grounds npon which an order could be entered under this
chapter to authorize such interception, may intercept such wire or oral com-
munication if an application for an order approving the interception is made
in accordance with this section within forty-eight hours after the interception
has oceurred, or begins to occur. In the absence of an order, such interception
shall immediately terminate when the communication sought is obtained or
when the application for the order is denied, whichever is earlier. In the
event such application for approval is denied, or in any other case where
the interception is terminated without an order having been issued, the con-
tents of any wire or oral communication intercepted shall be treated as having
been obtained in violation of this chapter, and an inventory shall be served
as provided for in subsection (d) of this section on the person named in the
application.

, H.R. 11838 appears to be directed at the elimination of this emergency pro-
vision, but does not accomplish this stated purpose.

We believe that, although the Department has never used this emergency
provision, it should be retained without limitation or change. The provision
permits investigation to proceed when an emergency situation exists, follow-
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ing up this investigation within forty-eight hours with an application to the
court to approve such interception. A court order is required as a condition
precedent to the use of any intercepted evidence, thereby a sufficient safeguard
to potential abuse,

This bill does not, therefore, accomplish its stated purpose. The Depart-
ment of Justice does, however, object to any limitation on the emepgency
authorization in Section 2518(7), and objects to the use of H.R. 11838 to
attempt to limit this Section of Title 18.

The last two bills pending before this Subcommittee are H.R. 9049 and
H.R. 18825, both concerning the authorization of intercepted communications
in national security ecases. Previously, I deferred discussion of H.R. 9781,
Section 2(5), until these two bills were presented, as it, too, deals with
national security interceptions.

Each of these proposed amendments’ would substa ntially change the language,
intent, and effect of Section 2511(3) of Title 18, United States Code, the
present recognition of national security authority for interception of wire and
oral communications. Section 2511(3) provides that the constitutional power
of the President shall not be limited or restricted whenever he deems it neces-
sary affirmatively to act to protect the national security of the United States.
Such affirmative measures by the President may include the authorization of
wire and oral interceptions, without prior or subsequent court approval.

H.R. 9781, Section 2(5), seeks to wholly abrogate the President’s constitu-
tional power by striking out Section 25611(3). H.R. 9949 proposes to limit this
constitutional power by excluding burglary or any other illegal act from the
scope of measures the President, or anyone acting or purporting to act on his
behalf (is authorized to utilize to proteet the national security., H.R, 13825
seeks to amend Section 2511(3) by curtailing the constitutional power of the
President to act in the name of national security only against foreign agents
and powers pursuant to the proposed Section 2518A. The contents, or evi-
dence derived therefrom, of interceptions under Section 2511 (3) would not be
admissible in evidence nor be otherwise disclosed in any trial, hearing, or
other proceeding in Federal or state court, with the exception of admissibility
in civil proceedings agninst foreign agents. Further, H.R. 13825 proposes to
delete subsection (a) of Section 2516 of Title 18, United States Code, re-
number the remaining subsections, and add a new Seetion 2516 following
Section 2516 concerning the authorization for interceptions in national
security cases. Another recommended amendment of this bill would add a
new Section 2518A immediately following Section 2518, involving the pro-
cedure for interception in national security eases.

H.R. 9949 provides that no Congressional enactment shall be deemed to
authorize the President, or anyone acting or purporting to act on his behalf,
to engage in burglary or any other illegal act. The Department objects to the
enactment of this bill as it would be needless,

It seems fairly obvious, I believe, that the Department opposes the passage
of H.R. 9781, Section 2(5), which seeks to destroy the President's constitu-
tional authority to intercept certain communications in the interest of national
security. Any limitation of the Presiden's constitutional power to protect the
United States against foreign instigated subversion must be objected to. We
believe that the deletion of Section 2511(3). although it certainly would not
detract from the President's constitutional powers, should be prevented in
order to be compatible with constitutional and case law standards balancing
the First and Fourth Amendment rights against the Govermment's need to
elicit intelligence information for purposes of national security,

The reasoning employed to object to H.R. 9781, Seetion 2(5), also compels
us to object to FLR. 18825, This bill was proposed to prevent abusive prae-
tices and procedures by the Government when engaging in investigation and
law enforcement activities utilizing electronic surveillance techniques. These
abusive practices and procedures were declared to be especially exeessive
in instances involving security. To further this end, H.R. 13825 recommends
amending Section 2511(3) to limit its provisions solely to the proteetion of |
the national security against foreign powers and agents.

The policy of the President and the Attorney General relating to national
security wiretaps was recently set forth by former Attorney General Richard-
son. In reply to questions raised during the recent hearings on the confirma-
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tion of Henry Kissinger as Secretary of State, Attorney General Elliot
Richardson sent a letter to the Senate Foreign Relations Committee ontlining
the Justice Department’s policy in light of United States v. U.8. District
Court, 407 U.S, 207, 11 Cr. L. 38131, (1972), and pending litigation on the
subject.

The full text of Attorney General Richardson's letter to Senator J. W. Ful-
bright (D. Ark.) follows:

“SEPTEMBER 12, 1973.

“Dear MR. CmAmMAN: During the confirmation hearing of Dr. Kissinger,
fl question was raised as fo this Administration’s position concerning the power
of the Executive to conduct electronie surveillanee without warrant in the
national security field. Dr. Kissinger said that he would try to elicit a state-
ment for the record that would clarify our general poliey on this matter.

“I believe that there will continue to be situations which justify the conduect
of electronie surveillance for the purpose of national security. This surveillance
is carried out to meet the obligations of the President as both Commander-in-
Chief and as the Nation’s instrument for foreign affairs. T will continue to
attempt to ensure that a genuine national security interest is, in faet, involved
whenever we invoke this power and that we operate within the limits set by
Congress and the courts, ;

“The Department of Justice scrupulously observes the law as inferpreted
by the courts, There may be guestions as to what certain decisions mean
and whether surveillance, such as that discussed by the committee, has been
affected by later court decision. These and other issues are before the courts
now and we expect any ambiguities to be settled within the normal judicial
process. The policy statement that follows therefore refers to procedures for
any surveillance that may be carried out at present.

“A year ago in the Keith case (407 U.S. 297, 11 Cr. L. 3131), the Supreme
Court ruled unanimously that the Government may not carry on electronie
surveillance in domestic security operations, as opposed to foreign intelligence
operations, without first obtaining a judieial warrant. The Court pointed out
that it was condemning warrantless electronic surveillance carried out in
domestic security cases directed at a “domestic organization (whether for-
mally or informally constituted) composed of citizens of the United States
and which has no significant connection with a foreign power, its agents or
agencies.” The Keith decision necessarily is Departmental policy and is being
followed.

“Although the Keith case did not address warrantless mational security
electronic surveillance, to date, the lower courts which have addressed this
problem have agreed with the contention of this Department that a judicial
warrant is not a necessary requirement for the Government's use of elec-
tronie surveillance to obtain foreign intelligence or foreign policy informa-
tion necessary for the protection of national security. E.G., United States v.
Clay, 430 F. 2d 165 (5th Cir. 1970), reversed on other grounds, 403 TU.S. 608
(1971) ; United States v. Brown, 317 F. Supp. 531 (E.D. La., 1970), affirmed,
No. T2-2881 (5th Cir., Aug. 22, 1973) ; United States v. Smith, 821 F. Supp.
424 (O.D. Calif. 1971) ; Zweibon v. Mitchell, 42 U.8. L. Week 2054 (1973).
Pending a decision on this issue by the Supreme Court I believe that we are
Jjustified in relying on the case law as it is being developed in the lower
courts to conduct national security electronie surveillance, withont warrant,
in a limited number of cautiously and meticulously reviewed instances.

“When Congress enacted legislation in 1968 requiring a judieial warrant for
the use of electronic surveillance in investigations of violations of certain
criminal laws, it made clear that it did not intend to add or subtract from
whatever measure of constitutional power the President may have to wuse
electronic surveillance in the national security field. However, as a guide, it
set forth a number of purposes, divided between the domestic and foreign
aspects of national security, that it understood to be proper for the exercise
of Presidential power. The Keith decision subsequently held that this power
could not, in the absence of a warrant, be exercised for the domestic security
purposes mentioned by Congress. However, as a matter of policy, I shall keep
in mind the contours of the President’'s power suggested by Congress in the
1068 law as it relates to foreign intelligence. In general, before I approve
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any new application for surveillance without a warrant, I must be con-
vinced that it is necessary (1) to protect the nation against actual or
potential attack of other hostile acts of a foreign power; (2) to obtain foreign
intelligence information deemed essential to the security of the United States.
or (38) to protect national security information against foreign intelligence
activities. 18 U.8.C. 2511(3).

“As the Supreme Court itself observed in Keith, it may well be difficult
to distinguish between “domestic’ and “foreign” unlawful activities directed
against the United States where there are relationships in varying degrees
between domestic groups or organizations and foreign powers, or their agents.
All T can say is that, as the applications are presented to me, I will, together
with my staff, try scrupulously to follow the guidance and instruction given
to us by Congress and the courts, bearing in mind the importance of balancing
individual privacy with the needs of national security.”

Therefore, the proposal in H.R. 13825 deleting the second sentence of Section
2511(8) is needless, as the former Attorney General's statement, adhering to
United States v. United States Digtrict Court, 407 U.8, 297 (1972), indicates
that the Department is scrupulously observing the procedures laid out by the
Supreme Court.

In addition, the proposal in H.R. 13825 limiting the admissibility of contents
or evidence of intercepted communications to civil proceedings against foreign
agents iz also objectionable to us. As we feel that wire and oral communica-
tions muy be intercepted in the name of national security, both against for-
eign and domestic subversion, subject to the Keith decision.

Further, we feel that Section 2515 of Title 18 adequately covers the sitna-
tion which this proposal seeks to amend. Section 2515 states that “. . . no
part of the contents of such [intercepted] communication and no evidence
derived therefrom may be received in evidence . . ., if the disclosure of that
information would be in violation of this chapter.” (Emphasis supplied), This
statute obviously covers the suppression of intercepted evidence where the
interception procedure and authorization is pursued contrary to Sections 2516
and 2518, It further covers the procedures for national security surveillances,
under Section 2511(3), and United States v. United States District Court,
407 U.S. 207 (1972). These reasons compel us to object to the enactment of
the proposal in H.R. 13825 limiting the admissibility of mational security
surveillance to ecivil proceedings,

H.R. 18825 also proposes to supplement the present Sections 2516 and 2518,
by adding the new Sections 2516A and 251RA. These recommended amend-
ments are consistent with the bill's earlier proposal to limit the provisions of
Seetion 2511(8) to national security surveillances solely against foreign
agents and powers., We understood that the intent of this bill is to make
foreign intelligence surveillances by electronic means obtain prior eourt
approval before utilization.

Since the Supreme Court's decision in United States v. United States District
Court, 407 U.8, 207 (1972), this Department would employ an appropriate
prior warrant procedure where security surveillances were to be applied for
in the name of domestic security. It is our view that neither this deecision
nor Section 2511(3) requires a warrant, or judicial approval, before surveil-
lance may be undertaken where the national security is threatened by or on
behalf of foreign powers, Former Attorney General Richardson’s letter to
Senator Fulbright points out that several lower Federal courts and courts of
appeals also adhere to this belief. Further, the Executive power “to preserve,
protect and defend the Constitution” in Article II, Section 1, also supports
our view,

Thus, we cannot support the proposal in H.R. 13825 to establish gunidelines
for the authorization of and procedures for interceptions of wire and oral
communications relating to national security cases against foreign powers.
We cannot help but feel that these amendments would contravene the Presi-
dent's power under the Conmstitution by requiring a prior judicial determina-
tion of probable cause to believe certain enumerated crimes have been or are
about to be committed by foreign agents thereby endangering the national
security. Unless, and until, we receive a judicial construction of the Executive
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power in Article II, Section 1, that requires prior judicial approval for elec-
tronic surveillances in national security ecases against foreign powers, we do
not believe that Congress should enact these proposals. For this reason, we
object to their passage.

In sum, I want to thank you for the opportunity to express the views of the
Department of Justice on pending legislation relating to the subject of wire-
tapping and electronie surveillance. We do not feel that these proposals will
further nor support the present Title III of the Omnibus Crime Control and
Safe Streets Act of 1068, nor are they consistent with the expressions of the
various Federal courts. Consequently, we recommend against the passage of
H.R. 1597, H.R. 9667, ILR. 9698, H.R. 9781, H.R. 9815, H.R. 9949 H.R. 11629,
H.R. 11838, and H.R. 13825,

Mr. Kastexmeier. Thank you, Mr. Petersen and Mr. Maroney.

The Chair would next like to call, representing the Department of
Defense, the Deputy Assistant Secretary of Defense for Administra-
tion, Mr. David O. Cooke. Prior to joining the Department, Mr.
Cooke served as a career naval officer, retiring with the rank of
captain. We are very pleased to have Mr. Cooke and his assistants
here this morning. I know that at least one of your group may have
time problems, and we will try to expedite your testimony.

TESTIMONY OF HON. DAVID 0. COOKE, DEPUTY ASSISTANT SECRE-
TARY OF DEFENSE FOR ADMINISTRATION, DEPARTMENT OF
DEFENSE, ACCOMPANIED BY JOSEPH J. LIEBLING, DEPUTY
ASSISTANT SECRETARY OF DEFENSE FOR SECURITY: AND
ROBERT T. ANDREWS, ASSISTANT GENERAL COUNSEL

Mr. Cooxe. Thank you, Mr. Chairman. May I introduce my two
colleagues. On my right, is Mr. Joseph Liebling, Deputy Assistant
Secretary of Defense for Security Policy and on my left, Mr. Robert
Andrews, Assistant General Counsel in the Department of Defense.

Mr. Chairman and members of the committee, I am here in re-
sponse to your invitation to the Secretary of Defense to furnish
information in connection with your inquiry into changes to title
I1I of the Omnibus Crime Control and Safe Streets Act of 1968,
and to provide information relating to the policies and procedures
by which wiretapping and electronic surveillance are authorized
and controlled within the Department of Defense.

For management purposes, the Department has placed wiretapping
and electronic surveillance activities into two separate categories.

Department policies and procedures which limit the use of tele-
phone monitoring and control the use of information obtained by
third parties, are set forth in Department of Defense Directive
4640.1, *“Telephone Monitoring.” DOD policies which restrict the use
of wiretapping and eavesdropping during the conduct of investiga-
tions for law enforcement purposes are published in DOD Directive
5200.24, “Telephone Interception and Eavesdropping.” Both of these
directives apply to the United States, the Commonwealth of Puerto
Rico and U.S. territories. They do not apply elsewhere overseas, nor
are they applicable to our foreign intelligence collection activities.
Copies of the two directives were provided to your committee last
week.
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First, T would like to discuss telephone monitoring which is ad-
ministrative rather than investigative in purpose. There are four
classes of telephone monitoring. They are:

1. OFFICE TELEFHONE

Listening to or recording office telephone communications by use
of mechanical or electronic devices or recording by written means,
for the purpose of obtaining an exact reproduction or a summary
of the substance of the telephone conversation and with the consent
of all parties.

2. COMMAND CENTER COMMUNICATIONS

Listening to or recording telephone communication in DOD com-
mand centers for the purpose of obtaining a record of conversations,
or parts thereof, for command and control purposes.

3. COMMUNICATIONS BECURITY

Listening to or recording of the transmission of official defense
information over DOD-owed or leased telephone communication, by
any means, for the purpose of determining whether such information
is being properly protected in the interest of national security. Notice
of this action is given to users that these systems are subject to com-
munications security monitoring at all times.

4, COMMUNICATIONS MANAGEMENT

Listening to or recording telephone communications on DOD-
dedicated systems or the common-user systems of the Defense com-
munication system, by any means, not for the contents but for the
purpose of determining whether the systems are functioning prop-
erly for official purposes. Almost every phone company has a counter-
part activity.

The first class of telephone monitoring is one in which you are all
familiar, called office monitoring. With the use of either a recorder
equipped with “beeper” or with a stenographer, it requires the ad-
vance consent of all parties to the conversation. Office telephone
monitoring, in such cases, is a valuable management tool to reflect
the exact nature of agreements and understanding achieved by tele-
phone. One of the parties to the conversation may be outside the
DOD but again let me emphasize that all parties concerned must
consent to office telephone monitoring.

The other three classes of telephone monitoring are largely in-
ternal. That is, they are directed to the manner in which DOD mili-
tary and civilian personnel use telephones which are part of DOD
communications systems.

Telephone monitoring in command centers, for communications
security and for communications management purposes, does not re-
quire express consent in each case. The purpose of command center
monitoring is to obtain accurate records for command and control
purposes of official calls to a command center. Examples of the com-
mand centers are the National Military Command Center, its alter-
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nate, the Airborne Command Post, the North American Air Defense
Command Post, the Military Services Operations Centers in Wash-
ington, the Military and Security Police Operations Centers, Fire
and Rescue Control Centers and Air Traffic Control Centers.

DOD monitoring for these Centers closely compares with the re-
cordings made by the Federal Aviation Agency in its many air traflic
control centers. Simila rly, most police, fire, and rescue control centers
in our large cities and’counties monitor incident reports and requests
for assistance to insure accuracy and for record purposes. Further-
more, command centers are able to record messages to be rebroad-
cast to subordinate and lateral units.

DOD Directive 4640.1 requires for each center specific regulations
be published prior to the initial operation of the recording uip-
ment. The existence of such monitoring, however, is require by
DOD Directive 4640.1 to be so widely and expressly publicized
throughout DOD and its components as to amount to constructive
consent. 5

Our authority for this class of monitoring equipment and its use
stems from communications common carrier tariffs which have been
approved by the Federal Communications Commission. This class
of monitoring is provided for in DOD Directive 4640.1, which I
mentioned earlier.

Communications security monitoring—COMSEC monitoring—is
the third class of administrative telephone monitoring which is used,
albeit rarely, on Department of Defense telephone circuits. The pur-
pose of COMSEC monitoring is to provide a basis for analysis to en-
sure that elassified information is not discussed on unsecure telephones.

This monitoring may only be conducted when authorized by the
commander or DOD official in charge of an installation or activity
or his superior. Let me stress that security organizations organized
and equipped to perform communications security monitoring are
not authorized to monitor communications systems on their own
initiative, Communications seeurity monitoring is employed infre-
quently. Less than one percent of our telephones are monitored for
security in any given year.

The lines selected for security monitoring consist mainly of those
serving command posts, major operational headquarters, war rooms,
and field exercises both in the United States and overseas,

Let me emphasize that the purposes of COMSEC monitoring are
to advise commanders on actual or possible security compromises and
improve the security protection of telephone communications,

DOD Directive 4640.1 expressly states that the information obtained
as a result of telephone communications security monitoring shall not
be authorized for law enforcement purposes unless the General Coun-
sel authorizes an exception in a specific case.

The last class of administrative telephone monitoring is communi-
cations management monitoring, often called service observation.
Service observation is conducted largely by computer analysis and
pay count methods rather than by actual listening to telephone con-
versations in progress,

It is a tool used to determine if telephone

systems are functioning
properly, not with the contents of conversatio

ns, but with such things
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as the precedence and number of calls, their duration, response to
signals, number of busy signals for a given time period, total load
on a system in numbers and duration of calls, ete.

The purpose of administrative telephone monitoring previously
described, 1s distinetly different from the purpose of wiretapping or
eavesdropping. Telephone monitoring is to accurately preserve rec-
ords of conversations as in command centers,or to analyze a total
system for adherence to protection of classified information as in
COMSEC monitoring.

Wiretapping and eavesdropping are used for the purpose of erimi-
nal investigations,

Let me now turn to the Department’s policies and procedures for
telephone interception and eavesdropping techniques used in investi-
gating criminal cases. DOD defines these terms exactly as they are
defined in title TIT of Public Law 90-351:

Telephone = Interception—wiretapping. The use of electronic,
mechanical, or other devices to intercept a wire communication for
the purpose of obtaining information as part of a eriminal investi-
gation,

Eavesdropping—Electronic Surveillance. The use of electronic,
mechanical, or other devices to intercept an oral eommunication for
the purpose of obtaining information as part of a criminal investi-
ration.

DOD Directive 5200.24 authorizes, under controlled cireumstances,
the use of telephone interception—or wiretapping— and nontele-
phonic electronic surveillance—eavesdropping—by DOD eriminal
and investigative agencies when there are reasonable grounds to
believe that:

1. A criminal offense concerning the national security is involved ;
or 2. a felony has been or is about to be committed; or 3. telephone
calls involved obscenity, harassment, extortion, bribery, or threat of
bodily harm have been made to a subscriber-user on a military base.

Wiretap and eavesdrop operations conducted by DOD are in full
compliance with the policies and requirements established by the
Attorney General and issued pursuant to 18 U.S. Code, chapter 119.

Lot me stress most strongly that the DOD is not in the business
of condueting electronic surveillance of eivilians not affiliated with
the Department. DOD Directive 5200.27 expressly forbids such prac-
tices except in narrowly defined circumstances. In other words, the
wiretaps or eavesdrops DOD conducts are employed only in cases
involving military or, in extremely rare cases, DOD civilian per-
sonnel provided the FBI has yielded jurisdiction.

The procedures I am about to describe are those instituted by the
Attorney General for consensnal wiretaps and eavesdrops. That is, at
least one party has consented. All non-consensual cases, should any
arise, must be referred to the Attorney General. None have arisen
in DOD since the passage of P.L. 90-351 in 1968.

Under the Attorney General’s procedures and the provisions of
DOD 5200.24, eonsensual wiretaps may be authorized by heads of
DOD components or their designees for the investigation of criminal
cases and harassing telephone calls. DOD components have issued
regulations setting forth procedures and controls for these authori-
zations.
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The Attorney General has adopted stricter rules in the case of
eavesdrops. For consensual em'(-:_edrupping of nontelephone conver-
sations, prior approval normally must be obtained from the Depart-
ment of Justice. Again, DOD Directive 520024 provides first that
the head of the DOD -component concerned, or his designee, must
approve the proposed eavesdrop. Then it must be approved by the
DASD/A before it is sent to the Attorney General requesting his
approval. Attorney General regulations provide for emergency
monitoring in advance of his approval to prevent the immient loss
of essential evidence. In such cases, a Iuh report of justification
must be provided to him.

Each request for approval of proposed wiretapping or eavesdrop-
pnig must contain a detailed statement as to the crimes and persons
mvolved and a statement that the consent of one varty has been
obtained with his identity. All approvals are limite(} to 30 days, as
are any renewals.

DOD Direetive 5200.24 provides careful safeguards both as to the
integrity of equipment and any information obtained by their use.

The wiretapping and eavesdropping devices are carefully ac-
counted for .'llltll stored under secure conditions by the investigative
agencies of our Military Departments. Both categories of electronic
devices are only authorized for use in approved cases under the
supervision of experienced aegnts who have been instructed in the
legal and private rights aspects of their use.

With respect to the information that might be received by wiretap-
ping or eavesdropping activities, DOD Directive 5200.24 requires that
It be stored in appropriate investigative files at a central location; that
the information so stored is always identified, when used for any pur-
pose, as information which was obtained by wiretapping or eaves-
dropping; that access to information so stored is strictly controlled
and recorded and that this information shall not be disclosed outside
of the Department of Defense unless the head of the DOD Com-
ponent concerned determines that disclosure is essential to govern-
mental operations,

Finally, the Directive requires quarterly reports to the Secretary
of Defense concerning the employment of wiretaps and eavesdrops,
including those conducted in areas of the world where the substan-
tive provisions of the Directive do not apply. We also have an annual
summary and electronic equipment report to make to the Attorney
General.

In recent years, wiretapping has shown an increase in cases in-
volving drugs and telephonic bomb threats or other harassing calls.
Eavesdropping activities have shown a marked increase over the last
several years attributable almost completely to the narcotics and drug
problem.

Consensual intercepts, particularly eavesdrops, have contributed
significantly to our success in drug cases. However, because of the
type and short duration of the calls, we have been only moderately
successful in identifying the callers in bomb threats and similar
ases. Both wiretapping and eavesdropping are essential elements in
the DOD Law enforcement program.

Department of Defense programs and activities under DOD
5200.24 which have been discussed would be affected adversely by
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ending legislation relating to wiretapping and electronic surveil-
ance. In particular HLR. 9698 would prohibit the interception of
certain communications unless all parties to the intercepted com-
munication consent. The effect of H.R. 9698 would be to eliminate
the use of wiretaps or eavesdrops in any eriminal case. Obviously,
none of the narcotic and drug cases which the Military Services have
investigated successfully on the basis of consensual intercepts under-
taken in accord with the present law would have been possible if
the prior consent of each of the parties had been a necessity.

The bill, in my judgment, would not impact on our administrative
telephone monitoring procedures which are now based on actual or
implied consent of all parties.

Mr. Chairman, I have appreciated the opportunity yon have af-
forded the DOD to describe its policies and practices in the area
of electronic surveillance. We realize that this is an area of balane-
ing the rights of the individual on one hand and the legitimate needs
of an organized society on the other. We believe our directives are
not only in full comphance with the law and the Attorney General’s
regulation but also have achieved that balance.

Mr. Drinan [presiding]. Thank you very much, Mr. Cooke.

In the absence of the chairman temporarily, I will begin the
questioning.

On page 1 of your statement you indicate that the Department of
Defense (DOD) Directive which restriets the use of wiretapping
does not apply overseas. Does that mean that the DOD conducts
warrantless national security wiretapping in the United States, as
well as overseas, and to what extent, 1f you do that, is that approved
by the Attorney General?

Mr. Cooxr. Mr. Drinan, the Department of Defense does not
conduct warrantless wiretapping in the United States, although the
Directive does provide that in cases we would go to the Attorney
General, as we do in the case of consensual eavesdropping exempted,
as you know, from the provision of title ITI. But, since the law has
been passed, we have had no occasion in the United States to go to
the Attorney General for a request for warrantless wiretap.

Mr. Drixan. What about overseas?

Mr. Cooxe. Overseas, the Department of Defense Directive does
not apply. By its terms, it is limited, as I indicated, to the United
States, the Commonwealth of Puerto Rico and the U.S. territory.

Mr. Drivax. Does it apply to American citizens overseas?

Mr. Coore. It does not.

Mr. Drivan. Therefore, was the wiretapping and surveillance of
McGovern campaing workers in Germany in 1972 conducted in this
manner, pursuant to an exception, if yon will, or without the DOD
Directive?

Mr. Cooxe. Mr. Drinan, T am aware it goes back to July and
August of 1973, and there appeared to be in the press a number of
stories concerning alleged Army surveillance of TU.S. citizens,
foreien nationals and organizations, both foreign and domestie,
based in the Federal Republic of Germany and in Berlin. The
‘Army looked into this matter, and I can only say at this time
that, as you know, in February 1974, a complaint was filed in the




161

U. 8. Distriet Court for the District of Columbia against the Secre-
tary of Defense and the Secretary of the Army and the entire chain
of the Army Command responsible for intelligence activities in
Europe concerning this alleged surveillance, The case is entitled,
Berlin Democratic Olub et al. v. Schlesinger et al. Tt alleges charges
of illegal wiretapping, interception of mail, infiltration and pene-
tration of meetings and maintenance of intelligence dossiers, It
would be highly inappropriate for me to comment on a case now in
litigation, and on the advice of the Department of Justice I would
prefer not to discuss the facts involved in the lawsuit. T can add that
the counter-intelligence measures that were adopted by the Army in
Europe have been condueted in accordance with our international
obligations, the laws of the host nation in which troops are located.
We are confident of the issue as presented in the pending litigation
will be resolved in the government’s favor.

Mr. Drivax. Well, Mr. Cooke, would you answer my question? If
these were conducted, T assume there is some record of it, and would
that record be included in the quarterly and annual reports to the
Secretary and to the Attorney General?

Mr. Cooxe. The record, as I said, would not be governed by the
provisions of our Directives because they are overseas. We would
have-a quarterly report of eavesdrops or telephone interceptions in
areas outside of the purview of the directives,

Mr, Drivan. Where are they contained ?

Mr. Cooxe., The quarterly reports are sent into the Office of the
Secretary of Defense.

Mr. Drivan. Could we have that quarterly report? You mention
on page 10 that you do have these quarterly reports on warrantless
national security surveillance. Would you furnish us with one or
more, and particularly with the one in which the wiretapping or
alleged wiretapping and surveillance of the McGovern campaign
workers is noted ?

Mr. Cooxe. Mr, Drinan, T have stated that the Department of
Deéfensa has no record of engagine in warrantless surveillance within
the meaning of title IIT of the law, because, as you know, the
provisions of the law are limited, as are the provisions of our direc-
tives to the United States, to the Commonwealth of Puerto Rico and
the United States territories and possesions. So, to use the term
warrantless activities, or warrentless wiretaps overseas, I think is
not the proper use of the term.

Mr. Drivas. Mr. Cooke, may I rephrase and clarify it.

On page 10 you state:

Finally, the Directive requires quarterly reports to the Secretary of Defense
concerning the employment of wiretaps and eavesdrops, including those con-
ducted in areas of the world where the substantive provisions of the Directive
do not apply.

Consequently, T am asking therefore that quarterly or annual
reports, or both, which contain a record of all wiretaps and eaves-
drops, including those conducted in areas of the world where the
directive does not apply, be supplied.

Mr. Cooke. Mr. Drinan, we will attempt to furnish you that. The
record of the wiretaps and eavesdrops conducted overseas of neces-
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sity in many cases contain information classified under the provisions
of the Executive Order 11652. T can give you totals right now if you
are interested.

Mr. Drivan. We are very interested. Give us the totals.

Mr. Cooxe. In calendar year 1973, in the Continental United
States, and T will go through those first, if I may, the number of
requests for approval of consensual or oral electronic surveillance,
where we sent the requests to the Attorney General and got his
approval, 48. Now, bear in mind these are not warrantless because
these are the consent of one party. And under the provisions of 2511,
section 2(C) and (D) of title TIT consensual taps are expressly ex-
clnded from provisions of title III. But, the Attorney General has
seen fit to impose higher standards than the law and I think quite
properly.

The number of electronic surveillance cases reported by DOD
components outside of the United States, the Commonwealth and
territories during calendar year 1973 was a total of 42, sir. In the
case of telephone taps, electronic or wiretapping, again consensual,
but where the Attorney General has not said he demands advance
approval, in the United States these consensual taps in 1973 totaled
55, overseas, and in calendar year 1973, 27.

Mr. Drivan. Would you have those also, sir, for 197217

Mr. Cooke. As a matter of fact I do, sir. Let me run through them.

Mr. Drivaw. If you would.

Mr. Coore. I do not think—let me preface this by saying the
Attorney General’s memorandum about consensnal taps dated Octo-
ber 16, 1972, and issued December 1, 1972. We only show one request
and that was approved, but not used. My figures started essentially
with 73, and T have them for the first quarter of 1974.

Mr. Drixan. Mr. Cooke, would you explain again the exact ruling
of the Attorney General in October of 1972¢

Mr. Cooxe. The Attorney General in October 1972, in a memo-
randum issued to the heads of Executive Departments and Agencies,
subject, “Monitoring Private Conversations with the Consent of a
Party,” expressly stated that this memorandum does not restrict any
form of monitoring where all parties to the conversation consent,
nor does it affect his existing instructions on the related matter of
electronic surveillance without the consent of any party to a conver-
sation. This memorandum established procedures whereby in the case
of a—and T am now quoting from page 5 of the memorandum, and
the administrative regulation concerning consensual monitoring of
conversations, the Attorney General observed, “it is clear that such
montitoring is Constitutionally and statutorily permissible, and,
therefore, that it may be conducted without a judicial warrant.”
Bear in mind I am talking about consensnal taps or surveillance
which the provisions of 2511 of title XVTIII, section 2(C) and (D)
expressly state or exclude from the provisions of that section. These
are interceptions for one of the parties to the communication has
given prior consent to such interception, and this is the subject of
the Attorney General’s memo. The Attorney General provided that
for conversations other than telephone conversations:
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« » . all Federal departments and agencies shall, except in the exigent cir-
cumstances, as discussed below, obtain the advanced authorization of the
Attorney General or his designated Assistant Attorney General before using
any mechanical or electronic device to overhear and transmit or record . . ."

Mr. Drixax. Mr. Cooke, in view of that, assuming that the Me-
Govern eampaign workers would have been tapped, prior to October
1972, what record would the DOD have of the alleged wiretap ?

Mr. Cooke. Wiretapping? Mr. Drinan, the information we have
had in the pending litigation that I discussed before was that it was
in 1973 that these incidents took place, not 1972.

But, to return to the Attorney General’s memorandum with respect
to telephone conversations, again where one party has consented, the
Attorney General says that because the transmission of the partici-
pants’ conversations through a complex and far-flung network of
wires, the common use of multiparty lines and extension telephones,
and the possibility of an unseen participant permitting another per-
son to listen have long been considered not to justify the same as-
sumptions as that of a private, face-to-face conversation. Accord-
ingly, the current practice of charging each department and agency
with a control of such consensual monitoring by its agents will con-
tinue. That is the provisions that are embodied in the directive which
we have furnished you, sir.

Mr. Drixan, Going back to this question, Mr. Cooke, of consensual,
and apparently implied consent, it is construed by DOD to mean
constructive consent. Let me just give a hypothetical, If somebody is
suspected of selling or using hard drugs, who is the consensual per-
son in a wiretap conversation? Would it be his superior officer, or
who would in this case be deemed to have given consent?

Mr. Cooxe. Mr. Drinan, I talked about implied consent only with
respect to the four classes administered, or three classes of adminis-
trative telephone monitoring which were not for the purpose of
criminal investigations. This is communications security, the com-
mand and control or operations center and traflic management, which
really does not involve listening. But, in the case you cited we are
talking about a law enforcement or a criminal investigation, where
one of the two parties to that phone call has consented to wiretap, or
one of the parties involved in the telephone surveillance has.

Mr. Drivan. From the normal course of events, how would this
person have consented? Is he an informer or a law enforcement
official himself?

Mr. Cooxe. In the normal course of our investigation in a drug
ase, and that is mainly where they arise here, we would be using an
informer, a military man, or possibly one of the actual agents of one
of our criminal investigations, who have succeeded in contacting the
suspect.

Mr. Drivax. Has there been any challenge to that implied con-
sent? You state that certain monitoring is considered to be given
with the constructive consent of DOD personnel. Is there any statu-
tory or judicial authority for the concept?

Mzr. Cooxe. I think the statement is essentially with respect to the
communications security monitoring that I described as the third of
the three classes. There are several things. One is issued pursuant to
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the National Security Act of 1947, as amended where there is a
National Scurity Council Communications Security Directive, which
among other things, provides that the heads of individual depart-
ments and agencies, with the responsibility for executing all meas-
ures required to assure the security of the Federal communications,
and we are trying to protect an unsecure line, and the use of, or
casual discussion of classified information on an unsecured line, and
I would also observe this is done essentially in field exercise, in com-
mand posts and the like, It is less than one percent of our phones at
any time. I mean, during the year being subject to this monitoring.
Our directive provides for express prior notice measures to all sub-
scribers. And let me read that provision, if I may.

I am quoting now from DOD Directive 4640.1, paragraph
5(C)(2):

Such regulations referring to COMSEC monitoring shall be widely dis-
tributed in all elements of the Department of Defense concerned, and shall
contain the following specific statements as a minimum for information and
guidance of users of Department of Defense Telephone Communications Sys-
tems. The Communications Systems are, one, providing for transmission of
official government information only; and, two, that they are subject to com-
munications security monitoring at all times,

Mr, DriNnan. Mr. Cooke. T have that regulation here.

Mr. Cooxe. I am quoting from page 44.

Mr. DrivaN. Yes. I have it right here. But, I go back to my
original question. Ts there any authorization from Congress or the
courts for this very broad understandine of constructive consent?
Certainly this could not be done in General Motors, it could not be
done in the Department of Labor with civilians. Is there any statu-
tory or judicial authority for this concept.

Mr. Cooke. First of all, T think there 1s recognition of the require-
ment of this concept in 25 U.S. Code Title X VIII, 2511, which states
in subsection (3) that nothing contained in this chapter shall limit
the constitutional power of the President to protect national security
information against foreign intelligence activities,

Mr. Drinan. Do you really think that that justifies it?

Mr. Cooxe. I think this justifies the communications security
monitoring, and I will also add again that—and again I quote from
our directive that the users have been notified, as outlined in para-
graph 2(A) above, and the DOD communications system shall con-
stitute consent to the communications security monitoring.

Mr. Drixan. Do you think a statute enacted by the Congress could
protect the right of privacy of people in the military without any
really severe or any damage to security ?

Mr. Cooke. No, I do not, and we are concerned that on an unsecure
phone, and it is a natural tendency because of the ease of talking on
a phone, there are occasions where information, properly classified
to protect national security, has been discussed on unsecured lines.
And, believe me, we are targeted both here in the United States and
monitored overseas by people who can listen to us. Again, let me
emphasize the purpose of this is not law enforcement. The purpose of
this is to advise commanders on actual or post-security compromises,
and to improve the security protection of telephone communications.
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The directive expressly states that information obtained as a result
of telephone communications security monitoring shall not be used
for law enforcement purposes.

Now. it is true that it says any proposed exceptions shall be sub-
mitted by the head of the DOD component concerned to the General
Counsel for consideration. And T will state categorically we have
never had a request for such an exception.

Mr. Drinan. Thank you, Mr. Cooke,

I yield at this time to my colleague from New York, Mr. Smith.

Mr. Syrra. Thank you, Mr. Chairman.

Mr. Cooke, I think you just answered the question I was going to
ask yon and that was in regard to COMSEC information being
authorized for law enforcement purposes. And you just said that you
never had such a request.

Mr. Cooxe. We have never had although the directive does con-
template that possibility.

Mr. Sarra. When you talk about that in connection with law en-
forcement, are you talking about military law enforcement or any
kind of law enforcement. purposes?

Mr. Cooke. We are talking both, but essentially as you know, the
Uniform Code of Military Justice, in its penal provision, which
applies to all of our military personnel, in large measure repeats
most of the offenses of title XVIII, generally. But, in onr criminal
law enforcement investigations in the United States, we are focusing
almost exclusively on military personnel. very rarely on a civilian
employee of the Department, and then only in terms of the de-
limitations agreement between the Bureau and the Department of
Defense.

Mr. Syrrm. If T understood your statement, you are prohibited by
regulations, if not by law, from monitoring civilians who do not
have any connection with the military?

Mr. Cooxe. Yes, we do. DOD Directive 5200.27 has a prohibition.
We can furnish a copy of it. It expressly eliminates electronic or
other surveillance except under some very narrowly, carefully de-
fined circumstances, where it constitutes an immediate threat to per-
sonnel or property. But, there is an express prohibition in the direc-
tive, sir.

Mr. Sarrr. And the civilians that might be monitored if T under-
stood your statement correctly, who are employed by the Military
Service, you may monitor them only if the FBI has in advance
waived their right?

Mr. Cooxe. If we are talking about eriminal investigations, of our
civilian employees, of course.

Mr. Sarrrr. I can understand that. But, in eriminal investigations?

Mr. Cooke. Yes. We had, as you know, a De-limitations Agree-
ment with the Burean as to who investigates many of the offenses,
as I indicated, for military personnel, which could be subject to either
trial by court-marital or trial in a local or Federal court.

Mr. Sarri. Let me ask you a possible for instance. For instance,
if there were a civilian employed by the military, who was selling
drugs as a moonlighter at home, this would probably be pursued by
the FBI?
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Mr. Cooxr. I think so or loeal authorities, yes, sir.

Mr. Syrri. But if you were selling drugs on the base, a military
base, it probably would be pursued by the military?

Mr. Cooge. Pursned, perhaps investigated would be the better
word because we would have made arrangements for jurisdiction and
for a eriminal trial by eivil court.

Mr. Syrrm. T will accept that amendment. Thank you very muech.

Mr. Drixvan. Thank you, Mr. Smith. T yield to our counsel for
some questions,

Mr. Leaman, Mr. Cooke, T wonder if yvou could clarify something
you mentioned a little earlier, and that 1s, did you mean to indicate
that you would supply the committee with the quarterly report to
the Secretary of Defense and the annual summary to the Attorney
General ?

Mr. Cooxe. I indicated we would supply yon the numerieal tabular
data for it, I would want to go back and check as to the exaect details
of factual information, as to the facts involved in such case. T think
we can do that, but recognizing that some cases would have the in-
formation classified, and in other cases, there are other provisions of
the Freedom of Information Act, other than eclassification which
would impede public disclosure.

Mr. Drinan. Well, Mr. Cooke, T would take it that is the sense of
the committee, that the information would be very helpful, and we
hereby request it. We, obviously, will keep classified information
elassified.

Mr. Cooxe. We will be back in touch on that.

Mr. Drinan, OK.

Mr. Lemyan. Another question.

You supplied the committee, in response to the Chairman’s letter
to the Secretary of Defense, with a copy of DOD Directive 5200.24
dated August 17, 1967.

[The exchange of correspondence between the Chairman and the
Department of Defense follows:]

House oF REPRESENTATIVES, U.S,,
CoMMITTEE ON THE JUDICIARY,
Washington, D.C,, April 10, 1974.
Hon. James R. SCHLESINGER,
Becretary of Defense,
Department of Defense,
Washington, D.C.

My Dear Mg. SECRETARY: The Subcommittee on Courts, Civil Liberties, and
the Administration of Justice of the House Judiciary Committee has scheduled
hearings on April 24, 26, and 29 on wiretapping and electronie surveillance. In
order that the Subcommittee may be adequately informed about the surveillance
practices of the Department of Defense, I would appreciate your replying to
the following questions by close of business, April 18,

1. Does the Department permit monitoring of incoming or outgoing tele-
phone calls by third persons: a. with the consent and knowledge of both par-
ties to the call? b. With the consent and knowledge of only ome party to the
call? e. Without the consent and knowledge of either party to the call?

2, Does the Department permit monitoring of telephone ealls betwen tele-
phones within the Department under the circumstances described in a, b, and
¢ above?

3. Does the Department have any rules or regulations covering telephone
monitoring, recording, and surveillance? If so, please provide two copies.
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4. Does the Department permit the use of wiretapping or electronic sur-
veillance as an investigative technique by military police agencies invstigat-
ing suspected criminal violations?

5. Does the Department ever utilize mon telephonic electronic surveillance
devices of any kind? If so, of what type and for what purposes?

6. Does the Department possess telephonic recording devices? If so, how
many, and is a beeper or other warning device required to warn parties to
the call of the recording?

If you or your staff have any questions regarding this request please call
Bruce Lehman, Subcommittee Counsel, 225-3926.

Sincerely yours,
Roperr W. KABTENMEIER,
Chairman, Subcommittee on Courts, Civil Liberties and the
Administration of Justice.

OFFICE OF THE ASSISTANT SECRETARY OF DEFENSE,
Washington, D.C., April 19, 197}.

Hon. Rosert W, KASTENMEIER,

Chairman, Subeommittee on Courts, Oivil Liberties, and the Administration of
Justice, Committee on the Judiciary, House of Representatives, Washing-
ton, I.C,

Dear Mi. CHAIRMAN: Your letter to Secretary of Defense Schlesinger of
April 10, 1974, regarding wiretapping and electronic surveillance has been
referred to me for reply.

The Department of Defense separates wiretapping and electronic surveil-
lance into two categories:

1. Telephone monitoring.

2. Telephone interception (wiretapping) and eavesdropping (electronic sur-
veillance) employed during the conduct of investigations for law enforcement
purposes in the United States.

Telephone monitoring in turn is divided into four elasses:

1. Office telephome—Listening to or recording office telephone communications
by use of mechanical or electronic devices or recording by written means, for
th purpose of obtaining an exact reproduction or a summary of the substance
of the telephone conversation.

2, Command center communications.—Listening to or recording telephone
communications in DoD command centers for the purpose of obtaining a record
of conversations, or parts thereof, for command purposes.

3. Communications security.—Listening to or recording the transmission of
official defense information over DoD) owned or leased telephone communiea-
tions, by any means, for the purpose of determining whether such informa-
tion is being properly protected in the interest of national security.

4. Communications management.—Listening to or recording telephone com-
munications on DoD-dedieated systems or the common-user systems of the
Defense Communieations System, by any means, for the purpose of determin-
ing whether the systems are functioning properly or being used for other
than official purposes.

The following answers are keyed to your questions which have been included
verbatim for ease of reference.

Question 1. Does the Department permit monitoring of incoming or out-
going telephone calls by third persons: a. with the consent and knowledge
of both parties to the call?

Answer. (1) Office telephone monitoring is permitted only with the consent
of all parties to the eall.

(2) Command center communications recording is authorized for com-
mand and communications purposes pursuant to regulations issued by the
head of the DoD component concerned in command centers such as the Na-
tional Military Command Center in the Pentagon.

(3) Communications security monitoring is undertaken only as specified
in regulations issued by the head of the DoD component concerned to provide
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for analysis and to determine the degree of security being afforded telephone
transmissions.

(4) Communications management monitoring is undertaken only to provide
material for analyses within DoD to determine the operational efficiency and
proper use of DoD communications systems.

Question 1b. With the consent and knowledge of only one party to the call?

Answer. (1) Office telephone monitoring is not authorized unless the con-
sent of all parties is obtained.

(2) The other three classes of telephone monitoring are permitted as de-
scribed in the replies to gquestion 1.a. above.

Question Je. Without the consent and knowledge of either party to the call?

Answer. (1) No, See answer to guestion 1a.(1) above.

(2) DoD directives and implementing regulations relating to the other three
classes of telephone monitoring preseribe wide advance notice of such monitor-
ing to users, tantamount to consent.

Question 2. Does the Department permit monitoring of telephone calls he-
tween telephones within the Department under the circumstances deseribed
in a, b, and ¢ above?

Answer. The answers to question 1 also apply to telephone ecalls within the
Department of Defense.

Question 3. Does the Department have any rules or regulations covering
tol(}p]mne monitoring, recording, and surveillance? If so, please provide two
coples.,

Answer. DoD policy with respect to telephone monitoring is contained in
DoD Directive 4640.1 DoD polley with respect to telephone interception and
eavesdropping is contained in DoD Directive 5200.24. Copies of hoth directives
are attached.

Question j. Does the Department permit the use of wiretapping or electronie
surveillance as an investigative technique by military police agencies investi-
gating suspected criminal violations?

Answer. Yes. Wiretapping and eavesdropping may be authorized for use by
DoD criminal investigative agencies when there are reasonable grounds to
believe that: 1. a eriminal offense concerning the national security In involved;
or 2. a felony has been or is about to be committed; or 8. telephone calls in-
volved obscenity, harassment, extortion, bribery, or threat of bodily harm
have been made to subscriber-user on a military base, The conditions under
which such wiretapping or eavesdropping is conducted are specified in DoD
Directive 5200.24.

Question 5. Does the Department ever utilize non telephonic electronic suor-
velllance devices of any kind? If so, of what type and for what purposes?

Answer. As previously noted in the answer to question 4 above, the Depart-
ment of Defense uses non-telephonic electronie surveillance devices, These de-
vices include miniature transmitters, microphones and receivers which may nse
either wire or radio as a means of transmission. They are employed in eriminal
investigations primarily involving allegations of the =ale of narcoties and
dangerous drugs after responsible supervisory officials have determined that
non-electronie investigative techniques would not provide the evidence needed
or protect the military personnel involved. Their use is subject to the policies
preseribed by the Attorney General.

Question 6. Does the Department possesz tlephonic recording devices? If
80, how many, and is a beeper or other warning device required to warn parties
to the call of the recording?

Answer. Yes. Of of June 30, 1973, DoD possessed 755 telephone recording
devices. DoD Directive 4640.1, “Telephone Monitoring,” requires that any re-
cording device used for office telephone monitoring must be equipped with a
beeper or other warning devices. The use of the warning tone is in addition
to the requirement for prior consent by all parties participating. Warning de-
vices are not nused in connection with command center communications record-
ing, communieations security monitoring, eommunications management monitor-
ing or telephone interceptions condueted during eriminal investigations.

Sincerely,
D. 0. Cooxes,
Deputy Assistant Secretary of Defense.
Attachments,
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DePARTMENT oF DEFENSE,
August 17, 1967.
DEPARTMENT OF DEFENSE DIRECTIVE

Subject : Telephone Interception and Eavesdropping
References: (a) Section 605 of the Communications Act of 1934, as amended
(47 U.8.C, 605)
(b) Presidentinl Memorandum for the Heads of Execcutive De-
partments and Agencies, June 30, 1965
(¢) Memorandum to the Heads of Executive Department and
Agencies from the Attorney General, June 16, 1967
(d) Deputy Secretary of Defense Multiple-addressee Memorandum,
“Reporting Interception Activities,” August 10, 1966 (C)
(hereby cancelled)

I. PURFOBE AND BCOPE

This Directive Implements references (a), (b) and (e), and sets forth
the policies and restrictions governing telephone interception and eavesdrop-
ping by DoD personnel engaged in the eonduct of investigations for law en-
forcement purposes in the United States. It also establishes certain world-
wide reporting requirements regarding storage, inventory, and use of inter-
ception and eavesdropping devices by DoD Components in the conduct of
such activities,

II. CANCELLATION

Reference (d) is hereby superseded and cancelled.

III. APPLICABILITY

This Directlve is applicable to all DoD Components. It does not apply to ac-
tivities which are related directly to the protection of the national security.

IV. DEFINITIONS

For the purpose of this Directive, the following definitions apply :

A. Wiretapping—the act of listening to or recording of any telephonic con-
versation by the use of any electronic, mechanical, or other device without the
advance consent of all of the parties to the conversation; sometimes referred
to herein as interception.

B. Eavesdropping—the act of listening to or recording of any conversation
other than telephonic by the use of any electronie, mechanieal, or other device
without the advance consent of all of the parties to the conversation.

C. Heads of DoD Components—the Secretaries of the Military Departments
(or if they so designate, the Under Secretary, Assistant Secretary, the prin-
cipal staff officer responsible for the investigative activity concerned, or the
head of the investigative agency concerned), the Directors of the Defense
Agencies, the Chairman of the Joint Chiefs of Staff. and the Assistant Secretary
of Defense and other activities assigned for administrative support.

V. WIRETAPPING

A. To insure the privacy of telephone conversations to the maximum prac-
tieal extent, the interception of telephone conversations is prohibited unless
there are reasonable grounds to believe that :

1. A criminal offense concerning the national security is involved ; or,

2. A felony has been or is about to be committed : or,

8. Telephone ealls involving obscenity, harassment, extortion, bribery, or
threat of bodily harm have been made to a subsecriber-user on a military base
under the jurisdiction of the Department of Defense,

B. National Security Investigations—The following requirements must be
met:

1. One of the parties has freely and voluntarily consented in advance to the
interception. If none of the parties has consented in advance, the intercep-
tion must be approved by the Attorney General in advance, see paragraph
V.F.3,, below; and,
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9, The interception has been approved in advance by the Secretary of the
Military Department concerned (or his specific designee), or the Assistant
Secretary of Defense (Administration) for all other Dol Components.

C. Felony Investigations—The following requirements must be met:

1. One of the parties has freely and voluntarily consented in advance to
the interception ; and,

2: The interception has been approved in advance by the Secretary of the
Military Department concerned (or his specific designee), or the Assistant
Secretary o_t Defense (Administration) for all other DoD Components.

D. Investigations Involving On-Base Telephones—The following require-
ments must be met:

1. The subscriber-user of the telephone has requested the investigation of
tel(-pho_nn ealls involving obsecurity, harassment, extortion, bribery, or threat
of bodily harm and, in writing, freely and voluntarily consents in advance
to the wiretap; and,

2._ The telephone and wiretap are located on an installation under the juris-
dietion of the Department of Defense ; and,

8. The head of the investigative unit has approved the interception in ad-
vance in accordance with the rules prescribed by the Head of the DoD Com-
ponent concerned.

E. The prohibitions and restrictions of this Section V. apply whether or
not the information which may be acquired through intérception is intended
to be used in any way or to be subsequently divulged outside the Department
of Defense. Any question as to whether the use of a particular device can be
said to involve a prohibited interception of a telephone conversation shall
be submitted to the General Counsel of the Department of a Defense for con-
Bideration.

F. A request for approval under snbsections V.B. and C., above, shall in-
clude the information outlined in Enclosure 1.

1. Approval will not be granted for more than 80 days, and the wiretap will
be terminated as soon as the desired information is obtained.

2. Renewal requests for specified periods of not more than than 30 days
may be submitted to the appropriate approval authority fo reonsideration.

3. If the approval of the Afttorney jeneral is required, the reguest shall
be sent to the Assistant Secretary of Defense (Administration) who, if he
considers it justified, will forward it, and subsequent renewals thereof, to
the Attorney General.

V1. EAVESDROPPING

A. To protect the rights of privacy, eavesdropping is prohibited if the listen-
ing to or recording of a conversation involves a violation of the Constitution
or a statute. This prohibition includes eavesdropping in any form which is
accomplished by means of physical trespass or entry, It also may include
eavesdropping practices which intrude upon the conversations between persons
whose relationship is traditionally considered privileged (such as lawyer-client
and doctor-patient). Further, even though it may be accomplished without
physical trespass or entry, it may also be nnlawful if it invades the sanctity
of a man's home, private office, hotel room, automobile, or other physical
areas deserving protection of the right to privacy.

B. In order to limit eavesdropping not otherwise prohibited by subsection
VI.A., above, eavesdropping is authorized without the consent of all of the
parties only under the following eonditions:

1. There are reasonable grounds to believe that a criminal offense concern-
ing the national security is involved, or that a felony has been or is about
to be committed ; and,

2. Advance written approval has been obtained from the Attorney General,
see paragraph VLB.3., below. A request for approval under this paragraph
must include the information ontlined in Eneclosure 1. Approval will not be
granted for more than 30 days, and the eavesdrop will be terminated as soon
as the desired information is obtained ; and,

3. The request shall be sent to the Assistant Secretary of Defense (Ad-
ministration) who, if he considers it justified, will forward it, and subse-
quent renewals thereof for not more than 30 days, to the Attorney General.
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C. If, in the judgment of the Head of the DoD Component concerned, ar
his specific designee, the emergency needs of an investigation preclude obtaining
the advance approval of the Attorney General as required by paragraph VILB.2,
above, he may, without that approval, authorize the eavesdropping required
by the investigation. He shall, within 24 hours after authorizing the eaves-
dropping, provide the Attorney General, with a copy to the Assistant-Secretary
of Defense (Administration), with the information outlined in Eneclosure 1.
He shall include an explanation of the circumstances upon which he based his
judgment that the emergency needs of the investigation precluded the obtaining
of the advance approval of the Attorney General.

VII. PROCEDURES AND REPORTS

A. The Head of each DoD Component concerned shall require, under the
administrative controls provided by this Directive, the following.

1. That when wiretapping or eavesdropping is authorized, the investigative
agent shall: a. If technically feasible, permanently record the conversations
concerned on tape or other recording medium; b, preserve the recording, to-
gether with any logs, transcripts, sommaries, or memoranda that are made
concerning the conversations; and, ¢. report in writing to the Head of the
DoD Component describing the uses made of each device for wiretapping or
eavesdropping.

2, As to information obtained by wiretapping or eavesdropping, that: a.
Information is stored in an appropriate investigative file at a central loca-
tion; b. information so stored is always identified, when used for any pur-
pose, a8 information obtained by wiretapping or eavesdropping: c. access to
information so stored is strictly controlled and recorded; and, d. information
so stored shall not be disclosed outside the Department of Defense unless the
Head of the DoD Component concerned determines that disclosure is essential
to governmental operations.

8. As to records and devices used for wiretapping and eavesdropping, that:
a. Devices are obtained only to the extent necessary for use in conformance
with this Directive; b. units be designated to maintain and control devices:
¢. centralized records be maintained of the inventory and use of devices. (A
record must include the date a device was assigned to an agent, the date
he returned it, and his report under subparagraph VILA.l.e, above, on its
use) : d. the need for devices be re-evaluated once a year: and, e. all records
are maintained for a period of six years.

B. The Head of each DoD Component shall report to the Assistant Secretary
of Defense (Administration) as follows:

1. Before the tenth day of each month stating whether there was any wire-
tapping or eavesdropping during the preceding month by persennel of the
DoDD Component concerned (a) in the United States or (b) elsewhere, if any
party to the conversation was a citizen of the United States. The report must
inelude all information in Enclosure 2.

2. Before July 10, annually, giving a complete inventory of all devices in
the DoD» Component concerned that are primarily designed for wiretapping
or eavesdropping. The report shall include a statement that the invenfory is
being maintained at the lowest level that is consistent with operational re-
quirements.

. The Assistant Secretary of Defense (Administration) shall report by
July 31, annually, to the Attorney General on all uses of devices for wire-
tapping and eavesdropping in the Department of Defense during the previous
fiscal yvear, to include, in each case, the information in Enclosure 2. The re-
port shall contain the Department of Defense inventory of devices.

VIII. REPORT CONTROL BYMBOLS

The reports required by paragraphs VILB.1. and VILB.2. have heen as-
signed Report Control Symbol DD-A(M)795 and Report Control Symbol DD-
A (A) 796, respectively.
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IX. EFFECTIVE DATE IMPLEMENTATION

This Directive is effective immediately. Two (2) copies of the implement-
ing instruction shall be forwarded to the Assistant Secretary of Defense (Ad-
ministration) within sixty (60) days. When implementation is contained in
more than one issuance, one complete set shall be appropriately marked to in-
dicate the implemented sections of this Directive. Two (2) copies of super-
seding, supplementing, or amending issuance will be forwarded to the As-
sistant Secretary of Defense (Administration) no later than fifteen (15) days
after publication.

ROBERT 8. MCNAMARA,
Seeretary of Defense.
Enclosures.

INrorMATION To BE INCLUDED IN A REQUEST FOR APPROVAL oF PROPOSED
WIRETAPPING OR EAVESDROPPING

1. Indicate whether the request is for a wiretap or an eavesdrop.

2. The purpose, To the extent possible, describe the conversation expected
to be intercepted.

3. Identity of all persons under investigation, or affected.

4. Statement if any party has consented, and if so, his identity.

5. With respect to the particular operation: a. Identity of the operating
unit; b. types of equipment to be used, if any, to include method of trans-
mission and recording device; ¢, manner or method of installation: d. physical
location, to include the address, telephone number, room number, whether in-
side or outside a building, public or private property, and the means of ac-
cess; and e, the expected period of time for the operation, (The period should
be as short as possible compatible with operational necessity).

InroRMATION To Be INCLUDED IN WIRETAPPING OR FAVESDROPPING REPORTS

. Indieate whether the report is on a wiretap or an eavesdrop.

. Identity of the persons against whom directed

Loeation.

. Identity of the performing organizational unit.

. Type of equipment used and manner and method of installation.

Approval authority.

Duration,

. Purpose served.

. Hvaluation of results of operations that were completed during the re-
porting period.

Mr. Leaman, Is that the most recent DOD written policy, on
eavesdropping ?

Mr. Cooxe. Well, let me make this observation. That directive is
in the process of revision. It is the most recent official directive, But,
of course, it has also been supplemented and the procedures are con-
sistent with the Attorney General’s 1972 memorandum, which we
discussed earlier,

Mr. Leasax. Of course, that 1972 memorandum covers consensual
wiretaps.

Mr. Cooxe. As I indicated, we are not involved in the business of
nonconsensual wiretaps.

Mr. Lemaman. Nevertheless, vou could conduet nonconsensual
eavesdropping under a court warrant, could you not? And does not
the 1968 law, which postdates your regulation, provide certain

Mr. Cooxe. Yes, we could. As a matter of fact, the regulation, the
directive so provides. But, in the case that we wanted to conduct a
nonconsensual within the meaning of title ITI, we would have to go

1
2
8.
4
5
6.
Te
8
9
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to the Attorney General and he presumably would have to, follow-
ing his procedures, would have to get court authorization. But, the
point T want to make that since the passage of the law, we have not
had the occasion to do that.

Mr. Lenyax. If one of our military investigative agencies wanted
right now to conduct such a surveillance, how would they know that
a court order was required, if the regulation predates the present
law?

Mr. Cooxe. Well, the regulation, as it now stands, shows that re-
quest has to come up to the head of the DOD component or his
designee, with certain specified information. That, in turn, comes to
my office and I would send it under the terms of the regulations, as
it now exists. to the Attorney General, and they would not move with-
out the consent. So, once it is sent up to me and it comes up to me,
not only for the consensual eavesdrops we are talking about, in ac-
cordance with the Attorney General’s memorandum, but in the event,
which I emphasize has not occurred, of a nonconsensual, it would be
treated the same way and it would go over to the Attorney General.
And then we would need his approval, and I would presume that the
Attorney General would then seek the court authorization. The direc-
tives does mot give either to one of our criminal investigative
agencies, or, for that matter, to the Secretary of Defense the right
to apply directly to the court.

Mr. Lermax. Do you anticipate that very shortly you will be com-
ing out with a new directive which will recognize title III of the
1968 law?

Mr. Cooxr. Yes. As T indicated, I think our directive plus some
modifications incorporated in the Attorney General’s memorandum,
are fully consistent with title IIT. But, like any other piece of official
paper they should be updated and clarified with experience.

Mr. Leaman. And you have plans to?

Mr. Cooxe. We have a draft revision well underway. I am not
going to say 2 weeks from now, or 2 months from now, but they are
well underway.

Mr. Leawman. I have one other question, and I am not sure that
you covered it previously in your testimony. That is, what is the
jegal authority which the Department relies on for surveillance for
American citizens outside of the United States? What statutory or
judicial authority would you have for that?

Mr. Cooxe. First of all, I share the opinion expressed by the
Assistant Attorney General, Petersen, that the dividing line, obvious,
is not or should not be citizen, noncitizen. The provisions of title I11
expressly exclude in their geographical application any activity con-
ducted outside of the United States, its territories and possessions.
T think the test is the function of the American citizens, some of them
in uniform, by the way, and most of them in uniform in Europe and
elsewhere. I am not aware of any statutory, judicial restrictions,
talking of any limitation on surveillance overseas.

Mr. Lenymax. Is it your impression then that the fourth amendment
requiring, of course, court approval of wiretapping does not apply
to American citizens living overseas? -

35-391—74—12
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Mr. Cooxe. No. I certainly would not want to go that far. And I
would think that any activity we undertake overseas is certainly
consensual within the meaning of section 2511 of the U.S. Code. And

x
apparently, to the extent to which the Public Law 9351 treated the
problem. it made that distinction by limiting its application to the
United States, ifs territories and possessions,

Mr. Leayay. Was the wiret ap involved in the Berlin Democratic
Club case, was that a consensua) wiretap ?

Mr. Cooxe. I am really not that familiar with the case. As T said,
these are allegations in pending litigation. and I certainly am not
familiar with the facts of the case.

Mr. Lensman. So, it is your position that among those overseas
wiretaps which you gave us some statistics on just a few minutes ago,
none were anything other than consensual wiretaps ¢

Mr. Cooxe. As they are defined by the law, yes. And let me also
assure you, and I will repeat this aeain. that any of our activities
overseas are very carefully circumseribed by the Status of Forces
Agreement, by the laws of the host nation and the like.

Mr. Lerman. So you do not conduct eavesdropping without the
consent of at least one party to the conversation overseas on Ameri-
can citizens? Can you make that flat statement?

Mr. Cooxe. No, I certainly cannot make that flat statement, par-
ticularly since, as T pointed out. and you had an extended diseussion
with the Assistant Attorney General on the problems of intelligence,
positive intelligence connections,

Mr. Drinan. Thank you, Counsel.

I have one additional question.

On page 10 of your testimony, you cite DOD Directive 5200.24,
and I find it troublesome becanse the directive is. in my judgment,
rather vague, in that information so stored shall not be disclosed
outside the Department of Defense unless the head of the DOD ¢om-
ponent concerned determines that disclosure is essential to govern-
mental operations. And I think you would have to admit that that
is a pretty vague and ambiguous norm. especially Government opera~
tions. I am wondering if there is any regord that the head of each
DOD component. must make, when he reveals his information out-
side of DOD, and what would “esssential to Government operations”
mean in reality ¢

Mr. Cooke. I am not aware of a record. T can check that for you,
Mr. Drinan. But, T would suspect it might be, particularly in many
of our drug abuse cases where we are working very elosely with the
Bureau, or perhaps local authorities, where civilian pushers are in-
volved, as well as military wholesalers selling to our people on base.
And I think that clearly that would come under the provisions of
essential governmental purposes.

Mr. Drinan. Well, the regulation does not say that at all.

Mr. Cooxe. I realize that the regulation in that regard is some-
what broadly worded.

Mr. Drixan. How many people would there be in the category of
heads of the DOD components?

Mr, Cooge. Essentially it is the Secretary of the Army, Navy, Air

Force, that have the criminal invest igative agencies under their juris-
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dictions, and it would be they or their designee, a specific designee
and not a blanket designation.

Mr. Drixax. If I may ask you or your aides, is there any record of
complaints by people who feel that their privacy has been invaded
by this frankly very sloppy, regulation?

Mr. Cookk. We have had no record of complaints on the basis of
this directive as such. As you are aware, we are in some pending
litigation. The most current of that litigation now 18 the Berlin
Democratie Club against Schilesinger et al.

Mr. Drixan, Mr. Smith?

Mr. Sy, No questions.

Mr. Drivax. One final question:

Did you have any suggestion for the committee as to what areas
of privacy we could protect?

Mr. Cooxe. I have no specific suggestion at this time.

Mr. Drixax. All right. Thank you very much, sir.

[ The statement of Secretary Cooke follows:]

STATEMENT oF Davip O, CookEg, DEPUTY ASSISTANT SECRETARY OF DEFENSE

Mr. Chairman and Members of the Committee, I am here in response to your
invitation to the Secretary of Defense to furnish information in connection
with your inquiry into changes to Title 111 of the Omnibus Crime Control
and Safe Streets Act of 1968, and to provide information relating to the
policies and procedures by which wiretapping and electronie surveillance are
authorized and controlled within the Department of Defense.

For management purposes, the Department has placed wiretapping and
electronic surveillance activities into two separate eategories.

Departmental policies and procedures which limit the use of telephone moni-
toring and control the use of information obtained by third parties, are set
forth in Department of Defense Directive 4640.1, “Telephone Monitoring.” DoD
policies which restrict the use of wiretapping and eavesdropping during the
conduct of investigations for law enforcement purposes are published in Dol
Directive 5200.24, “Telephone Interception and Eavesdropping.” Both of these
directives apply to the United States, the Commonwealth of Puerto Rico and
1. S. territories. They do not apply elsewhere overseas, nor are they applicable
to our foreign intelligence collection activities. Copies of the two Directives
were provided to your Committee last week.

First, I woukl like to discuss telephone monitoring which is administrative
rather than investigative in purpose. There are four classes of telephone moni-
toring. They are:

Office telephone.—Listening to or recording office telephone communications
by nee of mechanleal or electronic devices or recording by written means, for
the purpose of obtaining an exact reproduction or a summary of the substance
of the telephone conversation and with the consent of all parties.

Command center eommunications.—Listening to or recording telephone com-
munications in DoD command centers for the purpose of obtaining a record
of conversations, or parts thereof, for command and control purposes.

Oommunications security.—Listening to or recording of the transmission of
official defense information over DoD-owned or leased felephone communieca-
tions, by any means, for the purpose of determining whether such information
{g being properly protected in the interest of national security, Notice of this
action is given to users that these systems are subject to communications
secnrity monitoring at all times.

Oommunications management.—Iistening to or recording telephone communi-
eations on DoD-dedicated systems or the common-user systems of the Defense
Communicationg Svstem, by any means, not for the contents but for the pur-
pose of determining whether the systems are functioning properly for official
purposes, Almost every plione company has a counferpart activity.

The first class of telephone monitoring is one in which you are all familiar,
called office monitoring. With the use of either a recorder equipped with
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“beeper” or with a stenographer, it requires the advance consent of all parties
to the conversation. Office telephone monitoring, in such cases, is a valuable
management tool to reflect the exact nature of agreements and understandings
achieved by telephone. One of the parties to the conversation may be ocutside
the DoD but again let me emphasize that all parties concerned must consent
to office telephone monitoring.

The other three classes of telephone monitoring are largely internal. That
is, they are directed to the manner in which DoD military and eivilian per-
sonnel use telephones which are part of DoD communications systems.

Telephone monitoring in command centers, for communications security and
for communications management purposes, does not require express consent
in each ecase. The purpose of command center monitoring is to obtain accurate
records for command and control purposes of official ealls to a command
center. Examples of the Command Centers are the National Military Command
Center, its Alterate, the Airborne Command Post, the North American Air
Defense Command Post, the Military Services Operations Centers in Washing-
ton, the Military and Security Police Operations Centers, Fire and Rescue
Control Centers and Air Traffic Control Centers.

DoD monitoring for these Centers closely compares with the recordings
made by the Federal Aviation Agency in its many air traffic control centers.
Similarly, most police, fire, and rescue control centers in our large cities and
counties monitor incident reports and requests for assistance to insure accuracy
and for record purposes. Furthermore, command centers are able to record
messages to be rebroadcast to subordinate and lateral units.

DoD Directive 4640.1 requires for each center specific regulations be pub-
lished prior to the initial operation of the recording equipment The existence
of such monitoring, however, is required by DoD Directive 4640.1 to be so
widely and expressly publicized throughout DoD and its components as to
amount to constructive consent,

Our authority for this class of monitoring equipment and its use stems from
communications common carrier tariffs which have been approved by the
Federal Communications Commission. This class of monitoring is provided
for in DoD Directive 4640.1, which I mentioned earlier.

Communications security monitoring (COMSEC monitoring) is the third
class of administrative telephone monitoring wiheh is used albeit rarely on
Department of Defense telephone eircuits. The purpose of COMSEC monitoring
ig to provide a basis for analysis to ensure that classified information is
not discussed on unsecure telephones.

This monitoring may only be conducted when authorized by the Commander
or DoD official in charge of an installation or activity or his superior. Let
me stress that security organizations organized and equipped to perform com-
munications security monitoring are not authorized to monitor communications
systems on their own initiative. Communications security monitoring is em-
ployed infrequently. Less than 19 of our telephones are monitored for security
in any given year.

The lines selected for security monitoring consist mainly of command posts,
major operational headgquarters, war rooms, and field exercises both in the
United States and overseas.

Let me emphasize that the purpose of COMSEC monitoring are to advise
commanders on actual or possible security compromises and improve the
security protection of telephone communications.

DoD 4640.1 expressly states that the information obtained as a result of
telephone communications security monitoring shall not be authorized for law
enforcement purposes unless the General Counsel authorizes an exception in
a specific case,

The last class of administrative telephone monitoring is Communieations
Management Monitoring, often called service observation. Service observation
is conducted largely by computer analysis and pay count methods rather than
by aetual listening to telephone conversations in progress.

It is a tool used to determine if telephone systems are functioning prop-
erly, not with the contents of conversations, but with such things as the
precedence and number of calls, their duration, response to signals, number
of busy signals for a given time period, total load on a system in numbers
and duration of calls, ete.
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The purpose of administrative telephone monitoring previously described
is distinetly different from the purpose of wiretapping or eavesdropping. Tele-
phone monitoring is to accurately preserve records of conversations as in
command centers or to analyze a total system for adherence to protection
of classified information as in COMSEC monitoring.

Wiretapping and eavesdropping are used for the purpose of criminal in-
vestigations.

Let me now turn to the Department’s policies and procedures for telephone
interception and eavesdropping techniques used in investigating criminal cases,
Dol) defines these terms exactly as they are defined in Title III of Publie
Law 90-351:

Telephone Interception { Wiretapping).—The use of electronic, mechanical, or
other devices to intercept a wire communication for the purpose of obtaining
information as part of a criminal investigation.

Eavesdropping (Electronic Surveillance). —The use of electronie, mechanical,
or other devices to intercept an oral eommuniecation for the purpose of obtain-
ing information as part of a eriminal investigation.

Directive 5200.24 authorizes under controlled circumstances the use of tele-
phone interception (or wiretapping) and non-telephonie electronic surveillance
(eavesdropping) by DoD eriminal and investigative agencies when there are
reasonable grounds to believe that: 1. a criminal offense concerning the na-
tional security is involved; or 2. a felony has been or is about to be com-
mitted; or 8. telephone calls involved obscenity, harassment, extorition, brib-
ery. or threat of bodily harm have been made to a subscriber-user on a
military base.

Wiretap and eavesdrop operations conducted by DoD are in full compliance
with the policies and requirements established by the Attorney General and
issned pursuant to 18 U.8. Code, Chapter 119.

Let me stress most strongly that the DoD is not in the business of con-
ducing electronic surveillance of civilians not affiliated with the Department.
DoD Directive 520027 expressly forbids such practices except in narrowly
defined circumstances. In other words, the wiretaps or eavesdrops DoD con-
ducts are employed only in ecases involving military or, in extremely rare
cases, DoD civilian personnel provided the FBI has yielded jurisdiction.

The procedures I am about to deseribe are those instituted hy the Attorney
General for consensual wire taps and eavesdrops. That is, at least one party
has consented. All non-consensual cases, should any arise, must be referred
to the Attorney General. None have arisen in DoD sinee the passage of PL
90-351 in 1968,

Under the Attorney General's procedures and the provisions of DoD 5200.24,
consensual wiretaps may be authoribed by heads of DoDD Components or their
designees for the investigation of eriminal cases and harassing telephone ecalls.
DoD Components have issued regulations setting forth procedures and controls
for these authorizations.

The Attorney General has adopted stricter rules in the case of eavesdrops.
For eonsensual eavesdropping of non-telephonic conversations, prior approval
normally must be obtained from the Department of Justice. Again, DoD Di-
rective 5200.24 provides first that the head of the DoD Component concerned,
or his designee, must approve the proposed eavesdrop. Then it must be ap-
proved by the DASD/A before it is sent to the Attorney General requesting
his approval. Attorney General regulations provide for emergency monitoring
in advance of his approval to prevent the imminent loss of essential evidence,
In such cases, a full report of justification must be provided to him.

Fach request for approval of proposed wiretapping or eavesdropping must
contain a detailed statement as to the crimes and persons involved and a state-
ment that the consent of one party has been obtained with his identity. All
approvals are limited to 80 days, as are any renewals.

DoD Directive 5200.24 provides careful safeguards both as to the integrity
of equipment and any information obtained by their use.

The wiretapping and eavesdropping devices are ecarefully accounted for and
stored under secure conditions by the investigative agencies of onr Military
Departments. Both categories of electronic devices are only authorized for
use in approved cases nunder the supervision of experienced agents who have
been instructed in the legal and private rights aspects of their use.
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With respect to the information that might be received by wiretapping or
eavesdropping activities, DoD 5200.24 requires that it be stored in appropriate
investigative files at a central location; that the information so stored is al-
ways identified, when used for any purpose, as information which was ob-
tained by wiretapping or eavesdropping; that access to information so stored
is strietly controlled and recorded; and that this information shall not be
disclosed outside of the Department of Defense unless the head of the DoD
Component concerned determines that disclosure is essential to governmental
operations.

Finally. the Directive requires quarterly reports to the Secretary of De-
fense concerning the employment of wiretaps and eavesdrops, inclulding those
condueted in areas of the world where the substantive provisions of the Di-
rective do not apply. We also have an annual sommary and electronic equip-
ment report to make to the Attorney General.

In recent years, wiretapping has shown an increase in cases involving drugs
and telephonic bomb threats or other harassing calls, Eavesdropping activities
have shown a marked increase over the last several years attributable almost
completely to the narcotics and drug problem.

Consensual intercepts, particularly eavesdrops, have contributed significantly
to our success in drug cases. However, because of the type and short duration
of the calls, we have been only moderately suceessful in identifying the ecallers
in bomb threats and similar eases. Both wiretapping and eavesdropping are
essential elements in the DoD law enforeement program.

Department of Defense programsg and activities under DoD 520024 which
have been discussed would be affected adversely by pending legislation relating
to wiretapping and electronic surveillance. In particular H.R. 9698 would
prohiblt the interception of certain communications mnless all parties to the
intercepted communication consent. The effect of H.R. 06808 would be to
eliminate the use of wiretaps or eavesdrops in any eriminal ease. Obviously,
none of the nareotic and drug ecases which the Military Services have in-
vestigated successfully on the basis of consensual intercepts undertaken in
accord with the present law would have been possible if the prior consent
of each of the parties had been a necessity.

The bill, in my judgment, would not impact on our administrative tele-
phone monitoring procedures which are now based on actual or implied con-
sent of all parties.

Mr, Chairman, I have appreciated the opportunity you have afforded the
DoD to describe its policies and practices in the area of electronic surveillance.
We realize that this is an area of balancing the rights of the individual on
one hand and the legitimate needs of an organized society on the other. We
believe our directives are mot only in full compliance with the law and the
Attorney General's regulation but also have achieved that balance.

Mr. Drivan. Mr. William Caming is our next witness, appearing
on behalf of the American Telephone & Telegraph Co. Mr. Caming
is the attorney chiefly responsible for all security matters within the
Bell System, a system which consists of 24 operating companies and
handles over 85 percent of all telephone ealls in the United States.

Welcome, Mr. Caming, and proceed with your testimony if you
will.

TESTIMONY OF HON. WILLTAM CAMING, ESQ., ATTORNEY, AMER-
ICAN TELEPHONE & TELEGRAPH CO.

Mr. Camixa. Thank you, and good morning, or good afternoon,
at this moment.

I will attempt to summarize the testimony contained in our state-
ment.

Since 1965, T have had primary responsibility from a legal stand-
point for oversight over matters pertaining to industrial security
and privacy, as they affect the Bell System.
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I wish to thank the subcommittee for the opportunity to present
the views of the Bell System on privacy of communications and
delineate our éxperiences with electronic surveillance, principally
in the area of wiretapping.

At the outset, I wish to stress the singular importance the Bell
System has always placed upon preparing the privacy of telephone
communications. Such privacy is a very basic concept in our busi-
ness. We believe that our customers have an inherent right to feel
that they can use the telephone with the same degree of privacy they
enjoy when talking face to face. Any undermining of this confidence
would seriously impair the usefulness and value of telephone com-
munications, in our opinion.

Over the years, the Bell System has repeatedly urged that full
protection be accorded to its customers’ privacy, and we have con-
stantly endorsed legislation both at the Federal and State level, that
would make wiretapping as such illegal. In 1966 and again in 1967,
we testified to this effect before the Senate Subcommittee on Admin-
istrative Practice and Procedure during its consideration of the
Federal omnibus erime control and safe streets bill. This is still, of
course, our position.

We believe that the Federal Omnibus Crime Control Act has con-
tributed significantly to protecting privacy by, among others, clari-
fying existing law and proseribing under pain of heavy criminal
pen'llt_\ any unauthorized interception or disclosure or use of a wire
communication, I might parenthetically state that thertofore inter-
ception and disclosure was a requirement under section 605.

During our congressional testimony, we said too at that time that
we recognized that national security and organized racketeering are
matters of grave concern to the Government and to all of us as good
eitizens. The extent to which privacy of communications should yield
and where the line between privacy and police powers should be
drawn in the public interest are in our opinion, matters of national
public policy, to be determined by the Congress upon a proper
balancing of the individual and societal considerations.

For more than three decades, it has been Bell System policy to
refuse to accept in the yvellow pages of its telephone directories ad-
vertisements by private detective agencies and others, stating or
implying that the services being offered include the use of wire-
tapping. In December 1966, during congressional consideration of
the Federal Omnibus Crime Control Aect’s Title III proscriptions
against unanthorized interceptions, this longstanding policy was
(“([mn:lod to prohibit too the acceptance of eavesdropping copy. This
standard, adopted by all Bell System Cos., was interpreted from the
outset to make equally unacceptable so-called debuging advertising.

The removal of unacceptable copy is a never-ending task of large
proportions, since many such advertisements are revised, and new
outset to make equally unacceptable so-called debugging advertising.
ones appear, in each 1ssue of our 2,400 directories. We believe, how-
ever, that we have done a creditable job in this area, and we intend
to continue such rigid policing as contributive to maximizing priv-
acy of communications.
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It may help place matters in perspective if we provide a brief
insight, into the magnitude of telephone calling that occurs in this
country in a single year. During the calendar year 1973, for example,
there were approximately 138 million telephones—including exten-
sions—in use in the United States, from which some 188 billion calls
were completed.

From the time our business began some 90 yvears ago, the American
publie has understood that the telephone service they were receiving
was being personally furnished by switchboard operators, telephone
installers, and central office repairmen who, in the performance of
their duties of completing calls, installine phones, and maintaining
equipment, must of necessity have access to customers’ lines to carry
out their normal job functions. We have always recognized this and
have worked hard and, we believe, effectively to insure that unwar-
ranted intrusions on customers’ telephone conversations do not oceur.

The advance of telephone technology has in itself produced an
inereasing measure of protection for telephone users. Today, the vast
majority of ealls are dialed by the customer, without the presence
of an operator on the connection. This has greatly minimized the
opportunities for intrusions on privacy. There are many other tech-
nical advances of similar import touched upon in our testimony.

Beyond this, all Bell System Cos. conduct a vigorous program to
insure every reasonable precaution is taken to preserve privacy of
communications through physical protection of telephone plant and
thorongh instruetion of employees.

Our employees are selected, trained, and supervised with care.
They are regularly reminded that, as a basic condition of employ-
ment, they must strietly adhere to company rules and applicable
laws against unauthorized interception or disclosure of customers’
conversations.

In regard to our operating plant, all of our premises housing cen-
tral offices, equipment and wiring and the plant records of our facil-
ities, including those serving each customer, are at all times kept
locked or supervised by responsible management personnel, to deny
unanthorized persons access thereto or specific knowledge thereof.
We have some 90,000 people whose daily work assicnments are in
the outside plant. They are constantly alert for unauthorized con-
nections or indications that telephone terminals or equipment have
been tampered with.

With these measures and many others, we maintain security at a
high leval.

Onr concern for the privacy of our customers is reflected too in the
care with which we investigate any suspicious circumstances and all
customer complaints that their lines are being wiretapped. Our com-
panies follow generally similar operating procedures when an em-
ployee discovers a wiretap or eavesdropping device on a telephone
line. Each of these cases is carefully checked. In those few instances
where there 1s evidence of wiretapping, the employee discovering it
is required to inform his supervisor immediately, and a thorough
investigation is undertaken in every such case by competent security
and plant forces.
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In a small number of cases. a customer suspects a wiretap and asks
for our assistance. Usually, these requests arise because the customer
hears what are to him suspicious noises on his line. Hearing frag-
ments of another conversation due to a defective cable, or tapping
noises due to loose connections, or other plant troubles are on oceca-
sion understandably mistaken for wiretapping. Each company has
established procedures for handling such requests. Generally, the
first step is to have our craftsmen test the customer’s line from the
central office. In most instances, these tests will disclose a plant
trouble condition. In each such case, the trouble is promptly cor-
rected and the customer informed there was no wiretap.

In cases where no trouble is detected through testing the customer’s
line. a thorough physical inspection for evidence of a wiretap is
made by trained personnel at the customer’s premises and at all other
locations where his cireuitry might be exposed to a wiretap. If no
evidence of a wiretap is found, the customer is so informed. Where
evidence of a wiretap is found, the practice generally is to report to
law enforcement authorities any device found' in the course of the
company inspection, for the purposes of determining whether the
device was lawful and of affording law enforcement an opportunity
to investigate if the tap was unlawful. The existence of the device is
also reported to the customer requesting the check, generally irre-
spective of whether it was lawful or unlawful. The customer is told
that “a device” has been found on his line, without our characteriz-
ing it as lawful or unlawful; should the customer have any ques-
tions, he is referred without further comment to the appropriate law
enforcement authority.

New Jersey Bell, however, as a matter of policy, informs a cus-
tomer requesting a wiretap check that only the presence of an
unauthorized device will be disclosed. Minnesota by statute similarly
limits disclosure to unlawful devices. Should the customer inquire
about the presence of a lawful'device, he will usually be assured that
applicable Federal and State laws require any judge authorizing or
approving a court-ordered interception to notify the affected cus-
tomer within 90 days after interception ceases—or at a later date, if
disclosure is postponed upon a good cause showing by law enforce-
ment. Section 2518(8) of title I11 provides that provision under law.

All Bell System Cos. report the existence of an unlawful device
to the customer requesting the check, as well as to law enforcement,
and the latter is provided an opportunity to invesetigate for a rea-
sonable period—generally 2448 hours—prior to removal of the
wiretap.

We might point out that unless the wiretap effort is amateurish, a
person whose line is being tapped will not hear anything unusual,
because of the sophisticated devices employed. As we previously said,
most of the complaints originate because the customer hears an odd
noise, static, clicking, or other unusual manifestation. As far as our
experience discloses, these usually turn out to be difficulties in trans-
mission or other plant irregularities. From 1967 onward, for ex-
ample, the total number of wiretap and eavesdrop devices of all
types—including both lawful and unlawful—found by telephone
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employees on Bell System lines has averaged less than 21 per month—
an average of less than one a month for each of the twenty-four
operating companies of the Bell System. In our opinion, the eriminal
sanctions imposed by title YIT—for the authorized interception or
disclosure or use of wire or oral communications. or the manufacture,
distribution, possession, or advertising of intercepting devices—
coupled with vigorous law enforcement and attendant publicity,
appear to have contributed significantly to sa feguarding telephone
privacy.

In the area of court-ordered wiretapping, it is the policy of the
Bell System to cooperate with duly authorized law enforcement
authorities in their execution of lawful interceptions but only to the
extent of providing limited assistance as necessary for law enforce-
ment to effectuate the particular wiretap, We wish to stress that the
Bell System does not do the wiretapping. The assistance furnished
generally takes the form of providing line access information. upon
the presentation of a court order valid on its face. as to the cable and
pair designations and multiple appearances of the terminals of the
specific telephone lines judicially approved for interception in the
court order. In the instance of law enforcement authorities of the
Federal government and of those States enacting specific enabling
legislation, and T believe there are seven in number and the District
of Columbia, the court order may direct the telephone company to
provide limited assistance in the form of the information. facilities
and technical assistance necessary to accomplish the wiretap unob-
trusively, and with a minimum disruption of service.

Upon the receipt of such a directive in a court order valid on its
face, our cooperation will usually take the form of furnishing a pri-
vate line channel from terminal to terminal—i.e., a channel from a
terminal which also services the telephone line under investization to
a terminal servicing the listening post location desionated by law
enforcement. Additionally, the above described line aceess informa-
tion will be furnished for the specific telephone lines judicially
approved for interception.

On occasion, assistance in the form of private line channels is
furnished to Federal authorities in national security ecases. This
assistance is only rendered upon specific written request of the At-
torney General of the United States or of the Director of the Fed-
eral Bureau of Investigation—upon the specific written anthoriza-
tion of the Attorney General to make such request—to the local
telephone company for such facilities, as a necessa ry investigative
technique, and it is so stated, under the Presidential power to protect
the national security against actual or potential attack or other hos-
tile acts of a foreign power, to obtain foreign intelligence information
deemed essential to the security of the United States, or to protect
national security information against foreign intelligence activities,
For reasons of security, we are not informed in such cases of the
specific nature of the national security matter under investigation.
And we strictly ensure that we don’t need any such information, in
order to maximize its security.

In cooperating in court-ordered and national security cases, we
endeavor to provide the very minimum assistance necessary as re-
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quired by law, to effectnate the particular wiretap. Under no circum-
stances, do we do the wiretapping itself; that is the exclusive prov-
ince of the appropriate law enforcement officers. Nor do we furnish
end equipment to be used in connection with a wiretap, such as tape
recorders or pen registers. Nor do we design or build wiretap or
eavesdrop devices for law enforcement anthorities. Furthermore, our
telephone companies do not train law enforcement personnel in the
general methods of wiretapping and eavesdropping, nor do we pro-
vide telephone company employee identification cards, uniforms or
tools, or telephone company trucks.

In conclusion, I wish to assure you based upon almost nine years
experience in this area personally, that the Bell System continues to
be wholly dedicated to the proposition that the publie is entitled to
telephone communications free from unlawful interception or divul-
gence. We are vitally interested in the protection of the privacy of
communications and always welcome measures and techniques that
will strengthen and preserve it.

I shall be pleased to endeavor to answer any questions that the
Subcommittee may have,

Mr. KastenyeEr. Thank you very much for what I consider an
extremely helpful testimony, Mr. Caming. And I only apologize that
at the outset of your testimony, I was called away and was not
present. But, I have had an opportunity to read your statement and
hear you deliver most of it.

There are some questions which arise, which seem to me procedural
questions. Who makes the decision in the telephone company as to
whether to cooperate with the person who represents himself as the
representative of a Federal agency who is authorizd to conduct a
tap ? Is that decided at each local office?

Mr. Caming. No. May I?

Mr. KASTENMEIER. Yes.

Mr. Camine. Sort of walk through this or stumble through it with
you and see if I can help.

First, in each Bell System Co. we have a security group headed by
a security manager. All of the personnel involved are carefully
trained, and they are long-term employees in almost all instances,
and very qualified and, of course, as responsible and reliable people
as we have.

We also have in each company, just so that you can get the full
picture, a legal department which varies in size, but in each case has
a security counsel who is fully cognizant of just about everything
that goes on, and that specifically, more or less is under my wing.

We also have at A.T. & T. a corporate director for security, and
the head security managers are coordinated through his efforts. And
he is one of my primary clients, as you could well imagine.

Now we do require that any order that is presented to us—and the
personnel have been trained in security as to the qualifications that
an order must possess in order to be valid on its face—and that has
been very carefully reviewed with him. And I might say that most
orders are very similar in tenor, as far as validity.

Mr. Kastenmemer. But, Mr. Caming, are you referring to court
orders?




Mr. Cayaneg. The court orders. And let us assume it is a member
of the Federal Bureau of Investigation or a member of the Drug
Enforcement Administration that is using the Federal authority, as
an example. They are required to submit the order to the security
manager. They cannot submit it to anyone else in the company. And,
rrom'rt]h' they are familiar and so are the State and local anthor-
ities as to whom the proper individuals are. The security manager,
or one of his specially trained security supervisors, and they are all
in management, will then review the order. Now, he has been gen-
erally familiar with orders, and if the order appears on its face to
be identical with proper orders, so far as form, he will then be in a
position to pass upon its validity. If he has any question whatever, he
has the strictest mandate to take it up with the secretary counsel.
And if any question arises they immediately call me.

Mr. KastenmeEr. Let me ask you this: That is fairly clear. There
seem fo be three areas; one, let us say, the private, unanthorized,
illegal wiretapping, which you do not support in any sense. and you
have lnd]("tlw{l in your statement how your companies would handle
this. Second, you have the taps for which there is a legitimate order
or a warrant which is submitted to the Security Manager. And,
third, the class of warrantless wiretaps for which there is no order
given to you or to your Security Manager locally. How is that third
class handled? What I have in mind, of course, is the point raised
earlier by the g(-mls-.lurln from Massachusetts, Mr. Drinan. If some-
body comes in and says, look, we want to tap Dr. Halperin for 22
mnntIH: we do not I]‘l\i‘ an order for if, but we will just tell you that
it is for national security. .\I‘v you not going to ask any questions?
What happens in that case?

Mr. Caming. All right. Let me tell you what our current proce-
dures are and if you wish we can go back and can give you the his-
tory. I have gone over that with Mr. Lehman previously. I can do
it very briefly or I can give you our present practice and then give
you such history as you gentlemen may desire.

Mr. KastExmemEr. I would be interested

Mr. CasiNe. Let me giving the existing, and then we can go back
if you so desire.

Mr, Kastenyeer. Yes. T think your practice since the 1968 law,
authorizing wiretapping pursnant to warrant would be of interest
to the subcommittee. I think that the 1968 act probably changed
many things for your company and for the (m\u rnment agencies
conducting surveillanee, Accordingly, T would think that during the
last 6 years you might have deve inpi 'd a uniform policy.

Mr. Camine. All right. Let me give you this very brie fly, and when
I say brief I usually am as much as a lawyer may, and Mr. Drinan
would probably know that lawyers are not often very brief.

From the inception of national security wiret aps in 1941, as we
know now—and I am quoting past his story w here T was still strme-
gling through my last year in law school—with the war on at that time.
wiretapping without warrants was introduced and a certain limited
amount of cooperation was required from the telephone Co. Over
the years, until the passage of the Crime Control Aect, this was
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handled with great sensitivity by our Company, perhaps because it
was launched during World War II, perhaps because we try to be
conscientious citizens. The matter of handling wiretaps was done
with considerable delicacy, and usunally the liaison point was espe-
cially designated and the only cooperation was extended to the Federal
Jurean of Investigation, I might add, and would be some individual
of relatively reasonably high position within the company and only
he and others who had a need to know would ever know that such
requests were made. And over the years, there were not. too many.
And we had the understanding from the inception, which was re-
newed over the years, that in each case there was a particular author-
ization from the Attorney General of the United States and that
such authorization was in writing and was in the hands of the FBI
or the Department of Justice to be recallable if necessary. For ex-
ample, in litigation or perhaps before a committee of Congress.

It was agreed from the inception, too, that because these matters
were too delicate, and I think the first ones only related you might
say to foreign intelligence from 1941 on, it was decided that no paper
trail should be left, so that no written matter was presented to us
affirming this authorization, the idea being if anyone got access to it,
it would disclose vital secrets.

Now. we became concerned starting in 1965, 1966, with the changes
that had been revealed. The hearings before the Subcommittes on
Administrative Practice and Procedure, starting in about May 1965,
under the chairmanship of Senator Edward Long of Missouri, the
fact that the military, to some extent, were engaging in somewhat
publicized worldwide monitoring of some of their military exercises,
and the general rising concern about privacy, and perhaps some of
the questions raised in the Long committee about how the Govern-
ment. was using some of its wiretapping efforts. So, it was decided
that it would be in the best interest, both of the Government and
ourselves. to reduce to writing this commitment. This was not an
easy decision, nor was it unanimous within the system. We have
large independent entities as our Bell Telephone companies and we
do not always agree. I think you could appreciate that even in the
Congress there is not always complete agreement.

Mr. Kastexyerer. There was evidence that the New Jersey Bell
System distinguished itself in terms of policy from some of the
other systems?

Mr. Camixe. In connection with national security?

Mr. Syrra. Mr. Chairman, I think the statement was that the
New Jersey Bell Co., as a matter of policy, advised a customer only
about unlawful wiretapping.

Mr. Cayive. Yes. That is what T call an expression of free spirit.
And T just think the approach used by New Jersey Bell is possibly
just as good. They and we have been troubled by the question which
is left unanswered by the congressional legislative history of title
111 Can we disclose an authorized device? Clearly we cannot dis-
close that it is authorized because both the court order and the
underlying application are expressly sealed by statute, and under
9518(8) it is a contempt of court to disclose that. The question is,
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‘what about a device we find that we know from an order in our
possession, or from other means, perhaps querying law enforce-
ment, being told, gentlemen, it is lawful, can we disclose this. And
we have had some real conflicts with law enforcement who have.
on pain of criminal contempt, told us that by disclosing the presence
of a device we are giving away the fact that it is a lawful device
and in their terminology, unearthing or blowing the investigation,
and it is a matter of grave concern.

We have taken a very limited position because we have leaned
over, in our opinion, as far as the law permits, to cooperate to as
limited an extent as we can, and we have said that Congress sealed
the order and sealed the application and they have sealed the
device, too, as far as disclosure. They did not. And we have said
that in the absence of a statute of a State, or a court mandate in a
particular place, we will disclose the presence of the device and
that is why I put in quotes in my statement the term “a device.”
Whether it is lawful or unlawful, we say we have found a device
and if you have any questions whatever, talk to law enforcement.
Therefore, the customer can never know whether or not it is a
lawful or unlawful device. We have found thus that there would
be no giveaway.

Now. New Jersey Bell, and Minnesota by statute, preclude
that. They expressly prohibit the disclosure of ‘a lawful device. In
New Jersey they merely say on a form that they present to the
customer when they request a check, and he gives his name and
authorization to check his line, and they have a paragraph pointing
out that the order and the application are sealed, and then they go
on to say, and, accordingly, we cannot disclose the order or appli-
cation nor will we disclose the presence of any device other than an
unauthorized device. And then, as T mentioned in the statement, the
customer says, well, that is great, but what about an authorized
device? And we say, you have the assurance that 90 days normally
after termination of any wiretap or eavesdrop the issuing or deny-
ing Judge, if he denies approval in a specific case, is required to
disclose this. And I think that is the case that was alluded to in the
statement. They both reached the same result, they both did not
disclose the presence of a device. Except for New Jersey and Minne-
sota, we uniformly follow the other approach.

Mr. Kastenmeier. We were, of course, pursuing the question of
warrantless taps, which is a somewhat different situation, with
respect to the person being tapped. Nothing is disclosed in 90 days
or at any other time.

Mr. Camive. Well, we would have a problem there. As you
could appreciate, our role is really to carry out the necessary fune-
tions that our being guardians of the system requires.

Mr. Kastenumerer. 1 appreciate that your general policy has been
in aid of law enforcement.

Mr. Casanae. Well, our general policy has been primarily and
first, and I can catalog it right now, in aid of privacy of communi-
cations, and second in being responsive to law enforcement really
to the degree necessary under title III or national security, and
there I would not use the word begrudging, but it has been ex-
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tremely limited. We have refused to do a number of things which
law enforcement has said we are required to do. We, for example,
have in a particular circuit recently found to be in eriminal con-
tempt for refusing to give certain assistance of a limited nature,
because we have felt it was not within the framework of the law as
far as a present title ITI situation. And we did not voluntarily
feel that it was advisable, on balancing the public interest as well
as we could.

Mr. Kastenmerer. Then you do, in fact, make a judgment about
requests of you for warrantless wiretapping?

Mr, Cayine. Well, yes. We do require and we perhaps are getting
back to the point where we got off onto New Jersey. If T may, in a
national security situation, as I said, due to the concern expressed,
and with negotiations with Mr. Vinson and others of Mr. Katzen-
back’s group, and on later occasion with Mr. Clark and Mr. Yeagley
of his Department, we forged a written understanding that only if
such a request was presented to us for limited assistance in the form
of private line channels would we cooperate in a national security
situation. I might emphasize this was merely reducing to writing
the understanding we have always had that there was written
authorization, and that the matter was to be conducted by the FBI.

Now, in that case, when we do receive such a letter denominating
a request as one in the national security interest, we do not attempt
to evaluate it. T was referring to other situations, such as a situa-
tion where national security will not be present. This will paren-
thetically or must be signed by the Director of the Federal Bureau
or by the Attorney General and, generally, it has been signed by
the I)il(‘r‘!m of the Federal Burean.

Now since the Heith case, of course, we recognize it, and T know
Mr. Maroney testified before the Congress in, I think, June of 1972,
shortly after the Keith case, assuring the Congress that the Depart-
ment would comply fully with its terms. And I think that was the
testimony in the hearing which recently came to my attention.

Now, we cannot evaluate, and we do not know the purpose of the
investigation. Often we will only in the letter get a location or
telephone number. That matter goes to the security manager. All of
our requests are concentrated in security. He handles it with just
as much restrictive character as can be possible. Very few people
in our company have access to these. FFor example, if there is a
question arising with respect to one, even in discusions with me, I
have assured that anything is blocked out that might be the facts,
feeling that I have no need to know that in order to resolve the
question. Now. we do nof know and we will report frankly to the
])’t‘]]dll]‘l](‘llt of Justice any agent that gives us any indication of

purpose of the investigation, the theory being that if it is sig-
nifi(‘:un. enough to be national security, the security should be
maximized.

Mr. Kastenmer. Is it not a fact that you did not require a
request in writing for warrantless taps in Washington until 19731

Mr. Camixe. No, that is not the fact. But, Mr. Lehman has réfer-
ence to a point which we were coming to. As I said, we were just,
up to 1968, we adopted the letter and then I did branch off perhaps
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too quickly to the fact that the letter was adopted virtually in the
fall of 1968, from our standpoint. It took the Department of Justice
and ourselves a long while to hammer out the exact words, and who
would sign it and whether it would be confined to the Attorney
General or the Attorney General and the Director, and we finally
agreed just on those two persons.

Now, in May 1969, the letter was finally sort of formalized and
introduced in a meeting we had with all Bell System general secu-
rity managers, and security counsel, to explain first the new title ITI
procedures from our standpoint as to how we would handle them,
becanse you may recall under Mr. Johnson, title IIT was not used
so far as a court order provision. So, it was only in early 1969 that
we had the problem of getting court orders, and at that same time
we introduced this so-called letter which I have alluded to.

Now, it took us—there was a lot of dissension about the letter as
I indicated, within our own ranks as to whether we were not creat-
ing a paper trail that might well disclose to the wrong eyes the par-
ticular activity under investigation. And were we not perhaps
going too far. Now, this is a question which was freely discussed
and we recognized there were viewpoints. But, gradually, over an-
other long period of time the letter was introduced and in August,
I think the meeting of August 4, 1971, the last company, the Chesa-
peake and Potomac Co. in Washington, used the letter. So, since
then we have had the letter uniformly throughout, and that has been
our practice until then.

Now, before then, a case arose which, of course, we did not know
about at the time, as to the ramifications that have been disclosed,
and the case was involving the wiretapping under the aegis of na-
tional security of some 17 members, 13 or 14 of whom were Govern-
ment officials, and 4 of them were members of the press. One of the
members of the Government I think was Mr. Halperin. Now, there
is litigation pending on that, but I feel free to discuss at least our
role, which was a very limited one of just processing facilities.

As T understood it, we received the oral request with the statement
which happily now has been corroborated in the pleadings and I
say “happily’ because you can understand our position at that time,
that was, one, that was a specifically anthorized national security
investigation and, two, we were advised on the foreign intelligence
activities aegis of national security investigation. Whether that was
true or not, of course, we have no way of determining and we still
do not, on any of these. And, third, as I understood it and some of
this is from subsequently published documents, because we are not
privy to every one of these, at least it is one of their taps was for
duration of May 1969 to February of 1971, and it may even have
been of Mr. Halperin, although 1 am not sure without consulting
my records. Some were of shorter duration of these 17. At that time,
we had not adopted the letter. As I say, it was just at that time
that it was coming in, so there was that juxtaposition, and even if
we had had the letter though, we would have done exactly the same
thing, and we wonld do it today, since we do not know normally,
we may possibly identify a subject, if one of the security managers
was curious enough, you know, to check, but normally we only are
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advised of the location at which these take place and all we do is
provide the channel from terminal to terminal, where they are taken.
It may or may not be clear but we just get the telephone number
and the channel, and we do not know the purpose of the investiga-
tion other than that we are assured by the Director of the FBI and
in writing, or by the Attorney General that it is a foreign intelli-
genee investigation.

Mr. Kastensemr. Let me ask you this, Mr. Caming.

Would it not be possible and perhaps even the practice at the
Justice Department or the Bureau, whether they obtain a warrant
or not, not to notify the phone company? They may not need your
company’s cooperation on certain taps. They may have the technical
capacity to install those taps or devices without your knowledge
or consent.,

Mpr. Casaxa. I think this is very true and is the fact in this sense,
not that they do it improperly but, first, that they do not need to have
our knowledge. Whenever they disclose anything to us, this is al-
ways a source of a potential leak of magnitude because it is outside
of their control. And although we try very conscientiously, we also
are greatly concerned that we are entrusted with this information
which theoretically at least is of such vital importance to the Nation
as to warrant warrantless tap.

Now, I have heard Mr. Petersen, for example, if T may allude to
him, discuss the sensitivity of numbers and therefore T am moving
with a certain amount of cireumspection, but I would like to point
out that he mentioned that there were approximately 100 wiretaps
in 1973, but he could not give you the precise figure, Our figures, and
[ had them collated purely because of the fact that I was coming
before the committee and normally we do not keep any centralized
records, and again it is to protect maximum security, but I have
been down this year. My number is significantly below that ficure,
which indicates that at least a number of taps were performed that
could have been performed without our knowledge or——

Mr. Kastenyerer. Or they, in fact, may not have used the tele-
phone as a device.

Mr. Camine. Yes. It could be an eavesdropping device. And we
normally would not know about that and unless there is a court
directive as part of our very restrictive policies, to do it voluntarily,
and in the other 15 States which do not have a court directive, of
the 22 States that have an enacted State enabling laws, we refuse to
cooperate when the court order refers to eavesdropping alone, feeling
that it is not, yon know, a part of our network that is directly in-
volved, although we recognize there is some tangential assistance
obtained, if they can also run the eavesdrop through the network
to a distant location.

Mr. Drinan. Mr. Chairman?

Mr, KasteENnMErER. 1 yield to the gentleman from Massachnsetts.

Mr., Drixvax. Could T come back to the point that even though
there is no centralized figure, you were able to pull together a figure
that you say is substantially under 100. Do I understand rightly
that you do, in fact, keep all of these letters or authorizations. and
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that the corporate officer responsible for security does, in fact, possess
these at some particular place!

Mr. Caming. Yes, Mr. Drinan. Each company, and it was not a
very difficult task for me to get these figures, we just have no reason
to keep them at headquarters. Each company has been told to keep
the national security letters, no accompanying records or anything,
but just the letters themselves permanently or indefinitely. We also
keep, for your information, information with respect to coopera-
tion in wiretaps under title IIT or the equivalent State law for a
period of 10 years, which tracks with the period set forth in section
92518(8) of title II1 for court orders and applications. So, we keep
any accompanying records.

Mr. Kastexserer. I am reassured on that point. Was it not one of
your competitors who notoriously reverted to a paper shredder at one
point in some case in the last few years?

Mr. Caming. Let me point out here that I have been accused of
working for I.T. & T. merely becanse there was a confusion of
terminology within the United States with the perception of, I
guess, litigation that may now develop which may now make them
a competitor and they have normally operated only in the overseas
theater. So. there was never any question prior to a Satellite appli-
cation now being entertained of cooperation. We do cooperate with
independent companies when necessary of the telephone industry,
like General Telephone, to the extent of insurance that any coopera-
tion we extend does not unfold at some other point. In other words,
but generally speaking, no, most of our coperation is in the sense
that when they come to our company, that is all that they desire,
and if they come to an independent company, because their territory
is being served they normally would have no reason to have recourse
to us.

Mr. Kastexserer. T think T am correct in assuming, Mr. Caming,
am 1 not, that American Telephone & Telegraph would experience
the major impact of wiretapping and electronic eavesdropping
under title ITT as opposed to other telephone companies?

Mr. Casaxa. I think that would be very fair to say and conclude
for several reasons. The first, of course, that from 80 to 85 percent
of all of the phones in the United States at this time, certainly in
the message toll network are Bell System phones,

Many of the principal centers of an urban character, where Crime
seems to emanate, like New York or New Orleans or Los Angeles
or Chicago or Washington, are served by our companies principally,
go that most of the wiretaps would probably be requested there.

Mr. Kastexsmeier. May I pursue another line of questioning?

Mr. Caming. Surely.

Mr. Kastexmerr. And then I will yield to my friend from
Massachusetts.

Are you or have you in the past, other than the leasing of lines
which you alluded to briefly, been compensated by government
agencies or law enforcement authorities for your cooperation? Have
you ever considered to what extent, both in manpower and resources,
the company ought to cooperate with agencies in conducting sur-
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veillance? And have you considered whether there was a legal re-
quirement that A.T. & T. cooperate with the installation of these
devices?

Mr. Caming. Of course, that is a subject dear to our hearts, as
you can well imagine. First, we, of course, in the Federal area, have
no longer cooperated in title ITI wiretapping, except under the court
directive provision of 2518, and there any technical assistance or
facilities provided are at the prevailing tariff rate, as expressly said
in the Statute. We have taken the position also, I might say, that
outside of the scope, the narrow scope of title ITI, that any coopera-
tion on our part in any area, although lawful, is not mandated by
the Congress and that we would, therefore, respectfully decline to
cooperate in many situations.

For example, we do not engage in line identification, so-called
tracing, even if fhe Government is operating under a title IIT court
order. We have refused to trace lines because, not from the expense
standpoint alone although that is an element, but our primary
reason is that our general concern for privacy of communications
compels us to the conclusion that we should restrict our activities
to the degree that Congress and States under enabling legislation
feel is wise for us to participate in, generally apart from the na-
tional security area, where there has been some expression. So, we
do not engage, I might say, in a number of activities,

Now, other activities such as servicing title ITI orders for cable
information, it is very difficult to calculate that there is any signifi-
cant cost to us. If we have any cost to us. If we have any costs, such
as providing a private line channel and having to do any engineering
on it, occasionally to compensate for losses of transmission if the
channel is over a certain distance, or we sometimes put in what we
call dial impulse repeaters so that the dial impulses will come
through clearly and not be lost in transmission, or that there is no
sagging of transmissions, and someone says, uh, huh, my line must
be wiretapped, those charges are put into our private Iine charges
to the Government. And any charges under national security, I
mean—I am sorry, any services provided under national security
which we provide as channels, terminal to terminal, are also com-
pensated for fully. We do as best as we can estimate our costs and do
charge.

Mr. Kastenmrier. And are those charges made openly or are
they concealed? Are they made to the Department of Justice or
just the General Services Administration or some other branch of
Government ?

Mr. Camixa. Surely now, starting with the premise that what they
are doing is lawful, be it covert in the sense that the parties being
overheard are not to know of it, and, thirdly, that it is court or-
dered, we are, or have molded our billing practices to the desives of
the Government. We frequently bill to a fictitious name, or to a
post office so that if you picked up the bill it wounld look like perhaps
the ABC Toy Co., and if you just happened to see it in account ing
also. We often have our billing done through security and they may
keep the bills in order to maximize the security of the operation. But,
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we will do it to a fictional address if they so request. In fact, we
will do this for any subscriber if he asks, and his name is Smith
and he asks us to bill it to the Jones Publishing Co., assuming that
we have no knowledge of any impropriety in such request, we would
normally bill as requested.

Mr. Kastenyerer. Am I correct in assuming since 1969, that your
subseriber in that connection has been the Department of .Justice,
or the FBI however otherwise billed? You do not have, I take it,
White House, CIA, or other sources of requests that have not, in
fact, gone through the Department of Justice or the Federal Bureau
of Investication? Is that correct?

Mr. Camrng. Assuming we are talking in the area of national se-
curity, the answer is unequivocably we only deal with the Depart-
ment of Justice and the FBI. We have had no requests, to my knowl-
edge, in that area, and we do not even make any particular—well,
if we did receive such a request, we would immediately contact the
Department of Justice about it. To my knowledge, it has always
been my conception and it is limited, intelligence activities within
the United States supposedly are to be confined to the Federal
Bureau and we act upon that,

We do have, of course, the normal communication services with the
White House, the CIA and, of course, these would be the normal
provision of service to any customer.

Mr. Kastenmerer. Yes, of course. T understand that.

One last line of questions. On page 10 of your statement youn indi-
cated that eavesdrop devices, lawful and unlawful, are found on
company lines at an average of 21 a month. What percentage are
unlawful ?

Mr. Carxna. To tell you the truth, Mr. Kastenmeier, the number
has always been so infinitestimal that we have never attempted to
break it out. I was just looking through because I thought it might
be of interest to the committee. That ficure I gave of 21, being a
lawyer and not really advanced in mathematics, and several of my
college teachers could affirm that, I worked on the basis of the high-
est ficure but actually the figure has turned out to be lower than
that. Last vear, for example, with 163 throughout the Bell System
of devices of any type, lawful or unlawful, that we have discovered.
The prior year was 174 and, in fact, since 1967, because T thought it
wonld oive the committee a better feel of it, if T may, and I am sure
Mr. Lehman can take these down. 1967 we estimate we found 195
devices in all 24 of our companies ageregated of all types. 179 in
1968. 218 in 1969, 195 in 1970, 249 in 1971, which explains my high
fieure. One hundred seventy-four and then 163. So, because they
have been so small and often—we are never quite certain on those
devices whether they are lawful or unlawful, because some of those
mav be lawful, but once they are discovered the law enforcement
authorities say, you know, well. we do not know anything about
them and remember, too, that all of the State and local authorities
in 22 States have the right to engage in wiretapping. So, we have
never broken out a percentage of that minuscule amount out of the
138 million telephones, just giving a proportion.
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Mr. Kastensemer. Do you have a procedure for reporting these, a
portion of which would be unluwfu]; presumably and a portion of
which would be lawful to the law enforcement authorities?

Mr. Camine. As I just alluded to in our statement, we report all
cases because even if we find a device and have a court order on file,
unless there was a little thing which was placed here by the New
York State Police Department or the Boston Police Department, we
would not know whether it was a coincidence, or whether this was
actually a lawful device. It could be that more than one party is tap-
ping the same line.

Mr. Kastexyerer, In the case of what would be assumed to be un-
Jawful bugs, and you may not know whether they are, have you found
the Department of Justice responsive in investigating these cases?
Certainly, the unlawful bugs are & menace to your subscribers, and
are unwanted by you as a company and presumably you would like
to see title IT enforced.

Mr. Camineg. I would like to make a comment which probably
means I have arrived at a position that T can make comments on my
own. As I say, I have personally cooperated in overseeing this pro-
gram for some 9 years. The Department of Justice, that I deal with
is the Criminal Division, and very frequently the organized crime
and racketeering groups which has oversight over title III and we
do not get into national security very much, as you could see. It is
not necessary. But, throughout from the inception in 1968 and the
passage of title ITT the Criminal Division, under Mr. Petersen, has
been aware of our concern, of the encroachments on privacy that title
IT1I made, and the fact that we do all necessary to effectuate the H\.‘l:'-
ticular requests, but give them the minimum assistance and he has,
and his staff has respected this, although they have disagreed on a
number of occasions, such as with our recent measure in further re-
stricting toll billing records. But we have, for instance, discussed at
the time of the passage in February 1971 of the directive amendments
to title ITI, which put us in the position of having to respond to a
court order, which could direct us to do things, we said, and T said it
personally, that it would be best to maximize privacy if they used
only the statutory language in their court orders and we would then
do the very minimum amount necessary and insure that the title ITI
tap would be effectuated. But, in as restrictive a way as possible. T
would say to that, that whenever we have brought their attention to
any questions of the nature you address on wiretapping that they
have been utterly responsive and utterly cooperative and, in fact, I
think that some of their task forces in the field have complained at
times that they were too solicitous.

Mr, Kastenyemr. 1 appreciate that response, although there is some
concern, and I shall it, that generally speaking, the Justice Depart-
ment, is not pursuing prosecutions under title TT1.

Mr. Canmive. I see.

Mr, Kastenmerer. To dissuade people, in some cases unauthorized
Government officials, from engaging in these practices.

Mr. Cayine. I can appreciate that. My remarks were addressed to
what I thought was your earlier statement as to their general atti-
tude with respect to our procedures, when we find a device, whether
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lawful or unlawful. If it is a lawful device, as far as it appears, by
our having a court order, we would then contact the agency concerned
and if it is a State agency or the FBI, we would contact them. Now
if it was an unlawful device, we would contact first the Federal, local
agency, remembering it is our local telephone company that finds it
in each case and we contact the local agency of the FBL. And, in
addition, we contact the appropriate local authority whether it is the
State or the county or a city, and we have the coordinates to do that
with, because the Federal authorities might say this is unlawful and
we do not know that that is a lawful tap, and 1t might turn out to be
a State or a local tap, so we contact both. Then if they both declare
or all parties declare that they do not know of it being lawful, we
then say we intend to remove it and keep it under surveillance, and
if it is trouble-inducing, we immediately disable it anyway, but, we
leave it in place. But, we will if you wish permit you 24 to 48 hours,
and I do know at least in a number of cases, the ones I think hap-
pened to be with State police or local police, where they have actu-
ally undertaken a surveillance, and then, if within a reasonable
period it proves fruitless, we really remove the device.

Now, if they do not want to investigate we, in some of our com-
panies, attempt, because it is rather difficult to investigate this source.
Onr main concern is if you just remove the device but do not appre-
hend the wiretapper, it is virtually like picking up some burglary
tools but leaving the burglar free. So, we do cooperate but usually
only to the extent of 48 hours and the customer 1s advised that an
unlawful deviee has been found.

Mr. Kasrexseer. Thank you.

1 yvield to the gentleman from Massachusetts.

Mr. Drivax. Thank you, Mr. Chairman, and thank you, Mr. Cam-
ing. This is very, very informative. I have listened here fascinated
at all of your problems.

Let me try to clarify something for myself.

Mr., CamiNa. Surely.

Dr. Drinan. If the Department of Justice puts a tap on, unbe-
knownst to the A.T. & T. and unbeknownst to the subscriber, would
that be illegal ?

Mr. Casuneg. In my opinion, if it were not it the area of national
Security and I could not pass the comment upon the legality, but
assuming arguendo the legality of that type of tap, apart from that,
it is clearly

Mr. DriNan. Assuming——

Mr. Camne. I am sorry. If they place a tap on the line without
our knowledge but have a valid court order, for example, we have
argued among ourselves with the company, what is this, and it seems
that it is not a technical trespass on the ground that it is court au-
thorized. In fact, some State statutes have expressed it but assuming
there is no title ITT, I would say this: That the Department of Jus-
tice or any other branch of Government, Federal or State or local, is
Just as liable under the proseriptions of title I11. :

Mr. Drixax. Therefore, since your figures show substantially less
than 100 wiretaps, we can make an inference that the Department of
Justice is, in fact, engaging in warrantless wiretaps without the
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knowledge or consent of the A.T. & T. If one of those taps were dis-
covered, what would the A.T. & T. do?

Mr. Caxane. OK. Now, perhaps in my attempt to say substantially,
or perhaps the term significantly would be—but if we discovered a
national security device, Mr. Drinan, first there may be some serious
question whether we would know that it is that. They would have to
tell ns about it.

Mr. Drinax. Let me back up. That just tells us ahont the practice.
How easy is it for this never to be discovered ? Tt is conceivable that
they could have dozens or even hundreds of them now, and that in the
nature of things they would never be discovered ?

Mr. Camine. Well, the sophistication and technology today, the con-
tinual advances, it is very difficult in certain areas, such as inductive-
ly couple devices, which may not be actually touching our line, and
our people are instructed to be constantly on the alert—for example,
any installer or repairman that goes in normally would check over
the facility. However, if they had concealed them at some distant
point, it is conceivable, at least, if it is well done, that neither we nor
the subseriber would be aware of it.

Mpr. Drivan. But coming back to my original question, T am not
certain that T got that clear, as to what would the A.T. & T. do if it
did discover a warrantless tap placed there by the Department of
Justice?

Mr. Camrna. Well, all right. Well, the first thing would be that we
wonld discover the device. We would not know at the moment what it
was, Tf it was discovered as a result of a customer complaint, it would
probably have been found by our security forces, or plant forces,
under their direction, checking out the commnlaint, or it could have
been stumbled upon by a repairman or installer. And in that case it
is required that any employee do nothing but report it immediately
through his lines of supervision to Security.

Mr. Drixvax, All right. All of that has gone by. T am asking——

Mr, Casmiva. They would then go to the Government.

Mr. Drivan. And they admit openly, yes, we did it, and we are
sorry yvou discovered it ?

Mr. Camine. In that case, we would leave the tap in place, T would
assume,

Mr. Drivaw. Yes. Why? This is a trespass. This is illegal. Why do
you do that? You are cooperating in evil, now.

My, Camixa. Well, no, T guess we may be misunderstanding each
other beeanse T certainly wounld not say we are cooperating in evil. T
guess T did not understand vour question. T was assuming that they
said the following to us: This is a national security tap. It is in a
very sensitive area. It has been expressly anthorized hv the Attorney
General and if you wish, we will give you the proof. We did not wish
to bring this to your attention in order to maximize the security of
the operations, and we wish yon would leave it in place. In that case,
assuming we have no customer complaint, for example. we would
probably do so if we had the necessary proof adduced. In other
words, 1f we got a national security letter sayina yes, this was, and
we did not desire it, there is no reason for the Government to brina
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it to our attention in national security taps and that is lawfully put
on by them.

Mr. Drinan. Would the subseriber in such a situation have a claim
against the A.T. & T. because they had allowed his wire to be tapped
unbeknownst to him ?

Mr. Cayaneg. Well, you mean after the discovery when it was con-
tinued ! No more so than if ab initia we had received a letter request,
assuming the same situation. And we have established after discovery
that it is a national security tap.

Mr. Drivax. This is a pretty permissive attitude on your part to
allow the Department of Justice to give you a letter any time they
want. In other words, you are really not demanding a letter ahead of
time.

Mr. Camine. Oh, no.

Mr. Drixa~. You are not really?

Mr. Caming. We are in a position almost as a stakeholder, Mr.
Drinan. We are required to venture into areas that arve quite foreign
to us. We do not wish to participate in any of this any further than
the Congress, and the necessity of the situation warrants. I can assure
you of that. When we get a letter from the Director or from the
Attorney General, we have no knowledge other than the facial letter
of the validity of the contention. We merely assume that a man of
that stature in the Government, and we have no alternative, but to
assume that he would not——

Mr. Drinax. But legally, you could refuse to cooperate?

Mr. Camine. Yes, I think we could.

Mr. Drinax. Has it been considered at the highest level that maybe
the A.T. & T. should refuse to collaborate in warrantless taps?

Mr. Camine. I think it is fair to say that that has been considered
ever since the inception in 1941, as of necessity, that it was recognized
that frequently our assistance may be almost indispensible to effec-
tuate a wiretap. The number of requests have never over the years
been at such volume to——

Mr. Drivan. That is immaterial if it violates the fourth amend-
ment.

Mr. Camine. T agree with that, and am not talking about that
aspect. We have always had recognition, you might say from the
Congress, when we testified in 1966 and 1967, we brought the Nation-
al security question to the attention of Congress in our testimony. In
2511.3 of 18 United States Code, the Congress, and in its underlying
Senate Report 1097 of April 1968, took cognizance of the import-
ance of the national security and its constitutional significance. These
are only guideposts.

Mr. Drinan. And they did not require you to cooperate. The Con-
gress did not require you to cooperate.

Mr. Cayine. No, the Congress did not require us to cooperate.

Mr. Drixan. That is right. You are free agents. Has the Board of
Directors of A.T. & T. ever been given the question of whether they
will cooperate in warrantless taps?

Mr. Camine. I think we could take that lagal position.

Mr. Drivan. T am asking you why has not the A.T. & T. ever gone
above management with this question? Has it ever gone to the policy
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directors of this very public company that has 150 million subscrib-
ers?

Mr. Camina. I am sorry, I did not catch the point. Has it ever gone
ahead

Mr. Drixan. Above the management level? Has it ever gone to
the Board ?

Mr. Caming. I would say that we have received, in fact we re-
viewed recently before the board of directors our policy in wiretap-
ping generally. Our vice president then of operations and now of
customer services did review with our board our policy. Now, whether
that included national security matters I cannot say with certainty,
not having been present. It is my opinion that they were generally
aware of it, and of the circumseribed areas in which we cooperate.
Now, we do not cooperate in internal security matters now as we
would define that term, only to the extent that the letter spells out
the foreign intelligence areas set forth in my statement.

Mr. Drivan. I asked these questions, Mr. Caming, because I was
very impressed with your testimony. And as you heard, we are not
getting very much cooperation from the Department of Justice, and
perhaps the only way to protect the privacy of the people on their
phone lines in America, is to have the telephone company do what it
1s authorized to do: namely, refuse to cooperate unless wiretappin
is done pursuant to law. So that is a new avenue that has been opened
up to me by your testimony, and for that T am grateful.

I would ask this, sir, in conclusion, that if you have any subsequent
answers that you would like to give or a more complete explanation
of some of these questions that came up, I know that your testimony
would be very helpful and you could submit further statements.

Mr. Caming. Thank you, Mr. Drinan. I might also say that I would
like to express our appreciation for being given the opportunity to
appear. And we are completely at the disposal of the subcommittee,
and we have had some very fine relationships with Mr. Lehman pre-
liminarily and we will do anything to assist the subcommittee in its
deliberations, and will be pleased to hear from you.

Mr. Drivan. Thank you very much.

[ The prepared statement of Mr. Caming follows:]

STATEMENT oF H. W. WirLtiaxm CAMING, ATTORNEY, AMERICAN TELEPHONE &
TeLeGraPH Co.

I am H, W, William Caming, Attorney in the General Departments of Amer-
ican Telephone and Telegraph Company. My areas of primary responsibility
have since 1965 included, from a legal standpoint, oversight over matters per-
taining to industrial security and privacy as they affect the Bell System.

I wish to thank the Subcommittee for the opportunity to present the views of
the Bell System on privaey of communications and delineate our experiences
with electronie surveillance, principally in the area of wiretapping.

At the outset, T wish to stress the singunlar importance the Bell System has
always placed upon preserving the privacy of telephone communications. Such
privacy is a basic concept in our business. We believe that onr eustomers have
an inherent right to feel that they can use the telephone with the same degree
of privacy they enjoy when talking face to face. Any undermining of this con-
fidence would seriously impair the usefulness and value of telephone communi-
cations.

Over the years, the Bell System has repeatedly urged that full protection be
accorded to its customers’ privacy, and we have consistently endorsed legisla-
tion that would make wiretapping as such illegal. In 1966 and again in 1967,




we testified to this effect before the Senate Subcommittee on Administrative
Practice and Procedure during its consideration of the Federal Omnibus Crime
Control and Safe Streets Bill, We saild we strongly opposed any invasion of the
privacy of communications by wiretapping and accordingly welcomed Federal
and State legislation which would strengthen such privacy, This is still, of
course, our position.

We believe that the Federal Ommnibus Crime Control Act has contributed
significantly to protecting privacy by, among others, clarifying existing law
and proseribing under pain of heavy criminal penalty any unauthorized inter-
ception “or" disclosure or use of a wire communication.

During our Congressional testimony, we said too that we recognized that
national security and organized racketeering are matters of grave concern to
the government and to all of us as good citizens, The extent to which privacy
of communications should yield and where the line between privacy and police
powers should be drawn in the publie interest are matters of mational publie
policy, to be determined by the Congress upon a proper balancing of the indi-
vidual and societal considerations,

For more than three decades, it has been Bell System policy to refuse to
accept in the Yellow Pages of its telephone directories advertisements by priv-
ate detective agencies and others, stating or implying that the services being
offered include the use of wiretapping. In December 1966, during Congressional
consideration of the Federal Omnibus Orime Control Aet’s Title III proserip-
tions against unauthorized interceptions, this longstanding poliey was expanded
to prohibit too the acceptance of eavesdropping copy. This standard, adopted
by all Bell System Companies, was interpreted from the outset to make equally
unacceptable so-called debugging advertising (i.e., advertising stating or imply-
ing electronic devices or services will be provided for the detection and removal
of wiretaps and eavesdropping “bugs”), on the theory that those who ean debug
also possess the eapability to bug and wiretap.

Our Companies continually review their Yellow Pages in an endeavor to
ensure all unacceptable copy is removed, either by satisfaetory rewording or
deletion of the offending copy. New advertising is subject to similar serutiny.
The scope of this undertaking becomes apparent from the faet that there are
approximately 2,400 Yellow Pages telephone directories, containing some 18,000,
000 advertisements and listings,

The removal of unacceptable copy is a neverending task of large proportions,
since many such advertisements are revised, and new ones appear, in each issue.
We believe, however, that we have done a creditable job in this area, and we
intend to continue such rigid policing as contributive to maximizing privacy of
communications.

It may help place matters in perspective if we provide a brief insight into the
magnitude of telephone ealling that occurs in this country in a single year.
During the ealendar year 1973, for example, there were approximately 138
million telephones (ineluding extensions) in use in the United States, from
which some 188 billion ealls were completed.

From the time our business began some 90 years ago, the American publie
has understood that the telephone service they were receiving was being per-
sonally furnished by switchboard operators, telephone installers and central
office repairmen who, in the performance of their duties of completing callsg,
installing phones and maintaining equipment, must of necessity have access to
enstomers' lines to carry out their normal job functions. We have always recog-
nized this and have worked hard and effectively to ensure that unwarranted
intrusions on enstomers’ telephone conversations do not occur. We are confi-
dent that we have done and are doing an excellent job in preserving privacy in
telephone communiecation.

The advance of telephone technology has in itself produced an inereasing
measure of protection for telephone users. Today, the vast majority of ecalls
are dialed by the customer, withont the presence of an operator on the connee-
tion. This has greatly minimized the opportunities for intrusions on privaey.
In addition, more than 88 percent of our customers now have one-party tele-
phone service, and the proportion of such individnal lines is growing steadily.
Direet inward dialing to PB- extensions, automatic testing equipment, and the
extension of direet distance dialing to person-to-person, collect and eredit eard
calls and to long distance calls from coin box telephones further contributes to
telephone privacy.
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Beyond this, all Bell System Companies conduet a vigorous program to ensure
every reasonable precaution is taken to preserve privacy of communications
through physical protection of telephone plant and thorough instruction of
employeos,

vur employees are selected, trained, and supervised with care. They are
regularly reminded that, as a basic condition of employment, they must strictly
adhere to Company rules and applicable laws against unauthorized interception
or disclosure of customers’ conversations, All employees are required to read a
booklet describing what is expected of them in the area of secreey of communi-
ecations, Vielations can lead, and indeed have led, to discharge.

In regard to our operating plant, all of our premises housing central offices,
equipment and wiring and the plant records of our facilities, including those
serving each customer, are at all times kept locked or supervised by responsible
management personnel, to deny unauthorized persons access thereto or specifie
knowledge thereoff We have some 90,000 people whose daily work assignments
are in the outside ‘plant. They are constantly alert for unauthorized connections
or indications that telephone terminals or equipment have been tampered with.
Telephone cables are protected against intrusion, They are fully sealed and gens
erally filled with gas; any break in the cable sheath reduces the gas pressure
and aectivates an alarm.

With these measures and many others, we maintain security at a high level.
We are, of course, concerned that as a result of technological developments,
clandestine electronic monitoring of telephone lines by outsiders can be done
today in a much more sophisticated manner than has been heretofore possible.
Devices, for example, now can pick up conversations without being physically
connected to telephone lines, These devices must, however, generally be in close
proximity to a telephone line, and our personnel in their day-to-day work
assignments are alert for signs of this type of wiretapping too. Every indica-
tion of irregularity is promptly and thoroughly investigated.

Our concern for the privacy of our customers is reflected too in the care with
which we investigate any suspicious circumstances and all customer complaints
that their lines are being wiretapped. Our Companies follow generally similar
operating procedures when an employee discovers a wiretap or eavesdropping
device on a telephone line. Bach Company has established ground rules for the
small number of these situations that occur, which take into consideration any
local statutory requirements. Most frequently, when our people find improper
wiring at a terminal, it is the result either of a record error or failure on the
part of our personnel to remove the wires associated with a disconnected tele-
phone. Each of these cases is, however, carefully checked. In those few in-
stances where there is evidence of wiretapping, the employee discovering it is
required to inform his supervisor immediately, and a thorough invest igation is
undertaken in every such case by competent security and plant forces.

In & small number of eases, a customer suspects a wiretap and asks for our
assistance. Usnally, these requests arise because the customer hears what are
to him suspicious noises on his line, Hearing fragments of another conversation
due to a defective cable, or tapping noises due to loose connections, or other
plant troubles are on oceasion mistaken for wiretapping. BEach Company has
established procedures for handling such requests, Generally, the first step is
to have our craftsmen test the customer's line from the central office. In most
instances, these tests will disclose a plant trouble condition. In each such case,
the trouble is promptly corrected and the customer informed there was no
wiretap,

In cases where no trouble is detected through testing the enstomer's line, a
thorough physical inspeection for evidence of a wiretap is made by trained per-
sonnel at the customer's premises and at all other locations where his circuitry
might be exposed to a wiretap. If no evidence of a wiretap is found, the cus-
tomer is so informed. Where evidence of a wiretap is found, the practice generally
is to report to law enforcement authorities any deviee found in the course of
the Company Inspection, for the purposes of determining whether the device
was lawful and of affording law enforcement an opportunity to investigate if
the tap was unlawful. The existence of the device is also reported to the cus-
tomer requesting the check, generally irrespective of whether it was lawful or
unlawful. The customer is told that “a device” has been found on his line,
without our characterizing it as lawful or unlawful ; should the customer have
any nuestions, he is referred without further comment to law enforcement,
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New Jersey Bell, however, as a matter of policy, Informs a customer request-
ing n wiretap check that only the presence of an unauthorized device will be
disclosed. Minnesota by statute similarly limits disclosure to unlawful devices.
Should the customer inquire about the presence of a lawful device, he will
usually be assured that applicable Federal and State laws require any judge
authorizing or approving a ecourt-ordered interception to notify the affected
customer within 90 days after interception ceases (or at a later date, if dis-
closure is postponed upon a good cause showing by law enforcement).

All Bell System Companies report the existence of an unlawful device to the
enstomer requesting the check, as well as to law enforcement, and the latter is
provided an opportunity to investigate for a reasonable period (generally 24-48
hours) prior to removal of the wiretap.

We might point out that unless the wiretap effort is amateurish, a person
whose line is being tapped will not hear anything unusual, because of the
sophisticated devices employed. As we previously said, most of the complaints
originate because the customer hears an odd noise, statie, clicking, or other
unusual manifestations. As far as our experience discloses, these usually turn
out to be difficulties in transmission or other plant irregularities. ¥From 1967
onward, for example, the total number of wiretap and eavesdrop devices of all
types (ineluding both lawful and unlawful) found by telephone employees on
Bell System lines has averaged less than 21 per month—an average of less than
one a month for each of the twenty-four operating companies of the Bell Sys-
tem. In our opinion, the criminal sanctions imposed by Title III (for the
unanthorized interception or disclosure or use of wire or oral communications,
or the manunfacture, distribution, possession, or advertising of intercepting
devives), coupled with vigorous law enforcement and attendant publicity,
appear to have contributed significantly to safeguarding telephone privacy.

In the area of court-ordered wiretapping, it is the policy of the Bell System
to cooperate with duly anthorized law enforcement authorities in their execu-
tion of lawful interceptions by providing limited assistance as necessary for
law enforcement to effectuate the particular wiretap. We wish to stress that
the Bell System does not do the wiretapping. The assistance furnished gener-
ally takes the form of providing line access information, upon the presentation
of a court order valid on its face, as to the cable and pair designations and
multiple appearances of the terminals of the specific telephone lines approved
for interception in the court order.

The term “eable and pair” denotes the pair of wires serving the telephone
line in question, and the cable (carried on poles, or in conduilt, or buried in the
earth) in which the pair reposes. A “terminal” ig the distribution point to
which a number of individual pairs of wires from the cable are connected, to
provide service in that immediate area. A terminal may in a residential area
be an aerial cable suspended from telephone poles or on a low, ahove-ground
pedestal, or be found in terminal boxes or connecting strips in the basement,
hall, or room of an office building or apartment house, The pair of wires of each
telephome serviced from a particular terminal are interconnected at that term-
inal with a specific pair of wires from the cable, so that a continuous path of
communication is established between the customer’s premises and the tele-
phone eompany's central office, The terminals vary in size, depending upon the
needs of the particular location. To provide optimum flexibility in usage of
telephone equipment, the same pair of wires may appear in parallel in a num-
ber of terminals, so that the pair ean be used to service a nearby loeation if its
use is not required at a particular point. Thus, the term “multiple appearance”
denotes the locations where the same pair of wires appears in more than one
terminal on the electrical path between the central office and the customer’s
premises,

In the instance of law enforecement authorities of the Federal government
{and of those States enacting specific enabling legislation in conformity with
the amendments to § 2518(4) of Title IIT of the Federal Omnibus Crime Con-
trol Act effective February 1, 1971), the court order may “direct” the telephone
company to provide limited assistance in the form of the “information, faeili-
ties, and technical assistance” necessary to accomplish the wiretap unobtrn-
gively and with a minimum disruption of service. Upon the receipt of such a
directive in a court order valid on its face, our cooperation will usually take
the form of furnishing a private line channel from terminal fo terminal (ie., a
channel from a terminal which also services the telephone line under investiga-
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tion to a terminal servicing the listening post location de ated by law en-
forcement ). Additionally, the above described line access information will be
furnished for the specific telephone lines judicially approved for interception.

Un oceasion, assistance in the form of private line channels is furnished to
Feds authorities in national security cases, This assistance is only rendered
upon specific written request of the Attorney General of the United States or
of the Dir r of the wderal Bureau of Investigation (upon the specific writ-
ten auth i f Attorney General to make such request) to the local

1 for such facilities, as a necessary 111\'.-~r]b;1ri\'i- technique
under th iid al power to protect the national security against actual or
ot inl 1 i or other hos acts of a foreign power, to obtain foreign
intellig e i rmation deemed essential to the security of the United St 1tes
or wt ni il security ormation against foreign intelligence activi

sons of seeurity, we are not informed in such cases of the :-ln-ulj{.'

national security matter under investigation.
perating in irt-ordered 1 national security cases, we endeavor to
p:ul.ll-- the very minimum assistance necessary to effectuate the particular
Under no circumstance, do we do the wiretapping itself; that is the
provinee of the appropriate law enforcement officers. Nor do we fur-
ul.u;mw.n to be used in connection with a wiretap, such as tape re-
registers, Nor do we design or build wiretap or eavesdrop devices
ment .|11|15nr:'il|sl.<_ Furthermore, our telephone companies do not
ment personnel in the general methods of wiretapping and
Ve pping, nor do we provide telephone company employee identification

caris, ms or tools, or tlephone company trucks.

In conclusion, I wish to assure you that the Bell System continues to be

wholly ated to the proposition that the public is entitled to telephone
iong free from unlawful interception or divulgence, We are vitally
rested in the protection of the privacy of communications and always wel-
come measures and techniques that will strengthen and preserve it.

The foregoing reflects our experience in the areas of wiretapping and elee-
tronie ‘illance gince the pa ge of Title 11T of the Federal Omnibns Crime
Control in 1968 and our continuing concern for maximizing the privacy of
communications.

I shall be pleased to endeavor to answer any questions that the Subcommittee
may I..:\'-<.

Mr. Drixax., T would like to announce the hearings on eaves-
dropping and nlu»r-'r-n'm- surveillance will continue in this room on
Monday, April 27. We will hear from a representative of the FBI,
Professor William }n» der of Rutgers University, and Representative
Bella Abzug.

The meeting is adjourned. Thank you.

[Whereupon, at 1:45 the hearing was recessed to reconvene on
Monday, April 29, 1974, at 10 a.m. ]







WIRETAPPING AND ELECTRONIC SURVEILLANCE

MONDAY, APRIL 20, 1974

House oF REPRESENTATIVES,
Suscomyrrree oN Courts, Crvin. LiserTiEs,
AND THE ADMINISTRATION OF JUSTICE OF THE
(:t_l‘\[ MITTEE ON THE -Il'l)[(‘l.\ﬂ\'-
Washington, D.C.

The subcommittee met at 10:15 a.m., pursuant to recess, in room
9141, Rayburn House Office Building, Hon. Robert W. Kastenmeier
(chairman) presiding,.

Present : Representatives Kastenmeler Drinan, Smith, and Cohen.

Also present: Bruce A. Lehman, Counsel, and Thomas E. Mooney,
associate counsel. :

Mr. Kasrenarerer, The subcommittee will come to order this morn-
ing to hear further testimony relating to wiretapping and electronic
surveillance.

We are very pleased to welcome our first witness this morning,
Mr. Edward S. Miller, appearing on behalf of the Federal Bureau
of Investigation as Deputy Associate Director. Mr. Miller is in
charge of all of the investigative activities of the Bureau in both the
criminal and national security areas.

Before proceeding, I should explain that the Chair recognizes that
Mr. Miller is under some limitations in discussing publicly some
aspects of national security electronic surveillance. He may, there-
fore, be unable to respond specifically to certain questions as the
Chair understands it.

[ might ask you to identify your colleagues, Mr. Cleveland and
Mr. Decker, and to proceed sir. We have your extensive statement. If
yon desire you may read the entire statement or present an oral sum-
mary, whichever you choose.

TESTIMONY OF EDWARD S. MILLER, DEPUTY ASSOCIATE DIREC-
TOR, FEDERAL BUREAU OF INVESTIGATION, ACCOMPANIED BY
WILLIAM V. CLEVELAND, ASSISTANT DIRECTOR, SPECIAL
INVESTIGATIVE DIVISION ; ANDREW J. DECKER, JR., INSPECTOR,
INTELLIGENCE DIVISION

Mr. MiLrer. Thank you, Mr. Chairman.

Before I begin, I will introduce my Colleagues, Assistant Director
William Cleveland, who is in charge of what we call our Special
Investigative Division. One of its primary tasks is conducting mves-
tigations in the organized crime field.

(203)
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Mr. Decker, on my right, is the inspector in charge of our counter-
intelligence in the Intelligence Division.

I will read excerpts from my statement—some six pages.

Mr. Chairman and members of the subcommititee, the gist of the
bills before this subcommittee is aimed at either prohibiting all types
of electronic surveillance, including those which Congress has already
considered and found desirable, or at perceived actual or potential
abuses of electronic surveillance. One bill, TL.R. 13825, attempts to
define and regulate the use of electronic surveillance by the President
in cases in which only he may have authority to act under his consti-
tutional powers.

In 1968, Congress decided that electronic surveillances provided
an effective, and in some cases, indispensable law enforcement tool in
the investigation of certain erimes. Congress provided that a com-
mission would study the effect of Title ITT of the Omnibus Crime
Control and Safe Streets Act of 1968 6 years after implementation
and within 1 year report its findings to the Congress. If corrective or
remedial action appears necessary, Congress will then have extensive
and objective data upon which to base further action. The commis-
sion has been fully appointed and will begin its study this year.

Any amendment to title I1T should await the results of the com-
mission’s study, which will reflect both the value of electronic surveil-
lance in modern law enforcement. and the measures and diffienlties in
protecting individual rights while utilizing this investigative tech-
nique.

I, like all of you, am concerned with the abuses of electronic sur-
veillance. Abuses redound to the detriment of the legitimate, fair
and effective use of electronic surveillance as a valnable tool against
eriminal activity and foreign intellizence operations.

Some would seek to outlaw the use of electronic surveillances in all
cases, perhaps based on the fact that electronie surveillance is not
sufficiently selective and often intercepts many commumnications not
directly pertaining to the matter under investigation. This is often
true. but in many eases it is not true. Use of electronie surveillance
involves a delicate balancing of protecting the common good against
individual rights. While some communieations are intercepted which
are extraneous to the offense which justifies the surveillance, evidence
of the communications which form part of the offense eannot gener-
ally be obtained in any other way ; consequently. many crimes would
go undetected and unprosecuted without the use of electronic surveil-
lances. In many cases electronic surveillances intercept no extraneous
communications, for example, listening in to kidnapers’ or extortion-
ists” telephone calls, and the use of a body recorder by an undercover
agent or informant.

The use of electronic surveillance in foreign intelligence cases is an
absolutely essential and indispensable tool. Tnformation of much
valne beyond neutralization is obtained in such cases,

While the Congress certainly should direet itself to abuses of elec-
tronic surveillance, it hopefully will include in its deliberation the
effect such legislation might have on the practical necessities of
eriminal and intelligence investigations. For that reason, I welcome
the opportunity to appear before you today to present my views on
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the bills pending before this subcommittee on the proper and im-
proper use of electronic surveillances. I disagree with the complete
abolition of electronie surveillance as an investigative tool, but. I sup-
port measures to properly regulate and control its use.

There is a need for Congress to act, which need has been drama-
tized by recent cases, to provide for the use of electronic surveillance
in eriminal intelligence and domestic internal security investigations.
The Keith case recognized that it was creating a void in the law by
prohibiting the use of electronic surveillances in domestic internal
security intelligence investigations by ruling that the President did
not have inherent powers to authorize them without judicial warrant
and invited Congress to consider procedures by which such surveil-
lance could be obtained. The Court recognized that the standard of
probable cause might be somewhat different in justifying the need
for an intelligence electronic surveillance than the standard required
under the current provisions of title TIT for criminal cases.

There is a need for domestic intelligence electronic surveillance in
some cases in the United States today; however, there is no mecha-
nism or procedure by which such surveillances can be utilized. We
hope in the near future to present to Congress, following approval of
the Department of Justice, a bill which will authorize the use of
domestic intelligence electronic surveillances. with prior judicial
approval, under reasonable probable cause. notice, and reporting
requirements, suited to the legitimate objectives of intelligence inves-
tigations.

Mr. Chairman, T am confident that you and the members of the
subcommittee are aware that I cannot discuss details of electronic
surveillance in the national defense and foreign policy areas in open
session.

Detailed discussion in these areas could possibly allow foreign
intelligence services to assess the success of their operations and
adjust their efforts or tactics to avoid neutralization and penetration.

Sensitive foreign policy and foreign relations considerations are
also involved in any diseussion of this nature.

Further, detailed discussion of the mechanics of electronic surveil-
lance practices in the national defense, foreign policy, or organized
crime areas, would be of inestimable value to the targets by perhaps
enabling them to take countermeasures.

If the subcommittee feels it has a need for more detailed discus-
sion in these areas, I would be most willing to meet with ¥you in exec-
utive session,

My prepared testimony makes a case for the value of electronic
surveillance in combating organized crime and provides an example
of its effective use under the regulations of title ITL. et me sum-
marize that presentation merely by saying that organized crime is a
highly sophisticated, far-flung, and pervasive evil influence in Amer-
ican life today. Much of its effectiveness, like any other organiza-
tion’s, depends on its communications capabilities. The telephone is
an integral element in its success and without secure oral communi-
cations between leaders, snperiors, and subordinates, it could not
function. Title TTT has done much to neutralize the efficiency of orga-
nized crime. Any measure which would revoke the electronic surveil-
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lance capability of law enforcement against organized crime would
be a serious disservice to the American people.

My statement details, step-by-step, the manner by which a title ITT
surveillance is requested, approved, implemented and regulated. I
think you will find that the rights of the citizen are well protected
against unreasonable government action and are provided a fair
balancing against competing societal rights, both by the internal
administrative procedures of the FBI and the Department of Justice,
and an intervening judge.

My statement also contains some examples of the value of consen-
sual monitoring, for example, monitoring of conversations with the
consent, of one party to the conversation. This technique is used sig-
nificantly in organized crime cases in which perjury, intimidation,
or murder of witnesses and destruction of evidence are not uncom-
mon phenomena. A mechanical reproduction of a conversation and a
law enforcement officer/witness who monitored the conversation have
been indispensable to successful prosecution in several cases, and
because there has heen independent evidence of a conversation, the
life of the party who consented to the monitoring who might other-
wise have been the only witness, may have been saved.

As previously noted, consensual monitoring has assigned in not
only solving kidnapings but may also have saved victims’ lives,

T have also included in my prepared statement a detailed analysis
of the bills pending before this subcommittee and the impact they
could have on FBI operations.

Mr. Chairman, this concludes my oral statement.

Mr. Kasrexyerer, Thank you very much, Mr. Miller, it is a valu-
able statement indeed, and even though some of the testimonv in
your written statement, was not delivered aloud, nonetheless, without
objection, your full statement, will be made a part of the record, and
we appreciate having it.

[The statement of Mr. Edward S. Miller, Deputy Associate Direc-
tor, Federal Burean of Investigation, follows:]

STATEMENT oF Epwarp S, MitLER, DEPUTY ASSOCIATE DIRECTOR, FEDERAL BUREAU
OF INVESTIGATION

Mr. Chairman and memberg of the Subcommittee, the gist of the bills before
this Subcommittee is aimed at either prohibiting all types of electronie surveil-
lance, ineluding those which Congress has already considered and found desir-
able, or at perceived actual or potential abuses of electronie surveillance. One
hill, H.R. 13925, attempts to define and regulate the use of electronie surveil-
lance hy the President in cases in which only he may have authority to aect
under his constitutional powers.

In 1908, Congress declded that electronie surveillances provide an effective,
and in some eases, an indispensable law enforcement tool in the investigation
of certain erimes, Congress provided that a commission would study the effect
of Title TIT of the Omnibus Crime Control and Safe Streets Act of 1968, six
years after implementation, and within one year report its findings to the Con-
gress, If corrective or remedial action appears necessary, Congress will then
have extensive and objective data upon which to base further action. The com-
mission has been fnlly appointed and will begin its study this year.

Any amendment to Title ITT should await the results of the commission’s
study which will reflect both the value of electronic surveillance in modern
Iaw enforcement, and the measures and diffienlties in protecting individual
rights while utilizing this investigative technique.




I, like all of you, am concerned with the abuses of electronic surveillance.
Abuses redound to the detriment of the legitimate, fair and effective use of
electronic surveillance as a valuable tool against criminal activity and foreign
intelligence operations,

Some would seek to outlaw the use of electronie surveillances in all cases,
perhaps based on the fact that electronic surveillance is not sufficiently selec-
tive, and often intercepts many communications not directly pertaining to the
matter under investigation. This is often true; but in many cases, it is not true.
Use of electronie surveillance involves a delicate balancing of protecting the
common good against individual rights. While some communications are inter-
cepted which are extraneous to the offense which justifies the surveillance, evi-
dence of the communications which form part of the offense cannot generally
be obtained in any other way ; consequently, many crimes would go undetected
and unprosecuted without use of electronic surveillances. In many cases elec-
tronic survelllances intercept no extraneous communications, e.g., listening in
to kidnapers or extortionist’s telephone calls, and the use of a body recorder by
an undercover agent or informant.

The use of electronic surveillance in foreign intelligence cases is an abso-
lutely essential and indispensable tool. Information of much value beyond neu-
tralization is obtained in such cases.

While the Congress certainly should direct itself to abuses of electronic sur-
veillance, it hopefully will include in its deliberation the effect such legislation
might have on the practical necessities of eriminal and intelligence investiga-
tions. For that reason, I welcome the opportunity to appear before you today
to present my views on the bills pending before this Subcommittee on the
proper and improper use of electronic surveillances, I disagree with the com-
plete abolition of electronie surveillance as an investigative tool, but I support
measures to properly regulate and control its use,

There is a need for Congress to act, which need has been dramatized by
recent cases, to provide for the use of electronic surveillances in criminal intel-
ligence and domestic internal security investigations, The Keith case recognized
that it was creating a void in the law by prohibiting the use of electronic sur-
veillances in domestic internal security intelligence investigations by ruling
that the President did not have inherent powers to authorize them without
jndicial warrant, and invited Congress to consider procedures by which such
surveillances could be obtained. The Court recognized that the standard of
probable cause might be somewhat different in justifying the need for an intel-
ligence electronic surveillance than the standard reguired under the current
provisions of Title ITI for eriminal cases,

There is a need for domestic intelligence electronie surveillance in some cases
in the United States today; however, there is no mechanism or procedure by
which such surveillances can be utilized. We hope in the near future to present
to Congress, following approval of the Department of Justice, a bill which will
authorize the use of domestic intelligence electronie surveillances, with prior
judicial approval, under reasonable probable ecause, notice, and reporting re-
quirements suited to the legitimate objectives of intelligence investigations.

Mr. Chairman, I am confident that you and the members of the Subcommittee
are aware that I eannot discuss details of electronie surveillance in the national
defense and foreign policy areas in open session,

Detailed diseussion in these areas could possibly allow foreign intelligence
services to assess the success of their operations, and adjust their efforts or
tactics to avoid neutralization and penetration.

Sensitive foreign policy and foreign relations considerations are also involved
in any discussion of this nature,

Further, detailed discussion of the mechanics of electronic surveillance prac-
tices, in the national defense, forelgn poliey, or orzanized erime areas, wonld
be of inestimable value to the targets by perhaps enabling them to take counter-
measures,

If the Subcommittee feels it has a need for more detailed discussion in these
areas, I would be most willing to meet you in executive session.

My prepared testimony makes a ease for the value of electronie surveillance
in combating organized crime and provides an example of its effective nse,
under the regulations of Title IIT. Let me summarize that presentation merely
by saying that organized erime is a highly gophisticated, far-flung, and perva-
sive evil influence in American life today. Much of its effectiveness, like any
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other organization’s, depends on its communications capabilities. The telephone
is an integral element in its success; and without secure oral communications
between leaders and between superiors and subordinates it could not funetion.
Title IIT has done much to neutralize the efficiency of organized erime, Any
measure which wiuld revoke the electronic surveillance capability of law
enforcement agninst organized crime would be a serious disservice to the
American people.
TITLE I ELECTRONIO SURVEILLANCES

Title III electronic surveillances have been used against organized erime in
investigations involving racketeer influenced and corrupt organizations; inter-
state transportation in aid of racketeering ; interstate transmission of wagering
information ; illegal gambling businesses; and extortionate credit fransactions.
As a by-product, evidence was also developed concerning illegal narcotics
traffic; prostitution; auto theft; aleohol, tobacceo, and firearms tax violations:
government corruption: stolen property violations :and local robbery and
gambling offénses, Title III surveillances have been used by the FBI in bribery ;
bank robbery; obstruction of justice; theft from interstate shipment; inter-
state transportation of stolen property, and kidnaping cases.

Title ITII has provided a most effective weapon in attacking syndicated gam-
bling and other organized illegal activities., Since 1969, Title III electronic
surveillanees in FBI cases have led to over 1,100 convicetions, and the con-
fiscation of cash, property, weapons, wagering paraphernalia, and contraband
valued at more than $7,000,000, Of approximately 2,700 organized crime subjects
being prosecuted as of April 1, 1974, nearly 1,700 were arrested as a result of
information obtained via Title 11T surveillances,

An example of the value of electronic surveillance is the DeCavaleante
case:

Samuel Rizzo DeCavaleante, the head of an FElizabeth, New Jersey, mob
allegedly engaged in gambling, loan sharking, extortion, labor-racketeering,
and other illegal activities, had been the subject of an extensive FBI investi-
gation for some time. In September, 1969, probable eause was established to
indicate that DeCavalecante was involved with an individual named Alessio
Barrasso in running one of the largest numbers operations in the State of New
Jersey. A Title JII surveillance on a key bet-taking telephone at Belleville,
New Jersey, was authorized.

This coverage confirmed that DeCavaleante, Barrasso, and others were con-
ducting a large-seale gambling business, and enabled us to obtain additional
court orders authorizing telephone interceptions in New Jersey and Troy, New
York. In December, 1969, DeCavaleante, Barrasso, and 53 others were indieted
on conspiracy to violate Federal antigambling statutes, and eventually 49 of the
55 indicated pleaded guilty to the conspirney charges.

Extensive investigation in this case, preceding the use of electronic surveil-
lances, included five months of physical surveillances, motor vehicle and tele-
phone toll record examinations, and interviews with informants, but it was
the Title ITI surveillance which made the case.

My statement details, step-by-step, the manner by which a Title ITI surveil-
lance is requested, approved, implemented and regulated. I think you will find
that the rights of the citizen are well protected against unreasonahle govern-
ment aection; and are provided a fair balancing against competing societal
rights, both hy the internal administrative procedures of the FBI and the
Department of Justice, and an intervening magistrate.

THE CHRONOLOGY OF THE USE OF TITLE ITIT ELECTRONIC SBURVEILLANCE IN AN FBI
CRIMINAL INVESTIGATION

A. Preliminary Investigation and Preparation of Affidavit

1. It is established through informant information or other general investi-
gation, that a Federal eriminal violation is being eommitted,

2. Further follow-up, corroborating investigation is condueted through con-
tact with informants, physical surveillanees, and general investigation.

3. An opinion of a Federal Strike Force Aftorney or United States Attorney
as to the prosecutive potential of the alleged violation is obtained.

4. An affidavit for application for a Tifle II electronic surveillance is pre-
pared by the case agent after all other efforts to acquire necessary evidence
have been exhausted,
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5. The affidavit is reviewed by the legal officer in the ¥FBI field office for
probable cause and legal sufficiency and then submitted for review to a Strike
Force Attorney or United States Attorney.

6. If the Strike Foree Aftorney or United States Attorney approves the
affidavit, it is forwarded to FBI Headquarters.

B. Review of Affidavit at FBEI Headqgquarters and Department of Justice

1. The affidavit is reviewed by the Office of Legal Counsel, case supervisor,
his unit chief, section chief, Deputy Assistant Director, Assistant Director,
Depoty Associate Director, Associate Director, and Director,

2. If the Director of the FBI approves the affidavit, it is forwarded to the
Office of Special Operations, Department of Justice, for review, and it is
submitted up the chain of command at the Department of Justice for final
approval by the Assistant Attorney General, Criminal Division.

3. If the affidavit is approved by the Assistant Attorney General, it is sent
back to the appropriate Strike Force Attorney or United States Attorney and
FEBI field office.

. Application for Court Order

1. When the approved affidavit is received by the case agent, he files it before
a United States Distriet judge along with an application for the surveillance.

2. If the judge approves, he issues a court order directing the FBI to con-
duet the requested surveillance for a specified period of time which is set
forth in the court order, usually 15-20 days.

3. This court order is then served upon the telephone company by the FBI
aAgent to secure the necessary technical information and assistance to install
the surveilance.

D. Operation by the FBI of a Title IIT Electronic Surveillance

1. After the necessary technical information and assistance is obtained, FBI
personnel install the surveillance,

2. FBI supervisory personnel at the field level including the Special Agent
in Charge, field supervisor, and case agent, inform all personnel who will
participate in the surveillance of the investigation to be conducted. The legal
officer also advises all personnel of legal limitations concerning monitoring,

sue |I a8 husband-wife, lawyer-client relationships.

A monitoring room is set up and specialists brief all participating per-
wruul concerning the technical equipment and its operation,

4. Once operation is initiated, all surveillance activity is closely eoordinated
with operations within the monitoring room, i.e., limited to participating per-
sonnel and investigators with a need to know the results of the surveillance.

5. All results of the surveillance are recorded, i.e., pertinent tapes are
transeribed and logs are maintained of all surveillances.

6. The Strike Force Attorney or United States Attorney is kept informed,
on a daily basis, of the results of the surveillance,

The field office is required to inform FBI Headquarters every two days of
the results of the survelllance,

The Strike Foree Attorney or United States Attorney must inform the
United States Distriet Court which approved the surveillance of its results
at intervals specified in the order.

9. Extensions or renewals of the surveillance are requested by the United
States Attorney or Strike Force Attorney.

E. Termination of the Surveillance

1. At the termination of the surveillance, the tapes are sealed and are
retained at a location specified by the Distriet Court for a period of ten years.
Pertinent information from the tapes, necessary for further investigation, is
mide available to investigators with a need to know.

2. Results of the surveillance are included in affidavits to support search
and/or arrest warrants.

F. Prosecution
1. Evidence obtained during the entire investigation, including information
developed through Title IT interception, evidence seized in raids, and informa-

tion developed through general investigation is presented to a Federal grand
jury. If indictments are returned, arrests are made.
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2. Upon motion of defense attorneys, a suppression hearing is generally
held before a United States District Court judge at which probable eause, and
the consequent legality, of all warrants, including the Title III warrant, are
tested,

3. Prior to trial, the United States Distriet Court orders relevant Title I1I
tapes unsealed and the government to furnish coples of these tapes and tran-
seripts to defense attorneys.

My statement also containg some examples of the value of consensual moni-
toring, Le., monitoring of conversations with the consent of one party to the
conversation. This technique is used significantly in organized crime cases, in
which pérjury intimidation or murder of witnesses, and destruetion of evidence
are not unecommon phenomena. A mechanieal reproduction of a conversation
and a law enforcement officer/witness who monitored the conversation have
been indispensable to successful prosecution In several cases, and because
there has been independent evidence of a conversation, the life of the party
who consented to the monitoring who might otherwise have been the only
witness, may have been saved,

As previously noted, consensual monitoring has assisted in not only solving
kidnapings but may also have saved vietims' lives,

CONBENSUAL MONITORING

In United States v. White, 401 U. 8. 745 (1971) (regarding the use of a
transmitting device concealed on the person of an informant) Justice White,
speaking for the Court stated :

“"Coneededly a police agent who conceals his police connections may write
down for official use his eonversations with a defendant and testify concerning
them, without a warrant authorizing his encounters with the defendant and
without otherwise violating the latter's Fourth Amendment rights. . . . For
constitutional purposes, no different result is required if the agent, instead
of immediately reporting and transeribing his conversations with the defendant,
either (1) simultaneously records them with electronic equipment which he is
carrying on his person . .. (2) or carries radio equipment which simultaneously
transmits the conversations either to recording equipment located elsewhere or
to other agents monitoring the transmitting frequency. . . . If the conduct and
revelations of an agent operating without electronie equipment do not invade
the defendant's constitutionally justifiable expectations of privacy, neither
does a simultaneous recording of the same conversations made by the agent
or by others from transmissions received from the agent to whom the defendant
is talking and whose trustworthiness the defendant mecessarily risks.

“ . . the law permits the frustration of actual expectations of privacy hy
permitting anthorities to use testimony of those associates who for one
reason or another have determined to turn to the police, as well as by author-
izing the use of informants. . . . If the law gives no protection to the wrong-
doer whose trusted accomplice is, or becomes a police agent, neither should
it protect him when that same agent has recorded or transmitted the con-
versations which are later offered in evidence to prove the State's case.”

FEI regulations require that either the Special Agent in Charge of a local
field office or, in sensitive cases, FBI Headquarters must personally approve
all consensual telephonic overhearings. Justice Department regulations require
Departmental approval for all other congensual monitoring, i.e., concealed
radio transmitters or recording equipment.

The value of consensual monitoring is evidenced by the following case:

Between 1968 and 1970 two Long Island businessmen had been paying off a
usurions business loan to Joseph Randazzo and Giunseppe Maida. During this
time the victims alleged that they had been subjected to threats of physical
harm, at times involving guns, kickings, and beatings. In November, 1970,
the vietims made telephone ealls to Vincent Lore, an associate of Randazzo
and Maida, who had been involved In physical attacks on the victims. These
calls were monitored by FBI agents and incriminating evidence was obtained,
Justice Department authority was given to equip the wietims with body
recorders to monitor future conversations with Randazzo, Maida, and Lore.
Based in part on evidence recorded, Randazzo, Maida, and Lore were arrested,
and eventually pleaded gnilty to extorionate credit transactions.

Hoodlum loan sharking, because of the violence often associated with it, is
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one of the most vicious and profitable enterprises engaged in by the organized
underworld. In this case, without the use of consensual monitoring devices, it
is questionable whether successful prosecutions could have been obtained sinee
murder of the businessmen could have eliminated the only witnesses to the
eriminal activity.

I have also included in my prepared statement a detailed analysis of the
bills pending before this Subcommittee and the impact they could have on
FBI operations.

H.R. 1607

ILR. 1597 requires that electronic surveillance of a United States Judge or
Justice or a Senator or Member of Congress can be conducted only on the
written authorization of the President of the United States.

The FBI has no comment on this bill; it in no way affects FBI operations.

H.R. 9067 (ALSO INTRODUCED AS H.R. 9073, H.R. 10008, AND H.R. 1033)
H.R. 9098; H.R. 9781

Via different types of amendments to 18 U.S.C. 2511, these bills either totally
prohibit electronic surveillance of any type, for any reason (H.R. 9781), or
require the consent of all parties to the conversation to be monitored except
when a judiecial warrant has been issued., (H.R. 9667, H.R. 9698).

The FBI is opposed to H.R. 9781; and constitutional problems may be pre-
sented by H.R. 9667 and H.R. 9

Electronic surveillance is an effective, and often a unigue investigative tech-
nique by which information essential to a suecessful prosecution or thwarting
of foreign intelligence or terroist activity is obtained which is not available
from any other source. Eleetronic surveillance is an essential investigative
tool in ecombating organized ecrime; it has been used effectively, fairly, and
withont prejudice to individual rights in bribery, embezzlement, Hobbs Act,
obstruction of justice, interstate theft, kidnaping extortion, sports bribery,
and racketeering cases.

Congress has weighed the need for electronic surveillances in these, and
other types of eases; and, finding that the need was real and necessary, pro-
vided a mechanism and authority for the fair and effective use of electronie
surveillance, while protecting the individual in his right to due process and
against nunreasonable search and seizure—Title ITI of the Omnibus Crime Con-
trol and Safe Streats Act of 1968,

Use of electronie surveillance in these cases has been of untmost value to
fair and efficient law enforcement. As the Subcommittee is aware, nse of Title
ITT during the six years since its passage will undergo a year-long examination
by a committee of experts appointed by the Congress, The committee begins
its study this year. I am confident that the committee’s report will support my
general observations that Title IIT has provided law enforcement with an
effective and indispensable investigative tool, and its use has been administered
fairly, without prejudice to individual rights.

These bills would prohibit even the listening in to a telephone eonversation
by a law enforcement officer at the request of a party who was being extorted
or was receiving ransom instructions via the telephone, This practice is often
instrumental in the return of the kidnaped victim safely, and in the solution
of the erime,

It should not be assumed however that a Title IIT warrant eould be obtained
in all, or even in many, of these types of cases. An allegation of organized
crime loan sharking originally consists of just the word of the victim, plns
some general knowledge of the subjeet's background. This is generally not
sufficient to support a Title TIT application, but at the time the vietim comes
to us he is generally already in some danger and there is no time for extensive
general investigation to support an affidavit, hence we use a consensual moni-
toring device to obtain the necessary ineriminating evidence rapidly.

In kidnaping cases the call to the victim's relatives often occurs within
hours after the kidnaping; there is no time to run a Title IIT applieation
through FBI and Department of Justice administrative channels to obtain
the Attorney’s General prior approval, required by Title III, much less present
the application to a court.
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H.E 0815 (ALSO INTRODUCED ASB H.R, 11628)

The heart of H.R. 9815 is a prohibition against any eivil officer of the United
States or officer of the United States Armed Forces from employing any part
of the United States Armed Forces or any State militia “to conduct investi-
gations and to maintain surveillances over, or record or maintain information
regarding, the beliefs, assoeintions, or political activities" of non-Armed Forces
personnel or members of any civilian organization.

I assure the Subcommittee that the FBI does not utilize military personnel
in its domestiec internal security investigations.

However, H.R. 9815 presents serions difficalties for our current practices, and
onr continuing investigative needs, in the foreign counterintelligence area, This
iz a matter which must be reserved for executive session.

H.R. 9940

H.R. 9949 seeks to amend 18 T.S.0. 2511(3) by adding the following
sentence

“Nothing contained in this paragraph shall be deemed to authorize the
President, or anyone acting or purporting to act on his behalf to engage in

lary or any other illegal act that is not prohibited by thig chapter.”

Section 2 provides that nothing previously enacted or hereafter to be
enacted by Congress shall authorize the President to engage in burglary or any
other illegal act without express statutory anthorization of Congress.

H.R. 9949 merely bolsters the interpretation that 18 U.B.C. 2511(3) was
merely Congress's disclaimer that Title ITT of the Omnibus Crime Control and
Safe Streets Act of 1968 did not in any way affect constitutional Presidential
pOwWers.

The bill nelther adds to mnor detraets from constitutional Presidential
powers to conduct foreign affairs; to preserve, protect, and defend the Con-
stitution; and to protect the States against invasion.

H.R. 999 seeks merely to make it e¢lear that 18 U.8.C. 2511(3) cannot he
cited as any type of congressional aufhority for Presidential action.

As such, the FBI has no comment on the bhill, since it does not affect

current FBI operations. However, while the FBI also interprets 18 U.B.C.
2511(3) as congressional disclaimer of any intent to affect, ie, to expand,
restrict or define Presidential powers, we do, when requesting approval from
the Attorney General for foreign counterintelligence electronie surveillances,
cite the areas of Presidential powers enumerated in 18 T.8.C. 2511(3) as
an indieation that Congress, and the people, do feel there are constitutional
Presidential powers in these general areas.

H.R. 11838

H.R. 11838 seeks to amend 18 U.S.C, 2516(1) and (2) by eliminating the
provigion for an “emergency” electronic surveillance permitted under 18 1.8.C.
2518(7). 18 T.8.C. 2618(7) permits an electronie surveillance to be installed
withont prior court approval in an emergency situation, provided that court
approval is subsequently obtained within 48 hours.

H.R, 11838 avoids the tack of attempting to repeal 18 U.R.C. 2518(7) by
amending 18 U.8.0. 2516(1) and (2) so that these subsections can only be
read as requiring prior judicial approval of electronie surveillances in all
NS08,

As an indication of the diseretion with which the FBI utilizes Title ITI
electronic surveillances, T point out that the FBI has never used the emergency
provision of Seetion 2518(7) ; however, this is merely to emphasize that we
recognize the sensitivity of sneh a provision, and to refute the notion that
if Congress gives the Executive an exception it will make the exception the
riile,

Althongh we have never used the emergency provision, T resist its revoeation.
Congress has recognized that in unique serious situations in which urgency does
not allow for the pre-survelllanee warrant procedure the Executive should
have the means to utilize a surveillance,

If restrietions on consensual monitoring are effected, I ean foresee where we
would be foreed to utilize the emergency provision in many kidnaping, extor-
tion, and perhaps organized crime cases,
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H.E, 13825

H.R. 13825 presents both constitutional and practical problems. In general,
the constitutional problem presented is that the bill would have Congress
define and regulate powers and actions of the President in areas which have
heretofore been referred to as constitutional. The question is then whether
these powers are, in fact, constitutional, and if so, Congress would apparently
have no authority to legislate in those areas,

The practical problems presented apparently stem from a lack of under-
standing of how foreign intelligence services operate in the United States:
how electronic surveillance is utilized in this area ; and how use of the techuique
is now controlled.

The bill specifically tells the President whom he may subject to electronic
surveillance in taking actions he deems necessary to protect the Nation against
hostile acts of a foreign power, or to obtain essential foreign intelligence
information, or to protect national security information against foreign intelli-
gence activities. Under the bill, the President may only employ electronie
surveillance against “foreign agents,” whom the bill defines as * « . any
person who is not an American citizen or in the process of becoming an Ameri-
can citizen and whose first allegiance is to a foreign power and whose
activities are intended to serve the interest of that foreign power and fto
undermine the security of the United States.”

The bill tells the President how he is to implement an electronic surveillance
against a “foreign agent” by referring him to a new provision of Section
2518A which embodies a lesser standard of proof than “probable cause to
believe a erime has been or Is about to be committed.”

The bill deletes that provision of Section 2511(3) which exempted from
Title I11 of the Omnibus Crime Control and Safe Streets Act of 19638 those
actions as regards electronic surveillance taken by the President *. . . to
protect the United States against the overthrow of the Government by foree or
other unlawful means, or against any other clear and present danger to the
structure or existence of the Government.” This deletion, in essence, forees
the President into the eurrent provisions of Title III as regards electronic
surveillance in all national security eases involving United States citizens,

The bill amends Section 2511(8) to prohibit the contents of any communica-
tion of a “foreign agent” intercepted pursuant to a warrant Issued in accordance
with Section 2518A from being used as evidence in a court proceeding, except
civil proceedings against “foreign agents.” Although the legislative policy
behind the “civil proceedings” clause of this provision is obseure, the evident
purpose of this section is to insure that no individual, whether a ‘“foreign
agent” or not, is deprived of his liberty on the basis of information obtained
during an interception of communications in a case wherein the lesser standards
of probable cause of 18 U.8.C., 2518A had been employed to secure the
warrant,

Recently, the Supreme Court, in United States v. United States Distriet
Court (407 U.8. 207 (1972), commonly referred to as the Keith case, noting
that Congress specifically disclaimed any effect on the constitutional powers
of the President In Title ITT, ohserved that Congress might wish to prescribe
protective standards for domestic security surveillances which would differ
from standards already preseribed for Title ITI eriminal surveillances, The
court commented that different standards for the two kinds of surveillances
“may be compatible with the Fourth Amendment if they are reasonable
hoth in relation to the legitimate need of Government for intelligence informa-
tion and the proteeted rights of our eitizens.”

H.R. 13825 evades the difficult questions presented by the distinetive charace-
ter of intelligence investigations in the determination of the “balance-point”
at which certain intrusions into privacy incident to intelligence collection
are outweighed by the public benefits to be gained. The bill does this by
transposing the “probable cause” standard of the Fourth Amendment
as it pertains to the commission of a erime into the field of pre-crime, intelli-
gence investigation as it relates to electronie surveillance of United States
citizens,

It appears that H.R. 13825’s wholesale transposition of Fourth Amendment
criminal law standards pertalning to “probable eause" negatively affects the
authority of the President to meet a foreign intelligence threat in at least
two ways: (1) It has forced the adoption of an impractical definition of
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“foreign agent.” This result has occurred because transposition of Fourth
Amendment standards requires that the blll define those individuals whom
the President has power to defend the Nation against as being non-United
States citizens in every instance. In many cases, agents of foreign intelligence
services are Ameriean eitizens. (2) By excluding from trial all evidence obtained
from an electronic surveillanec unless obtained under a warrant based on
probable cause that a crime had been or was about to be committed, H.R.
13825 would probably preclude use of information obtained from an inter-
cept condueted with a judicial warrant, under the Section 2511(3) consti-
tutional presidential powers provision, in the prosecution of a foreign intelli-
gence officer who did not possess diplomatie immunity. In many cases electronic
surveillance of known intelligence officers is conducted without probable
canse, in the traditional eriminal law understanding of that term, but it
eventnally produces evidence of intelligence gathering in violation of eriminal
laws,

Section 2518A(2) requires that application for a court order authorizing
an intercept against either a “foreign agent” (under Section 2511(3)) or a
United States citizen (under Section 2516A) must furnish “evidence” that
the intercept shall serve one of the purposes of these two sections. Im the
foreign counterintelligence field this requirement presnts significant difficulties.
Dizenssion in this area has to be reserved for executive session,

Subsection 2518A(8) provides that anyone whose commmunications are inter-
cepted pursnant to Section 2516A be furnished copies of the affidavits, the
order, and relevant transeripts within thirty days. Although this provision
excepts intercepts against “foreign agents” under subsection 2511(3) its
value is nullified by the requirement that the intercept would have to be dis-
closed to anyone intercepted in communication with the targeted “foreign
agent.”

Prior to considering specific restraints, or conversely, grants of additional
authority whether pertaining to interceptions of communications or other
investigative techniques, it appears necessary for Congress to first give full
and ecareful eonsideration to what it desires the FBI's funetion to be, particu-
larly in the intelligence area. Only in this manner can we resolve the incon-
gisteney hetween what the FBI views as its legitimate and mandated objectives,
and the limitations being considered on our practices to attain those objectives.

Mr. KastexMEIER. You are correct in stating that the National
Commission for the Review of Federal and State Laws Relating to
Wiretapping and Eleetronic Surveillance will begin operations
shortly. Our first meeting, and T am a member of that Commission,
will be May 9. But. as so often happens with regard to subjects of
national concern, the exigency of the situation tends to outrun the
time required for the Commission’s study. For example, the National
Commission on Pornography and Obscenity was still deliberating
when this subecommittee was called upon to consider legislation. We
did not have the benefit of its final work product.

In any event, whatever legislative activity is undertaken bv the
Congress, in the field of wiretapping. the work of the Commission
will be beneficial, and many of nus have high hopes for it.

Has compliance with title ITI, posed any extraordinary difficulties
for the Bureau since 19681

Mr. Mizuer. After the legislation was passed, we had studied the
procedures, we felt—and T think Mr. Cleveland will support this—
we felt that it was necessary for us to conduct extremely tight-knit,
detailed investigations to develop sufficient probable cause to support
a title TII application. We felt that our probable canse statement
and our applications for title TIT surveillances had to be highly
detailed. We approached the problem with all sincerity, because we
knew that we were in a sensitive area. We recognized the title T1I
surveillance immediately as an extremely valuable tool for law
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enforcement, and that resulted in an initial conservative approach
on our part, and also on the part of the Department, which I think
has stood us in extremely good stead. The probable cause statements
in our applications have been extremely detailed.

Almost without exception the title ITI investigative technique
has been highly \'ﬂhmh{v. Without it we most certainly could not
have compiled the record that we have compiled in the organized
crime area. We look at title ITT as a very fine piece of legislation.

Mr. Kastenserer. On page 2 of your statement you indicate
vour concern with abuses of electronic surveillance, and you suggest
that these abuses are a detriment to its fair, legitimate, and effective
use as a tool. What abuses did you have in mind, Miller?

Mr. MimLer. Some of the abuses perhaps are real. Some of them
are. I am sure, imagined.

Mr. Kastenseng, Whether or not they are real, abuses have been
reported.

Mr. Mmrer. Yes. I think that the entire wiretapping controversy
has been much overplayed. By that I mean the abuses that are
alleged, perhaps because of the nature of the investigative technique,
have gotten a tremendous amount of publicity. One of the abuses that
1 can think of that has been alleged was in the Wounded Knee
prosecution out in St. Paul. That situation involved a mnine-party
telephone line—it was simply a party line—which had been cut, but
was reinstalled and paid for by the Government, in order to maintain
communication with the occupiers and facilitate negotiation. The
Government became a party to this line by having a phone installed
at Road Block One. That extension that the Government had has
been alleged to have been a wiretap.

Now, we do not look at that as a wiretap. To us it was merely an
extension.

Another instance where wiretap abuse was alleged, was down in
Gainesville during the so-called “Gainesville Eight” trial. That
was an unfortunate fortuitous situation. We routinely sweep our
resident agencies and our field offices for electronic surveillances
directed against us. The schedule for the sweep of the resident agency
in Gainesville, Fla., coincided with the beginning of the ‘Gainesville
Eight” trial. The fact that the trial had begun that day was
unknown to the men who were conducting the sweep of our office
space down there. They had also been requested to conduct a sweep
of the 1.S. Attorney’s office and the marshal’s office in the same
Federal building. The two men who were conducting this sweep,
which oceurred somewhere in the vicinity of 5:30 or so in the
evening. were in a wire closet looking over the pairs in the closet, and
unknown to them, in the very next room the defense counsel had
been given space in the Federal building. The defense counsel,
and I believe some of the defendants, were in this room and heard
conversations in the room next to them, which was the wire closet.
This became quite a topic of conversation. It was reported im-
mediately to the trial judge who held that same evening very
detailed hearings in which the defendents and our agents testified
under oath. The telephone company was requested to bring in experts,
and they went over the entire vicinity immediately to determine
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whether or not this was a wiretap effort on the part of the FBI.
It was not. We would have preferred not to have had it happen
because it was embarrassing to us. Whether or not it had any
effect on the results of the trial, we do not know. But, as I say, we
would prefer—would have preferred—that this not happen. But, it
did.

The situation itself was thoroughly looked into by the judge
and resolved completely; in his opinion, it was not a wiretap effort
on the part of the FBI. And, indeed, it was not. But, yon see what
I mean, it has been alleged that both these instances involved wiretap
abuses.

Mr. Kasrexmerer. On the question of responsibility, are all
domestic wiretaps, whether or not pursuant to a warrant, cleared
or processed by the Department of Justice in general, and the Burean,
in particular?

Mr. Mizrer. In the FBI, from an investigation standpoint, we
have responsibilities in three principal areas. The first area is
criminal. In this area we use title 1T wiretaps.

The second area is counterintelligence; which, in its entirety,
involves foreign intelligence.

Now, in these two areas, we can and do use wiretaps.

In the third area, which is domestic intelligence, we do not have
any mechanism for using wiretaps, and we have not conducted
wiretaps since the Keith decision on June 19, 1972. And that is the
area in which we say that we should diseuss with Congress some
measures to provide for wiretap procedures. Tf we had a wiretap
capability in a situation like the Symbionese Liberation Army case
in California, a domestic intelligence case, we feel that we could
perhaps thwart some of the further complications that grow out of
such cases; for example, where the espoused revolutionary purposes
people engage in what they call urban guerilla warfare, expropria-
tions and things like that. We feel that in that area, Keith has
created a definite void.

Mr. KasteEnMemer. Yes.

Mr. Syrra. Mr. Chairman, could T interrupt right at that point?

Mr. Kasrexyerer. Yes, The gentleman from New York.

Mr. Saorrir, Well, Mr. Miller, in that type of case, why can’t
you now use title TIT surveillance pursuant to conrt order?

Mr. Miuuer. We have studied this problem very carefully, and
did right from the outset on June 20 of 1972, whenever this——

Mr, Syvrra. Was this right after the Keith case?

Mr. Miurer. Right after the K eith case, yes, sir.

We studied that particular situation very carefully at that time,
and have continued to do so since. There are two principal problems.
The first problem is with the development. of sufficient probable
cause required by the omnibus crime bill of 1968. To develop that
kind of probable cause is, in an intelligence-gathering effort, vir-
tually impossible. The second problem for the FBT when conducting
an open-ended intelligence-gathering effort, is that notice of surveil-
lance would have to be divulged at the termination of 30 days or
whatever. That is the thing that makes the use of title TIT imprac-
tical in an ongoing intelligence investigation. We have not been
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able to hiltiﬁf‘\' either of these two requirements in domestic intelli-
gence cases.
~ Mr. Conex. Would Ihr- gentleman yield for a question?

My, Sarrru. I will be happy to yield.

Mr. Comen, If I umhl follow up on that, you say it is virtually
impossible to gather intelligence under title ITI for this purpose.
How many attempts have you made to present a warrant to a court
for such a wiretap, and how many have been rejected? Conld you
tell us?

Mr. Mizrer. In this particular area, Mr. Cohen ?

Mr. Comexn. Yes.

Mr. Mmrer. We have not yet been able to satisfy either our-
selves or the Department that we have had enough probable cause,
as traditionally understood on which to base an application.

Mr. Comex. If you do not have enough evidence for probable
cause, then wouldn’t that seem to negate the basis for a wiretap in
the first place?

Mr. Mitrer. I missed part of your question.

Mr. Couex. If you do not have enough evidence in these cases
to establish probable cause, without a warrant, then why are you
seeking it in the first case? I mean, if there is not enough there to
get a warrant, it seems to me you should not be allowed to conduect
a warrantless wiretap.

Mr. Mitier, Well, we have not been able to do that, as I say.

Now, the kind of investigation that we are talking about is an
intelligence-gathering situation. For example, and here again 'we can
go into this SLA situation, we would like very much to have long
since obtained sufficient intelligence information to resolve that
problem  out. there from an investigative standpoint. From an
intelligence-gathering position, we feel that there may have been
places where a domestic intelligence electronic surveillance would
‘nu- been productive in helping to solve the actual kidnaping and
extortion case itself; however, it is extremely difficult in such a
case 1o :iou!up the kind of ]n'nh'thlo cause that is ne essary for a
regular title IIT surveillance. To clarify, we are not talking about,
the actual place that these few SLLA members were ]m]clmrv the
victim; we do not know that. We are not talking about their tele-
phone. We are talking about somebody else’s telephone who might
],, in logistical or tactical support of the kidnaping and extortion
effort. Developing that kind of probable cause on this second party
15 extremely difficult. Yet, from an intelligence standpoint it could,
and would, possibly have been extremely productive in solving this
case.

Mr, Conex. I do not want to use up any more of the time.

Mr. Kastenyeier. Just to follow up on the gentleman from New
York's question, you said you had two problems. The first is that it
is diffienlt to develop sufficient probable cause, What is the second
problem ?

_'\Irx Mirrer. The second problem is in divulging to the person
fapped. in an ongoing intelligence, gathering situation within the
requirements of title IIT. That represents a problem also. because
these are, in most instances, open-ended intelligence-type kinds of
investigations.
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Mr. KastenmeEr. One of the questions T wanted to go back to
concerns the three classes of potential uses for electronic surveillance
or wiretapping. In particular, I am interested in the distinction
between the second and third olasses, the counterintelligence or
foreign intelligence and domestic intelligence. I am wondering
what your definition of each of these two classes of intelligence is?

Mr. Miurer. These are really two different areas that we're
talking about, but they do overlap in trade terms. In other words,
when you use the term internal security, that could include both
categories, both purely domestic intelligence-gathering efforts and
also counterintelligence. We like to break them down in order to
keep our own minds clear.

Counterintelligence efforts on our part, and that is Mr. Decker’s
branch in the Intelligence Division, deal primarily with just what
that says, countering foreign intelligence services. Some foreign
countries undertake intelligence-collection efforts operating inside
our country. Mr. Decker’'s work is to counter their intelligence
efforts.

In the domestic area we are talking primarily about people who
are U.S. citizens or residents—people who are espousing revolution,
people who are talking about violence, people who are talking about
terrorism, including bombings. Some of these people have borrowed
philosophies and tactics from other countries, but their activity is
essentially domestic,

Mr. Kastenmemr. Wounld an American citizen alleged to be
an agent of a foreign power operating in this country, fall within
your second category while such a citizen, not associated with a
foreign power, fall wathin your third category ¢

Mr. Miurer. Yes, sir. That is primarily it; although domestic
threats may be philosophically associated with a hostile foreign
powm‘.

Mr. Kastexmerer. But there is no allegation that they take direc-
tion from this foreign power?

Mr. Mirer. No, sir.

Mr. Kastexmemer. Or are agents per se?

Mr. Mmrer. No, sir. That is right. And as far as nationality
in the foreign area is concerned the key word there is not. whether an
individual 1s a citizen or not. A foreign power could, if we built a
wall around that word “citizen,” have their people become citizens,
and then operate with immunity. We look at what the individual is
doing rather than at his citizenship; that is, is this man a spy; is
this man a saboteur, an espionage agent, and so forth. If he happened
to be a citizen. most certainly that would be weighed very carefully
by us and the Department in discussing authorization for a wiretap.
But, the real issue would be, even though this fellow is a citizen.
is he a threat to this country because he is an espionage agent?

Mr. Kastenmemr. Returning now to my earlier question. You
were analyzing the three categories of national security surveillance.
and I was asking you what role the Bureau played in conducting
domestic activity wiretapping and electronic surveillance. Wonld
any national security surveillance need to be cleared through the
Department of Justice, specifically through the Bureau, if con-
ducted within the continental United States?
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Mr. Mmrer. Oh, yes. Most ¢ertainly.

Mr. Kastenseer. In other words, it does not matter whether it is
the Internal Revenue Service or the Department of Defense, the-
tap would be, in the final analysis, accounted for by the Bureau?

Mr. Mirer. The answer to that question is yes. If it is a national
security wiretap situation in the United States, then the FBI
would be the one to handle it.

Mr. Kastexyeer. Do applications come from a source external
to the FBI, the Bureau, or the Justice Department? Sometimes the
FBI, it would appear, might have to take the blame, but they were
not the ones who requested the tap? For example, I do not know
in the Wounded Knee situation whether the Department of the
Interior or some other department might have requested it. Not all
requests for wiretap applications originate with -t)lle Bureau, I take
it. Is that correct?

Mr. Mmrer. We considered a title TIT wiretap in the Wounded
Knee situation; however, the actual application was never per-
fected to the point where it was approved.

Now, we handle only our own title ITI situations. And if we do
get them approved, then we handle the entire operation.

However, in the criminal field, Federal investigative agencies
which can obtain title ITI surveillances and they handle their own
requests through the Attorney General. And if they are approved,
then they handle them themselves. We do not handle the mechanics
or the collection of title IIT information for other Federal investi-
gative agencies.
~ Mr. Kasrenyerer. For example, the Secret Service or some similar
entity would go to the Attorney General, but the Bureau would not
be called on to handle it.?

Mr. Mmrer. We would not even know it. Yes, sir. The narcotics
people, for example, if they had a title III situation, they would
submit their application to the Department. And if it were approved,.
and subsequently approved by a judge, then they would handle the
entire thing and we would not be knowledgeable of that whatsoever.

But, in the national security area, Mr. Johnson, in 1965, I believe
it was, by Presidential directive, said that all national security
electronic surveillances would be approved by the Attorney General,
and the Atftorney General has directed that we will handle them.
So, in those instances, as distingnished from title I1I, we would
handle the entire situation—the application for, the technical
handling of, and the furnishing of the product back to whomever
requested it.

Mr. Kastenmerer, What departments would make that request
of the Attorney General and of you in the national security area?

Mr. Mizuer. In the national security area there are three depart-
ments which may do so. One is the Central Intelligence Agency,
another is the State Department, and the other is the National
Security Agency.

Mr. Kasrexyerer. The Defense Department does not have the
authority to make such an application to you?

Mr. Mmrer. We have—to my knowledge—never handled that
kind of a situation for the Defense Department.
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Mr. Kasrexyemer. I have only one other question before T yield.
I have some questions in another area which I can reach later after
my colleagues have had an opportunity to present questions.

Does the Bureau have any responsibility for wiretapping and
electronic surveillance outside the United States?

Mr. Mivrer. No, sir, none whatsoever.

Mr, Kastexumerer. Presumably Government agencies which, on
behalf of the United States, do conduct wiretapping and electronic
surveillance abroad, maintain their own records in connection
with such practices?

Mr. Minrer. T wonld presume so. T have little or no knowledge
regarding that kind of a situation.

Mr. Kasrenyerer. In the area of foreign intelligence gathering,
I assume those agencies gathering such intelligence would probably
have their own system of accounting ?

However, the Bureau has agents abroad? Do you have a separate
accounting for the activities of these agents?

Mr. Mrrer. We do have agents abroad. We call them legal at-
tachés. They function only in a liaison capacity with police agencies
in whatever foreign country it would be. In London, for example

.

our men deal very closely with Scotland Yard. There is an ex-
change, what we call foreign police cooperation.

We have no capability whatever in the wiretap area outside of the
United States.

Mr. Kastexyerer. T was thinking of a case where an Embassy,
for example, in London, might. have reason to believe that some
of our own people should be checked. Would they not go to the

Burean or your officer within the Embassy for help in wire-
tapping or conducting electronic surveillance with respect to such
})l'n]i](-?

Mr. Mitrer. No. They may diseuss it with them.

Mr, Kasrexyerer, They would have to have their own people ?

Mr. Mizier. Our legal attaches are very qualified people, and in
the situation you describe, Embassy personnel may well discuss it
with the agent who is there in that capacity: however, he would
not perform that kind of a service.In each of the Embassies they
have a person who is in charge of the security of the Embassy, and
wiretapping would get into a security type

Mr. Kastexmerer. And that would be within the Department of
State in that case?

Mr. Mmrer. Yes. Part of the State Department Secunity Office.

Mr. Kastexmrrer. At this time T would like to yield again to the
gentleman from New York, Mr. Smith.

Mr. Sarrrm. Mr, Miller, does the FBI have any procedure for
assuring the privacy of those whose conversations have been inter-
cepted? For example, are records of conversations intercepted that
have nothing to do with what you are interested in destroved at
some time ? Ts there any provision for protecting the privacy of those
conversations?

Mr. Mimrer. In answer to your first question, Mr. Smith. no the
records are not destroyed. The records are kept: however, provisions
for protecting individual privacy are quite detailed.
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For example, if an individual is discussing a matter with his
attorney, and the person monitoring the conversation recognizes
this, either at the outset from the name of the individual, or from
his own experience, then he does not monitor that conversation.
Now, if it happens accidentally, then our instructions are that this
be called to the attention of the U.S. attorney immediately, and the
conversation—tapesand log—are sealed so that there is no attorney-
client conversation available to the prosecution. But, it is not
dest i‘()\t‘{l

In the normal routine of monitoring these wiretaps, as you say,
there are extraneous conversations intercepted. They are recorded
and logged, but not all of them are indexed. If you index it,
then you have the capabiilty of going back and finding it. Muc h
information is not indexed. 1t is, when it is thought to be pertinent
to the investigation being conducted. We maintain what we call our
electronic surveillance indices, so that in a subsequent proceeding, or
whenever the Department is trying to make a prosecutive determina-
tion, we can determine if a man has ever been overheard. He may not
be the subject of the wiretap, but the Department wants to know if
he has ever been overheard. And we check our records to see if he
has been overheard, and if he has we furnish the information to the
Department. All of this goes into the determination of whether to
prosecute or not.

Now, let us say an individual has been indicted, trial has been
set, and pretrail motions are being heard. The attorney and the
defendant come to the court, and in their pretrial motions one of
the questions which has come to use in most instances is have I, the
defendant, or my attorneys, or their associates ever been o\mhmu'd
on an electronic surveillance—the scope of this inquiry has been
extended quite broadly. Then we can check the records of the
entire I'BI, not only headquarters but every pertinent field office,
to respond to this request from the defendant and to make sure that
we give him as perfect a product as possible.

Now, in national security cases electronic surveillance results are
reviewed in camera by the judge sitting in the case. He reviews
the material to determine if it is pertinent to the trial, and whether
the Government’s case is tainted by an illegal electronic surveillance.
That determination is usually made by the judge who is sitting in
the case before the trial ever begins, and sometimes the judge does
determine that the material, in its entirety, should b given to the
defendant. Sometimes he determines that it is not pertinent, has not
tainted the Government’s case, or has not been a lead to further
the investigation, in which case he does not direct that the material
be given to the defendant.

Mr. Smrra. Thank you, very much.

Mr. Mirer. Yes, sir.

Mr. Kastexmerer. The gentleman from Massachusetts, Mr.
Drinan.

Mr. Drivan. Thank you very much, Mr, Chairman.

Mr. Miller, T read your ‘tt“-ﬁlmml\« over the weekend with the
greatest care, and when I read on page 3 that “I support. measures
to carefully regulate and control the use of wiretapping” my heart
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leapt up. But, I do not find any measures that you support. You
say that you hope in the near future to present to Congress a bill.
But, in the whole latter part of your testimony you shoot down
every bill that has been proposed to fill the void which you admit
has existed for 2 years since the Keith decision. You mention abuses,
but when the chairman cross-examined you I didn’ hear about
abuses. But, T would like to ask you about the origin or the sources
of these abuses so that I can get your philosophy on this matter.

Let us take the Dr. Kissinger taps, for example, the taps of 13
Government employees and four newsmen. What I want to find
out is, what you think could be an abuse? Is it an abuse when the
National Security Council tells the FBI to put a wiretap on these 17
people, and the FBI complies with the request? Four newsmen and
13 Government employees, including Morton Halperin, were wire-
tapped. And Dr. Halperin’s wiretap was for 21 months, only four of
which he was a Government employee. Were these abuses?

Mr. Mizrer. I do mot think so, Mr. Drinan. That, of course is a
unique situation, unique to the FBI.

B}r‘. Drinan. There were no abuses. What could be an abuse?
You admit that abuses have occurred and that you want to help us
to correct these abuses, but you have not helped me at all, T am
sorry fo say, because I do not know what would be an abuse accord-
ing to your philosophy.

Mr. Muier. I would say that an abuse, in my philisophy, would
be somebody who wiretapped an individual without having gone
through the anthorization procedures.

Mr. Drinan. That is not an abuse. That is lawlessness, sir. T want
to talk about the inadequacies and limitations in title 111, and the
bills that are proposed by people like Senator Gaylord Nelson, and
by the chairman, and by others to remedy what they conceive to be
abuses. What do you conceive to be abuses in the present and existing
systems ?

Mr. Mirrer. Abuses in the present system would be the types of
situations that you term lawlessness. Now, in getting back to the
other question on the special coverage. I want to say that we have
furnished information to the Special Prosecutor on that issue and
also we are in the process of furnishing information to the House
Judiciary Committee on the same issue. We are furnishing all of
the information that we have.

Mr. Drinan. But you have already said there was no abuse in
the whole Kissinger wiretap situation.

Mr. Mruzer. Well, in getting back to that——

Mr. Drixan. Do you want to qualify your answer?

Mr. MitLer. Well, T do not term it an abuse. Based on the think-
ing that prevailed back at that time in 1969, whenever this technique
was employed, the Government had what I feel was a very serious
problem. ¥

Mr. Drivax. Yes. I am familiar with that, sir. Tt is set forth in
the brief in Dr. Halperin's case. T have no idea what kind of legisla-
tion you might propose. You say we hope in the near future to
present to Congress a bill, but what would that bill be?
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Mr. Mizer. That would be primarily, as T indicated here in the
area of domestic intelligence collection, to see if there is some way
for the FBI, some way to put a magistrate, a judge, or somebody,
between the FBI and an assassin, or a terrorist, or a kidnaper, who
is engaged in domestic, political, or urban guerilla warfare activities.
Those are the things that I am talking about here, and the area
where we see a void.

Mr, Kasrexyemr, Would the gentleman yield ?

Mr. Drinan. Yes.

Mr. Kastenymerer. 1 really do not see how you make a distinction
between that type of case, Mr. Miller, and organized crime which is
being tapped extensively, and perhaps for every good reason. How
are these terrovists, the would-be assassins that you mentioned, dif-
ferent from organized crime? Why couldn’t you, under title ITI,
get a tap authonized on groups such as the SLA?

Mr. Murer. The main problem is divulging the wiretap to the
individual whom yon have tapped, or other individuals after some
designated period of time. That is extremely hard to live with. In
fact, it is impossible because these are open-ended intelligence gath-
ering situations. Now, what we are talking about——

Mr. Kasrexaserr. Yes, Why would they be different than orga-
nized erime? You have the same problem with respect to members of
organized crime, who are probably better equipped to deal with you
in that context than these political revolutionaries who may be
about to commit a crime.

Mr. Minrer. In organized crime areas, at the time that we develop
the information for the application for title III, the crime is an on-
going crime, for example, a gambling crime. Tt is being committed
today, tomorrow, the next day and so forth. Now, in the politically
motivated crime areas, you are talking about things that are much
more abstract. Individuals are talking about revolution, they are
talking about developing plans for an assassination, they are talking
about killing policemen, things like that. The crime, to our knowl-
edee, is not being committed at that time. But, the plans are being
made to commit it. We do not know when the crime is going fo be
committed. You really do not have a crime actually being com-
mitted at the time. You have the propensity for the erime and you
have got the people talking about it.

For example, at one time in the SLA case, there may have been
discussions concerning kidnaping, and the other things that were
done. We feel that there was a point in that case where it would
have been compatible with the best interests of the people of the
United States to consider a wiretap to find out just what was being
planned. The erime had not yet been committed. It was purely an
intelligence gathering situation. )

This, incidentally, is not an easy determination. We do not really
see it as an easy problem to draw up a proposal for legislation in this
area. We have serious problems with it ourselves.

Mr. Kasrexsrrer. 1 understand your difficulty. However, as a
citizen, T am not worried that you may have to divalge the existence
of a wiretap to these people. I think maybe you ought to be doing it
under title 11T even though, as you say, you do not like to divulge
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things. But, you have had to do that with organized crime, and if
they can cope with it as well as they have, or if you can cope with
them as well as you have, T have a feeling that it would not be
much different in this situation that you talk about now.

I yield back to the gentleman from Massachusetts.

Mr. Drivan. Thank you. I gather, Mr. Miller, that the legislation
that you are at least thinking about is not to correct abuses, but
to get more power so you can have wiretaps for intelligence gath-
ering with or without what is traditionally known as probable
cause,

On page 11 you indicate that at least under title III, the court
order 1s served upon the telephone company by the FBI to secure
the necessary technical information and assistance to install the sur-
veillance. A high official at the AT&T last Friday testified that
there are roughly 100 wiretaps, without a warrant, that are acknowl-
edged by the Department of Justice, but that far fewer wiretaps
have come to the attention of the telephone company. Does the FBI
sometimes tap phones without the knowledge or consent of the tele-
phone company ?

Mr. Mmier. T am trying to give you the best 1 can from my
recollection. My answer is no, that on

Mr. Drivan. Are you disputing this high official whose testimony
is on the record ?

Mr. Mizuer. Well, T have not read his testimony, Mr. Drinan.

Mr. Drixax. His testimony was exactly as I sad it, that Mr.
Peterson said roughly there were 100 warrantless wiretaps in the
last calendar year, and the AT&T throughout all of its affiliates has
knowledge of far fewer than 100. And he draws the inevitable
conclusion that the FBI or the Department of Justice or both are
installing taps on telephones without the knowledge or consent of
anybody in the AT&T. You do not have to see the testimony. What is
your answer ?

Mr. Mizier. All right. Well, in the first place, the AT&T would
not necessarily be aware of the wiretaps, know about all of the
wiretap situations, if another telephone company were involved.

Mr. Drivan. T meant all of the affiliates of the Bell System, and
he has told us that they have a record of far fewer than 100, He
did not name the exact number. But, he indicated that it was sub-
stantially less than 100, and he himself drew the inference that the
FBI obviously must be tapping telephones without telling anyhody
in the Bell System. And you said no, that you do not do it, right?{

Mr. Murer. Yes. His conclusion is incorrect.

Mr. Drinax. What is the explanation of the discrepancy in the
numbers ?

Mr. Mitrer. The diserepancy—the best T could do from an ex-
planation standpoint, No. 1, we do not tap telephones without full
authorization. We run these authorizations through the phone com-
panies because they do the work for us. From an explanation stand-
point, I would say that some of these wiretap situations have been
in existence for a considerable period of time, primarily in the
foreign field and written notification to the phone company has not
always been a practice. That is of fairly recent vintage.
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Mr. Drivax. When did you start the new practice, Mr. Miller, of
informing the telephone company? When did you stop tapping
phones without the permission of the telephone company? You
have admitted that you have changed the practice recently. When
did you change the practice?

Mr. Miueg. No. I did not say that we changed the practice of
informing the telephone company; however, the phone companies
have not always required written notice—which is what the A.T. & T.
representatives must be talking about.

Mr. Drcker. Different phone companies have different policies,
and I mean different companies within the Bell System ; some require
what we refer to as a lease line letter in which we ask for their
assistance in proceeding on a line at the usnal commercial rates. Now,
vour question seemed to presuppose that whatever installations we
have on were put on in the last year, and the phone companies were
not aware of the 100 that you referred to in the past year. Well,
some of these go back over an extensive period of time and I think
that might resolve the problem you have as to numbers.

Mr, Drivan. Would you answer the question that T asked of Mr.
Miller, how many are out there without the knowledge of the tele-
phone company ?

Mr. MizLer. None.

Mr. Drckrer. I do not know of any.

Mr. Miier. There are none out there without the knowledge
of some phone company.

Mr. Drcker. If the phone company is assuming that whatever we
have on we put on in the last year, and they cannot come up with the
100 that you referred to during the past year, it would be because
some go back over an extensive period of time.

Mr. Drinan, If the telephone company were not legally required
to do this, if they refuse to cooperate, what would the FBI do?
It is under serious consideration by the A.T. & T.

Mr. Mivter. I do not know what we would do, Mr. Drinan, at
this point, We wounld most certainly want to discuss the matter.

Mr. Drivan. Suppose the Congress made a law that the A.T. & T.
may not allow the telephone wires of its subscribers to be tapped?

Mr. Mivter. I do not know what we would do. We would have
to discuss that. Most certainly we would want to discuss the problem
in view of the very important foreign policy and counterintelli-
gence matters involved. We would want to discuss those problems
with the Congress, not for the good of the FBI, and please do not
misunderstand me. The FBI is not—we are not doing any of this
work only for the good of the FBI.

Mr. Drivax. No. I didn’t mean that, sir. I understand that.

But, on another point, on page 17, you talk of the euphemism
about consensual monitoring, and T am afraid that in my judgment
that is a misleading term. It really means that there is a certain
form of deception and entrapment involved. You say on page 17
that FBI officials in the local field office, special agents in charge,
have to give permission, and in sensitive cases, they have to go to
the FBI headquarters. Is there any record of such permission being
denied for what you call euphemistically consensual monitoring?




Mr. Mizier. Those procedures concerning consensual monitoring
deal with the telephone itself.

Mr. Drivan, What?

Mr. MmLer. The telephone itself as opposed to another common
type of consensual monitoring, an on-the-body recorder.

Mr. Drinan. But it involves deception, does it not, or entrapment
of the individual speaking to somebody who is your agent?

Mr, Decker. Did you say entrapment ?

Mr. Drixan. No. I used to teach criminal procedure, so I did not
mean entrapment in the technical sense. But, it is a deception and
misleading term. In any event, has permission to conduct such moni-
toring ever been denied ?

Mr. Muer. I do not know how ofiten it has been denied.

Mr. Drivan. I would like to know if you have any statistics on
that subject ?

Lot me continue. I think you raise a very good point where you say
that the Congress has not indicated clearly what it wants the FBI
to be, and you allege some inconsistencies on page 34 of your state-
ment between what we want and what you people want. I wonder
if you would state those? Could you try to pinpoint the incon-
sistencies for me?

Mr. Miner. We realize that the entire area of wiretaps is very
controversial. We realize that on the other hand, where authorized,
electronic surveillance is an extremely beneficial investigative
technique.

We have attempted to analyze each bill before this subcommittee
in terms of how it would affect the electronic surveillance opera-
tions of the FBI, including consensual monitoring. When we say
it appears necessary for Congress to first give full and careful
consideration to what it desires the FBI’s function to be, particularly
in the intelligence area, we view this not as an audacious little in-
vestigative agency lecturing Congress in these problem areas:
we are merely trying to put important issues in perspective. We
know that some of our investigative efforts, particularly in domestic
intelligence collection, are extremely difficult to define. In the crimi-
nal area, they are less difficult to define because the erimes of violence,
kidnaping, and of organized crime are less difficult to define. In
the counter-intelligence area our activities are also fairly readily
defined.

What we are saying here, Mr. Drinan, is this: That we do not
have any hangups on how these procedures should be set up. We
do not have any feeling one way or the other that the procedures
must be authorized by the Attorney General, for example. All we
feel is that there are problems in this country that require different
kinds of investigation to resolve. These are problems that affect
the ongoing well-being of the United States. However, these problems
are worked out, we do not really care as long as—and, as a matter of
fact, T have had conversations with Mr. Peterson about how this
thing might operate. We know that there has been some eriticism
about the Attorney General being the man who authorizes warrant-
less wiretaps, and I told Mr. Peterson that the FBI does not have
any feelings, pro or con, that he should be the one to do it. Our
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main concern is, that, because the wiretap is a very valuable in-
vestigative technique, some effort must be made for all of us to get
together on this important issue. And if some committee were set up
to oversee the problem

Mr. Drivax. This is the committee, sir. If this committee of the
House does not do it, then it is not going to be done.

I find it significant that you have not mentioned the word privacy
in your testimony or in the questioning. I find it disappointing that
an administration whose President speaks about privacy and has
appointed a Commission on Privacy, can come forward represented
by the Department of Justice and the FBI who have totally rejected
every legislative proposal to correct the abuse of wiretapping and
electronic surveillance, have made some vague suggestion that maybe
in the future you may come forward with a bill, but that is not
very helpful to this committee. I thank you for coming.

Mr. Kastexmrier. The gentleman from Maine, Mr, Cohen.

Mr. Conen. Thank you, Mr. Chairman.

Mr. Miller, as you can understand, we are very concerned about
the serious overtones and implications of wiretaps, also with de-
fining the role of the FBI in solving crime, and as I think you
indicated, in preventing it. I, like my colleague, Mr. Drinan. have
had some experience in teaching eriminal law, and as I recall, two
things are necessary for erime. One is the mens rea, which is the
criminal mind, and the other is the overt act. You get into a very
diffienlt situation when people are just talking about committing a
crime and not actually engaging in any overt act to carry it out.
This raises in my mind certain Orwellian nightmares about
police. when the FBI or some other Federal agency tries to de-
termine what people are thinking about or talking about when they
have engaged 1n an overt act. And so, we are very cautious on this
commiftee, as we should be, with our Constitution. We must make
sure that the line is strictly drawn between legitimate dissent and
the talk of revolution. We are trying to determine what standards
have been applied in the past and what kind of a protection can
we give to the people of this country.

I think the air, as you have indicated in your statement, has been
permeated with a sense of distrust and cynicism about this Govern-
ment, and there is a great deal of apprehension. And 1 guess from
your statement this is based upon something more imaginary than
real, if what you were saying is correct.

[ also was interested in your statement in that in the domestic
surveillance area you become concerned with bomb throwers and, of
course. you may have noticed in the paper, several members of this
committee have been accused of being bomb throwers of sorts, and
have expressed some apprehension and anxiety that their own offices
are being wiretapped. T assume that there is no basis for their fear
or apprehension that members of the Judiciary Committee would be
wiretapped under the domestic surveillance rationale merely on
account of the views that they express? Is that correct? -

Mr. Mmer. Certainly not.

Mr. Conenx. We are dealing with wiretaps specifically under this
law, but electronic surveillance takes in a great deal more than




DQ

it

simply the wiretap, does it not? And I would assume the FBI has
at its disposal a number of very sophisticated devices which do not
involve tapping wires or even tape recordings, but devices which
are capable of picking up conversations at the end of the room, in
another room, without the knowledge of the participants. Does it
not.?

Mr. Mmrer. Well, when you talk about sophisticated devices, I
know that there are—from a drawing board standpoint—there are
probably a lot of things we would like to do that we are not capable
of doing. I think in the electronics area much credit has been given
to our investigative and intelligence agencies for capabilities that do
not exist.

Mr. Conrn, For example, would the FBI have in its possession
devices which could be pointed, let us say, at the far corner of this
room to pick up a conversation taking place at the end of this room?

Mr. MizLer. You are talking about devices similar to those that
they have in professional foothall games where they listen to the
signals of the people?

Mr. Conex. Right.

Mr. Mirter. Those devices are conceivable.

Mr. Conen. Not conceivable. Do you have them, and do you use
them?

Mr. Mmuer. T do not have the technical capability to discuss
our state of the art.

Mr. Conen. I guess what I am trying to get at might fall beyond
the range of our general discussion about wiretapping, someone
putting a physical interceptor on a telephone wire, but what I am
talking abont is this whole realm of investigation of privacy, the
Government trying to prevent crime from taking place. Do we have
the type of sophistication that wounld simply pick up conversations?
It is readily available to CBS, NBC, and ABC. and T assume the
FBI must have similar devices.

Is that correct ?

Mr. Mirrer. As I say, I do not know what our state of the art is in
that particular area. What T can say is this: If we were using any
kind of a device like that, then T most certainly would be asked
for the authority or permission to use it. I have never been asked by
anyone to use that kind of a listening device. We just do not use
them. We do not see the necessity for it in a one to one situation
where we would have a desire to know what one of the people is
talking about. For example, one of the most vicious erimes that we
have in the United States today is the extortionate credit situation
whereby the time the case comes to us, the vietim, in his own mind,
feels he is heading towards his last few days. Now, in a situation like
that, the best kind of a device that we would use would be a con-
sensual moniforing of a telephone, and the other would be a body
recorder on the vietim. Now, rather than trying to go out to some
meeting place and aim something at a group, we would take this
other route instead. 1t is a far more effective investigation technique
than the kind of a listening device you describe.

Mr. Comrn. Then is it fair to say that——

Mr. Mirrer. If we have them we do not use them, and T do not
even know that we have them.




9290

]

Mr. Cousx. Is it fair to say that you do not think you have any
such device, but if you did it has never been used to your knowledge,
or to the knowledge of any of your associates in the field of domestic
or foreign intelligence ! Is that correct?

Mr. Miier. Yes.

Mr. Conex. 1 am inquiring, here, because it does not seem to be
specifically covered by our general discussion of wiretapping when
we are not dealing with the wire itself, and 1 was interested 1n your
statement that people who might be listening in or overhearing
conversations at some point make the subjective judgment as to
which conversation may stay in or be deleted.

For example, I think you mentioned in discussing the attorney-
client situation that someone could be overhearing a conversation and
would recognize a voice as the attorney for the Chicago Seven or
someone and, therefore, the monitor would be turned off. And I
am just wondering from a technical point of view how you gather
this information ? 1 assume it is on tape recordings?

Mr. MiLter. Yes.

Mr. Couex. Are they then transeribed

Mr. Mitrer. In part.

The pertinent portions are transcribed, but all the conversation
is available.

Mr. Comex. This carries significant overtones in other areas with
which you may be familiar. Are they edited, for example?

Mr. M. There is a particular purpose for every wiretapping
situation. Portions of intercepted telephone conversations pertinent
to a subsequent trial or presentation of facts to the U.S. attorney are
I:-:ms‘.':-llnu\ from the tape. The whole tape is maintained. We main-
tain the tape, and that tape can be replayed to see what it does
have on it at any time, but only the pertinent portions are originally
transeribed. There may be “Bring home a dozen eggs” types of
situations which would not be pertinent, and these are not tran-
seribed.

Mr. Conex. Well, as T understand it then, the FBI does try to
maintain a very strict adherence to confidentiality, the right of
privacy, and the recognition of certain privileges such as the at-
torney-client privilege? How about physician-patient privilege?

Mr. MirLer. The same. Any kind of a privileged situation.

Mr. Comen. So that what would apply too, for example, to the
Ellsberg situation, Ellsherg-Fielding, that would be a private con-
versation between a doctor and his patient, which would not be
of interest to the FBI or anyone in trying to determine what Mr.
Ellsherg is saying to his doctor, is that correct.?

Mr. Mmier. Yes, that is correct. We did not have a wiretap on
Mr. Ellsberg.

Mr, Conex. And had you had a wiretap on Mr. Ellsberg, or pos-
sibly his physician, any information that had been relayed or related
by Ellsberg to his physician would have been deleted or simply not
monitored ?

Mr. Mieer. Well, we did not have one.

My guess would have been, that the agent who was doing the moni-
toring would have considered that a privileged situation.
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Mr. Courx. Would it have been the judgment of the FBI that it
would have been illegal to monitor that conversation, or simply a
recognition of a privilege?

I mean, is it not just as much of interest to you in investigating
espionage, or foreign intelligence or domestic intelligence cases, as to
what that person under suspicion might be saying to his doctor or his
lawyer?

Mr. Miarr. Well, there you get into a matter of judgment. If it
were an espionage case—if a spy were talking to his doctor—prosecu-
tion in that situation would generally not be your end goal; however,
if prosecution were the thing that you had hoped for or had in mind,
and the intercepted conversation went to the heart of the case, the
agent may well go ahead and record the conversation, but then notify
the United States Attorney so that whatever necessary precautions
to preserve prosecutable case could be taken. For example, sometimes
in a title 111 case, conversation may be recorded and just before the
conversation is terminated the identity of the parties becomes known to
the agent. But, there it is already recorded ; then, we go to the U.S.
attorney and explain what happened and the U.S. attorney will gen-
erally say seal it. And that is how it is handled where there is an
accidental overhearing of a privileged conversation.

Mr. Couen. But as a matter of policy though, the FBI would never
engage in wiretap or electronic surveillance of conversations between
an attorney and client or doctor and patient? Is that a fair state-
ment ?

Mr. Miter. Well, when you put the word never in there—we
would not want to do it, unless the facts and circumstances of the
sitnabion were such that would

Mr. Conrn. To your knowledge has it been done?

Without getting into the specifics.

Mr. Mirrer, No, I do not know of any case.

Mr. Comen. What percentage of the requests for permission to
apply for a court ordered surveillance are disapproved by the Crim-
inal Division of the Justice Department ?

Mr. MicLer. By the Criminal Division ?

Mr. Creverann. We had 112 court orders in 1973, and there were
28 additional ones turned down by the Department of Justice.

Mr. Conexn. 28 requests?

Mr. CreverLann. Yes, 28 were turned down; 112 were approved.

Mr, Conen. Just a couple more questions, and I suspect that
you do not have all of the answers. But, if you do I would like to
have them for the record and if not, perhaps you can furnish them at
a later time. But, how many of the wiretaps—I would like to go
through the tests that have heen used by the Supreme Court—are
related to protecting the Nation against actual or potential attack, or
other hostile acts of a foreign power? That would be one category I
guess yon would have some wiretaps. Second, to obtain foreign intel-
ligence information deemed essential to the security of the United
States. Third, to protect national security information against for-
eign intelligence activities. Fourth, protecting the United States
against overthrow of government by force or other unlawful means,
and, five, against any other clear and present danger to the structure
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or existence of government. Would you be able to give us a break-
down on those? Not now, but at some other time? .

Mr. Mmaer. As I indicated, the answer to some of those questions
most certainly can be furnished.

Mr. Conex. Thank you very much. 2

Mr. Kasrenyerer, May I inquire of the gentleman from Maine,
and perhaps Mr. Miller as well, with regard to the five categories you
gave, which seemed very useful, are these identifiable categories that
are actually used ?

Mr. Conex. These are the tests that are used by the court under
the act, I believe.

Mr. MirLer. Yes.

Mr. Conex. I believe that three and four are probably negated by
the K eith decision, but T would still like to have the information.

Mr. Micrer. Yes.

Mr. Kasrenyeer. Incidentally, amplifying the gentleman from
Maine’s question, what percentage of all taps conducted or authorized
by the Bureau involve investigation under criminal statutes versus
either counterintelligence or foreign intelligence gathering, or what
would have been domestic intelligence gathering?

Mr. MicLer. All title ITT surveillances are criminal.

Mr. KasreNnmEER. Yes.

Mr. MimLer. Every one of them.

Mr. Kasrexyemer. Right. And how many Federal warranted wire-
taps ave there versus warrantless taps?

Mr, Mirer. Well now, we are talking about numbers again and
the number that Mr. Peterson gave you yesterday would be our
response. Does that——

Mr. Kasrenyerer. I do not recall. T think there are numbers that
were available for a certain class. Actually, I was asking only for a
ballpark response in terms of the substantial majority of taps con-
dueted. Are the substantial majority of taps conducted under title
I11¢%

Mr. Minper. Well, I think Mr. Cleveland said 112 were authorized
in 1973. Now, these generally would be wiretaps which were on for a
period of only a few days. In the other area, intelligence gathering,
as Mr. Decker indicated some of these would have been employed for
a period of guite some time, so it is difficult to compare the use of
title TIT wiretaps with the use of warrantless wiretaps for national
seeurity purposes, hecanse they are really two different animals. Inci-
dentally, all of the wiretaps in the national security area are sub-
mitted to the Attorney General every 90 days for reauthorization.

Mr. Kasrexyerer. [t may be more productive to try to get the fig-
ures from the Attorney General on that question.

Let me ask yon then, is there more activity in terms of wiretapping
and electronie surveillance, in the title ITT area than in the area outside
of title TI1? I’'m talking about authorized areas in the Federal
System ?

Mr. Mizrer. Are there more in the title ITT area than in the non-
title TTT area?

Mr. Kasrexyrerer. Right.

Mr. Miier. T would say that they are generally comparable.
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Mr. Kastexyerer, They are comparable ?

Mr. Mirer. Yes.

Mr. Kasrexmerer. Under title TIT, what percentage would you
identify as connected with organized crime?

Mr., Creveraxp. Most of them are organized crime cases.

Mr. Kasrenyerer. Most of them are?

Mr. Creveraxn, Yes.

Mr. Miurer. The figures in my statement indicating the productiv-
ity of title ITT, reflect that out of 2,700 organized crime arrests, 1,700
of them were attributable to title TTT surveillance.

Mr. Kastexmrren. 1 have just one other line of questions, and this
has to do with the policies governing overhearings. What system does
the Burean have for indexing overhearings?

Are title TTT and national security cases treated differently?

Mr. Mrer. No. They are treated primarily the same, Mr. Kasten-
meier. The indexing procedures are standard. The material is re-
viewed by a case agent. and he would determine what was pertinent
to the situation he is investigating, and if it is pertinent then he
would index it.

Indexing makes the material retrievable, as T indicated to Mr.
Smith. In a legal proceeding, if the defense and usnally it does, asks
the BT or the Department of Justice if the defendant or his attor-
ney have ever been overheard on any kind of an electronic surveil-
lance, we would be able to determine from a review of our rcords
whether or not. the individuals had ever been overheard. If they had
then we advise the Department. The Department handles the matter
in camera with the judge. If the judge feels that this information is
necessary to the defendant for his defense, then the information is
furnished to him.

Mr. Kasrenseer. Thank you.

Mr. Drixvax. Mr. Chairman ¢

Mr. Kasrenaremer, Yes. I yield to the gentleman from Massachu-
setts.

Mr. Drinan. One last question, Mr. Miller, T assume that the FBT
or another agency regularly collects intelligence from foreign embas-
sies in Washington. May 1 ask, on the assumption that this is done
and it seems to be accepted that it is done, does another agency some-
times alert the FBI to wiretap evidence that they have acquired as to
some potential enime that might be forthcoming?

Mr. Mirrr. Would another agency alert us to a situation that they
felt we wonld be interested in? They would ; yes, sir. \Ve, in the intel-
ligence community, all of the intelligence agencies in the United
States. the State Department, the CTA and so forth, cooperate very
closely on intelligence matters.

Mr. Drrvax. The tap that the CTA or someone else might have on
the Russian Embassy, that is not included in the number of taps that
vou have given to us, is it?

Mr. Mier. Well, the CTA would not
]‘]1':?'; Drinan, T am sorry, some domestic agency, or would it be the

Mr. Mrrer. I would be the FBI. Anything domestic would be the
FBI, yes, sir.
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Mr. Drivan. And in the number of wiretaps of a quasi-permanent
nature, that you mentioned, would the wiretaps to ﬂm embassies be
included ?

Mr. MinLer. Well, we are talking about numbers.

Mr. Drinax. What? Numbers, yes.

Mr. Mirier. You are talking about numbers.

Mr. Drixvan. Plain old numbers.

Mr. Mrrer. The numbers

Mr. Drivan. That you gave to Mr. Kastenmeier.

Mr. MrLrer. These are the total numbers.

Mr. Drixax, That would include

Mr. Mmer. These are the total numbers.

Mr. Drixan. And every 90 days I understand that somebody sends
a piece of paper to the Attorney General and he approves the con-
tinuation of these wiretaps on the embassies?

Mr. Mizrer., I would prefer in discussing this particular type of
thing to brief you in closed session, Mr. Drinan.

Mr. Drivan. All right. Thank you. I yield back to the chairman.

Mr. Sarra. Mr. Miller, in title ITI wiretaps it would seem to me
that once in a while some incriminating evidence against people who
are outside of the court order, people who drifted into the conversation
someplace would be overheard.

Are cases ever built against people who are casually overheard on
an authorized wiretap?

Mr. Miner. Let us take, for example, a court-authorized wiretap
en a certain telephone instrument. Let us say it is on an illegal
gambling operation. We do not know at the time that wiretap is
authorized, everybody who is going to be a part of this network of
crime. Now, it is entirely possible that in addition to the people
whom we identify in our application as being involved in this situ-
ation, there are others involved. Part of the effect of the wiretap
itself is to identify others who may be involved. So, to identify indi-
viduals who are part of the $30,000-a-day operation, it can. But, then
they are handled under separate considerations in ongoing investiga-
tions. They can be drawn into the network. That is why, in many
instances following one of these kinds of electronic surveillances, you
will have a situation where there are 65 arrests growing out of one
title TIT wiretap, and T am sure at the time that the thing was
authorized, we did not know all of the 65 people were going to be a
part of it. But, in his prosecutive opinion, the U.S. attorney feels
that enough probable cause has been developed both from the wiretap
and follow-up investigation on which to base a warrant for the arrest
of all of these individuals.

Mr. Corex. Would the gentleman yield ?

Mr. Sarrrir. Thank you. Glad to.

Mr. Conex. Just to elaborate a little bit further about the inciden-
tal caller or the casual caller on one of these wiretapped phones,
would it be that you would continue to have this man or this woman’s
name in the record, however you may not use it for any prosecution
of that individual at that time, but even though it was an incidental
caller on an unrelated matter and even a noncriminal matter, that
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caller’s name as I understand it, remains in the fiile, and T assume
you have computerized filing systems, do you not?

Mr. Miuer. No.

Mr, Conex. Yon don't?

Mr. MiLer. We do not. Our electronic indices are not computer-
ized. We cannot assume—-—

Mr. Conex. T just say that T am a little bit surprised at the lack of
sophistication in the FBI systems where you do not even have equip-
ment, which is equivalent to that of CBS or NBC or ABC at your
disposal nor do you have computerized records so that you can call &
man’s name or a woman's name up at a moment’s notice to search
back over your records or tapes and transcripts and so forth. I am
rather amazed at that, but T am sorry. Go ahead. Why don’t you
answer.

Mr. Minrr. Well, in answer to your question. I did not say we
didn’t have the equipment at our disposal. Certain equipment can be
nsed to do certain kinds of jobs, but if the equipment is not necessary
to perform a cortain type of investigation then there is no real need
to have the equipment. On the matter of automated indices we do not
have them. We do not feel it is necessary to have them. Tt is not that
gigantic a proposition. It can still be handled very, very easily manu-
ally.

And now. in answer to your first question—you cannot necessarily
say that an incidental caller’s name is going to be indexed. It may or
mav not be. That is a judgment on the part of the case agent. If it
is the corner grocer, or the minister, or else who clearly does not have
anvthing to do with the actual investigation, his name probably will
not be indexed. but he will be on the tape which is preserved. How-
ever, for all intents and purposes his identity is not with us unless
the tapes were replayed.

Mr., Comrex. Tet me just go back over this to elarify the record if
we could. As T understand what you are saying, the FBI does not
have the sophisticated equipment at its disposal? You do not have
the type of equipment that I was talking about with these zoom
microphones or whatever they want to call it, the boom microphones,
youn do not have that?

Mr, Mmrer. We do not have a need for it.

Mr. Comrex. No. Do we have the equipment itself?

Mr. Droker. T do not know of any.

Mr. MirLer. T do not know that we have that equipment. T do kmow
similar equipment is available, just like these directional football
devices to listen to the signals.

Mr. Conex. Well, the FBI does not have it in its stockpile. let us
say, of information gathering devices. They are readily available on
the open market to commercial networks, but you do not see the need
to resort to this type of sophisticated listening device, correct?

Mr. Mitrer. Yes. If it were necessary I am sure that we would.

Mr. Corex. And therefore, you have not done so in the past and
do not foresee doing so in the future?

Mr. Minurer. Well, T cannot say that we do not—many of the things
we hear discussed are in the technical dreaming stage, and in the




235

realm of. “Would it not be nice to be able to do such and such.” But,
we have not done that.

Mr. Conex. The only reason I am pursuing this is becanse we are
being called upon to draft legislation and in drafting it T want to
be sure that we take into account every possibility.

Mr. Mrvrer, Yes.

Mr. Cornex. While sitting on another subcommittee, when one of
the members of the Justice Department testified before us last week,
that T asked hypothetically, if the chairman of the subcommittee
were on an enemies list as someone who was hostile to a particular
interest in this country, and if I had a conversation with him, or
were seen socializing with him, would my name go in the file as well,
and the answer was it probably would. And I suspect this is the line
of questioning that is being developed here. When you have the
casual caller calling up on a wiretapped phone, and records are main-
tained permanently, his name is on those records or in the transeripts
where transeripts are made. You are building up files on incidental
calls which may be used in the future. And what we are asking is,
are there any limits or can we define limitations upon the prolifer-
ation of people who are under surveillance? We do not have any
guidelines other than the individual judgment of the FBI agent, and
we have to consider whether we can draw enforceable standards to
deal with this situation.

Mr. Mrrier. That is the only way thus far that we have been able
to handle this situation. In drawing guidelines, you still get back to
the judgment of the individual who is doing it—whether the mate-
rial is pertinent or not pertinent. And please understand, these are

professional people, schooled in their work, who are supposed to be
able to make a determination of relevancy.

Mr. Conex. Thank you.

Mr. Kasrexyemr. On behalf of the committee, Mr. Miller, we wish
to thank you and your colleagues for appearing this morning.

These 2 hours have been very productive and you have been very

patient and we appreciate the contribution you have made. i
Undoubtedly there will be further need for us to get together, and
we will leave that to the future. And in the meantime, the subcom-
mittee would appreciate your fulfilling the request of the gentleman
from Maine. Your response should be directed to the subcommittee,

Thank you very much for your presentation this morning.

Mr. Mirer. Thank you, sir.

Mr. Kasrenmerer. Next the Chair would like to call Mr. William
Bender, director of the Constitutional Litigation Clinic at Rutgers
University School of Law in Newark, N.J.

Mr. Bender has represented clients in numerous cases involving
national security electronic surveillance and wiretapping. The hour
is late, but nonetheless, Mr. Bender, we appreciate your appearance,

You have a prepared statement which you may read, or if you
desire, you can summarize it, either way, it is up to you. i

Welcome to the subcommittee. \
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TESTIMONY OF WILLIAM J. BENDER, ESQ, ADMINISTRATIVE
DIRECTOR, CONSTITUTIONAL LITIGATION CLINIC, RUTGERS
UNIVERSITY SCHOOL OF LAW, NEWARK, N.J.

Mr. Bexoer. Thank you, Mr. Chairman. And T am sorry for my
delay in arriving here this morning. T was tied up in the Monday
morning airport syndrome.

T think T wounld begin by reading part of my statement and if it
becomes laborions T will stop and then T would be glad to try and
answer any questions the subcommittee may have.

First. T welcome the opportunity to appear before you today and
to relate some of my experiences with electronic surveillance matters
in several cases, both civil and criminal, in which T have appeared as
counsel. The cases inchide the following: United States v. Ahmad,
which was the Harrishurg Conspiracy case; United States v. Ayers,
which was the SDS Conspiracy case in Detroit; In Re Dellinger, et
al.. a contempt case arising out of the Chicago Seven conviction
[nited States v. Butenko, which T am presently handling, a criminal
espionage case in the district of New Jersey; United States v. United
Qtates District Court. which as we all know is now over; and Del-
linger, et al., v. Mitehell., et al., a civil action in the Distriet of Colum-
bia arising out of the disclosure of wiretapping in the Chicago Seven
Case in June of 1969. Sinclair v. Kleindeinst. and that is a civil action
amising out of the disclosure in U.S. v. U.S. Distriet Court; and
MeAlister. ot al.. v. Kleindienst, a civil action arising out of the dis-
closure in the Harrisburg Seven case.

T shall attempt to create a composite picture for you of the govern-
mental abuses of first and fourth amendment and statutory rights
from the public records of wiretap matters in these cases. Based on
these experiences, T urge you to reject legislation which provides for
co-callod national securify investigatory electronic surveillance of
anv kind in both foreign and domestic concerns. T will leave the
debate on the constitutionality of prosecutorial surveillance author-
izad by prior judicial warrant to others. However, I do want to sug-
oest that if the privacy gnarantees of the fourth amendment are to
be meanineful. the Congress must legislate meaningful administra-
tive controls for the conduct of such proseentorial surveillance. These
controls must be implemented vigorously by the legislative branch.

Mr. Kastexyerer. When you mention prosecutorial surveillance,
von are talking strietly abont eriminal or Title TIT wiretapping ?

Mr. Bexper. That is right. T am talking about that surveillance
wherein the law enforcement agencies have sought permission to
wiretap in order to gather evidence or the fruits of their surveillance
activities to further the prosecution of crime.

Now. it strikes me that the most serious revelation in these cases I
have handled has been the discovery that the Government has inten-
tionally sought to mislead the Federal courts into believing that
national security electronic surveillance was for investigatory, intelli-
gence gathering purposes as contrasted with the prosecutorial elec-
tronic surveillance which is utilized to gather evidence. And T just
want to read. if T may, some of the comments by the Assistant Attor-
ney General, Robert Mardian, made during the Keith case, in the
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U.S. v. US. District Court case, which are typical of the comments
made in the dozens of cases that I am aware of, and all of the cases
in which T have been involved. And then I want to point out, if T can,
the stone cold reality of what has gone on in these cases, because it is
here where I believe one of the largest abuses is to be found.

Mr. Mardian put it thusly :

This gathering of information is not undertaken for prosecution of eriminal

acts, but rather to obtain the intelligence data deemed essential to protect the
national security, (Government's Brief, at 16)

Mardian added:

We stress once again that, in eonducting such national security surveillances,
the Attorney-General is gathering intelligence information for the President,
not obtaining evidence for use in eriminal prosecution, (Id, at 19)

Moreover, unlike the traditional searches made pursuant fo warrant that
magistrates issue upon a showing of probable caunse, national security surveil-
lances are not designed to obtain facts needed in a eriminal Investigation, but
to ohtain intelligence information,

Mr. Kasrexsmeier. If it is agreeable to you, Mr. Bender, we will
have a 10 minute break so that members of the committee can answer
a quorum call on the floor, and we will return directly and resume at
12 :25.

Mr. Bexper. I am at your disposal.

Mr, Kasrexyemer, At this time the committee will be in recess.

Short break. |

Mr. Drixax [ presiding |. Would the meeting please come to order.

I am happy to resume this hearing and to ask Mr. Bender, in the
absence of the Chairman, to proceed.

Mr. Bexper. Thank you, Mr. Drinan.

When the Aeith case finally reached the stage of oral argument
before the Supreme Court, Assistant Attorney General Mardian
again asserted that the case was not one, “where electronic surveil-
lance was authorized for the purpose of obtaining prosecutive evi-
dence in a criminal proceeding” or a case “where the defendant was
the target of the electronic surveillance which was authorized.”

[ have quoted at length in my statement from the continuing asser-
tions in the same vein, and I will not read them all into the record
here. But, the point was clearly and simply made. 1 think the impor-
tant thing for this committee to realize 1s this argument was uni-
versally made in all the cases, both foreign and domestic, where the
Nixon administration chose to admit to electronic surveillance in
recent eriminal eases and snbmit the legality claim to the test in liti-
gation. FFor example. before the trial the Government in Ahmad.
“admitted to what * * * [it] believe[d] are probably conversations of
Sister Elizabeth MeAlister. one of the defendants in this case.” and
conversations having been overheard in a national security electronic
surveillance anthorized by the Attorney General of the United States
[heaving of May 24, 1971, pp. 56-57]. The Government steadfastly
maintained from the ontset that the overhearing of Sister McAlister
was inadvertant, having nothing to do with furthering the prosecu-
tion of its case and having no relationship to trial evidence [T.78].

The Government’s earlier representations, that whatever illegal
electronic surveillance—of the so-called national security variety—it
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may have conducted was only for intelligence data gathering, were
promptly contradicted. FBI agent Smith, who initiated the request
for the surveillance in question [Hearing of May 2, 1972, partial
transcript p. 31], and then supervised the surveillance operation
[T 86], testified m direct opposition to the prior representations of
the Government attorneys: and almost the first words out of his
mouth were very clearly and unequivoecally stated; the surveillance
was conducted to gather evidence to further the prosecution in this
case [T. 24, 45, 47].

The same can be said for the Ayers case, and I have set forth some
of those facts in the statement.

Now, after almost 5 vears of civil litigation in the Dellinger case,
which I cite on the first page of the statement, the Government has
turned over the requests for surveillance of the national security
variety and authorizations for those surveillances wherein the Chi-
cago Seven defendants were heard, and other specific organizations
that were parties to the litigation.

I am bound by a protective order not to reveal the contents of
those documents before this committee. owever, I want to strongly
urge that before this committee considers any speeific legislation that
it take up Mr. Miller of the FBI and the Department officials on
their offer, and in Executive session ask for and examine those docu-
ments. The actual inter-departmental correspondence on specific sur-
veillances, which T have seen, all the surveillances T have seen, con-
tain references to the intention of using the surveillance for prosecu-
tive purposes. The specific erimes which were sought to be investi-
gated and the person to be investigated, and the prosecution to be
mounted, are all set forth in infinite detail, and T would suggest as
strongly as I know how, that you ask for and examine this documen-
tation.

What T am suggesting is that the claim of investigatory surveil-
lance is a ruse, and it is a ruse which the Government used in order
to attempt to win the power which the court repudiated in 77.8. v.
U.S. District Couwrt, and which it again is bringing before this Con-
gress with regard to the foreign security surveillances to which some
of the legislation before this committee refers. And T would suggest
that this committec has got to pierce the claims in hoth areas if this
legislation is going to be meaningful.

Mr. Drixvax. Mr. Bender, if T may follow up on that for a moment.
If we do not have the votes for the total abolition of this type of
surveillance, how can we regulate it ?

Mr. Bexper. Well, T believe yon have to regulate the process by
which the agents conduct all surveillance. In other words, specific
records have to be designated by the legislation, and what the agent
does, by way of requesting an authorization, how the authorization
comes back. and then how the delegation to conduct the tap is made,
has got to be specified by the legislation in specific detail, and then
what the agents do when they conduct their surveillance has got to
he memoralized in specified writing. So, for example, the following
eannot occur: An agent condneting a national security tap sits with
earphones on his head. and a tape recorder in front of him, and a
radio microphone by his side. and he overhears a conversation con-
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cerning a criminal transaction. And he has the capability of direct-
ing agents in the field to take investigatory action based on what he
has heard over the t ap. Thereafter, he may or may not make a cut
on the tape or contemporaneously make an entry in a log or send out
a formal lead through an airtel. But, the fact of the violation of
privacy has already occurred, and then after the fact, in the criminal
case or in a civil case, when it is attempted to put it all back together
agmin, it is almost an impossible task because the whole record keep-
ing system has been designed to obliterate, at least in terms of erim-
inal process, the enitical violation. So, 1 would suggest that you have
to have a housekeeping commitiee of the (‘nnm\-&u of the House or
of the Senate Judiciary Committees, and that the activities of the
agents conducting all surveillance has got to be serutinized, subjected
to peniodic review, and the legislation ought to specify that if any
agent. transgresses from the preseribed train of events, does not use
the forms, does not specify the requisite information on the memo-
randa, then he loses his job.

And that has got to be an offense, and T believe whatever the legis-
lation is. that is the only way to ensure that in the administration of
legrislation there will not be any abuse.

Mr. Drixax, Mr. Bender, do any of the bills under consideration,
mentioned in the opening of your statement, approximate what you
are suggesting now ?

Mr. Bexoer. I have not seen that in any of the legislation that is
hefore this committee now, and T am suggesting it as an addition.

Now. I do not want to be understood to suggest that T am in favor
of bills which authonize surveillance. I am not. But, if we are dealing
in the practical world where e ither a version of Title ITI surveillance
for prosecutive purposes, or a version of a bill allowing for investiga-
tory surveillance in the foreign area is to be provided for, then to
make the guarantee reasonable, we have to close the loopholes and
find a way of regularizing the conduet of the officials who administer
the legislation.

Mr. Drixax. Mr. Kastenmeier’s bill attempts to do that by restmict-
ing the number of days that the wiretap can be installed, and Mr.
Kastenmeier can speak to that. but I think that is an approach, that
it is 15 days and then it follows to 10 days on the renewal. Now. do
vou think that that is a welcome approach to stopping this open-
ended surveillance, as they were talking about this morning?

Mr. Bexorr. Absolutely. T would limit it as to time and I would
limit it as to scope and direction. And it would also have to regularize
what happens during the 15 days so as to be meaningful.

Now, this is not to suggest that the only pmhh\m flowing from
electronic surveillance is the problem of tainted evidence in a erim-
inal case. Not so at all. The invasion of constitutional privacy occurs
whenever the overhearing takes place, and somebody else hears some-
one else’s thoughts or words. But, the window into the problem that
I have seen is when the government chooses to admit to electronic
surveillance in the eriminal case and that is——

Mr. Drixax. If the Congress is unable or unwilline to establish
all of those specified limits that yvou suggest. could the courts do it?
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Mr. Bexper. The difficulty is that after the fact there is no real
way of enforcing such requirement. After the fact you are taking
testimony on cross-examination from agents in a taint hearing and
the agents are attempting to show, to sustain the governmental
burden that the government has an independent source for its evi-
dence, and it is in the adversary proceeding where one party is trying
to save the case: namely, the government, and the other party, the
defendant, is trying to kill the case by either finding taint through-
out the investigation, or taint of particular trial evidence. So, I do
not think in these circumstances the adversary system is necessarily
the best way of regularizing the conduct.

It is no secret that there are virtually no reported cases where
federal courts have found taint following electronic surveillance,
and when one contrasts that fact with the experience of finding taint
in the whole other realin of violations of the fourth amendment, I
find it somewhat astounding. T do not believe, by the way. that it is
the product of there being no taint. I think it is the product of a
svstem which is clandestine in nature, and where the facts are con-
trolled by the agents engaging in the illegality in the first place.

Mr. Drixax. Thank youn. 1 yield back the Chair to Mr. Kasten-
meier.

Mr. Kastexsemr, Mr, Bender, did you want to continue?

Mr. Bexper. Yes, Let me pick up with a few sections of my state-
ment, and T will make myself available to the committee for ques-
tions, T am looking at page 6 now in the middle of the page.

Interim disclosures by the government in the Awyers case, that is
the SDS Conspiracy case in Detroit, reveal the enormity of some of
these problems and the difficulty of getting at the truth in the con-
text of a criminal prosecution suppression proceeding.

United States v. Ayers, No. 48104, U.S. District Court, Eastern
District of Michigan, Southern Division, was a conspiracy prosecu-
tion of the Weathermen faction of the Students for a Democratic
Society : the case was dismissed by the court on October 15, 1973.

The Government moved to dismiss this case because of its unwil-
lingness to suffer the revelation of the identity in adversary hearings
ordered by the court of an agency that had admittedly conducted
some of the illegal surveillance activities.

However, pursnant to an interim order on June 4, 1973 by Hon.
Damon J. Keith for disclosure of illegal electronic surveillance, the
Government turned over to the defendants 8,000 pages of transeripts
of telephone conversations covering eight months of surveillance.
And these were surveillances where the government conceded that
the defendants had standing and othrwise were entitled to disclosure
following the Opinion of the Supreme Court in 77.S. v. 77.8. District
Court. However, the Government asserted that these transcripts rep-
resented full compliance with the interim disclosure: namely, those
surveillances covered by Aeith, Although the judge reserved decision
as to whether or not the defendants had standing to receive summary
logs of the overhearings made during this time period, in the large
carton with the 3,000 pages of transcripts, and we inspected those
logs prior to returning them to the government. an inspection of
these logs by the defendants indicated that the Government was
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either unwilling or unable to comply with the interim disclosure
order concerning surveillance even where illegality and standing were
conceded. The logs listed 500 overhearings during the 12-day period;
in the 500 overhearings 239 parties were listed as “unidentified” by
the government. Upon inspection, defendants were able to determine
that a number of these unidentified overhearings were of the defend-
ants themselves and at least eight were of their attorneys. In each
of these instances, no transeripts of the illegal overhearings were
provided by the government to the defendants.

Now, in the ensuing proceeding, we debated with the government
the numbers of our projections as to the size of this problem. We
estimated that at any time the Government was unable to formally
identify for record keeping purposes one-half of the participants.
The Government said that our arithmetic was somewhat overblown
and it was more like 10 to 20 percent, at which point we said we will
concede that it is only 10 to 20 percent, and In a criminal case it
makes absolutely no difference. The Government has got to disclose
all instances of 1llegal overhearings pursuant to Alderman v. United
States. and it has created a system, a record keeping and disclosure
system, which is designed to do, or at least accomplishes, exactly the
opposite.

In the Ahmad case, also in the Ayers case, and I am looking now
at page 9 at the bottom, we began to flush out some of the mechanics
of how this system fails in its disclosure responsibility.

In the Ahmad ov Harrishurg conspiracy case the tentative deter-
mination of the participation of Sister McAlister on the calls was
surmised by the Government by reference to the telephone numbers
that they were called by the subject of the surveillance [T.12], namely
the number of the convent where Sister McAlister then resided along
with other nuns. However, no effort was made to identify the voice
of any person calling into the tapped location during the course of
the surveillance or afterward [T.14]. Unless a full name was men-
tioned in the course of a tapped conversation, the only means of
identification was by way of the name of the phone service sub-
seriber to whom the intercepted call was made [T.14]. FBI Agent
Smith recognized that often in phone conversations, a full name is
not used. So, even in the case where the Government made disclosure,
they were unwilling to make the formal assertion of identification.
Now, this is not to say that when agents are monitoring a live tape
recorder in front of them. and they have earphones on their head,
and a microphone with which they can communicate with an agent
in the field. that they do not indulge in the luxury of tentative iden-
tification. With the agent investigating Sister McAlister in the
Harrisburg case, he hears somebody who he thinks is Sister McAl-
ister say “I am going to the airport and meet so and so”, and al-
though he cannot say this is Sister Elizabeth McAlister, he does
pick up his microphone and direct a field agent to get out to the
airport and see if McAlister shows up. But, then, in concluding the
summary log. because T do not have the full name or the ability to
make a meaningful identification, he just might write down “Liz,
last name unknown”, or n phonetic spelling of a name, or “unidenti-
fied eall placed, unidentified person”, And he may not even bother
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to reflect on the log of his own activity the investigatory lead or the
girtel or some other wniting that he has used in the surveillance
that he has overheard in order to further the eriminal process. And
then in' the ensuing taint hearing where the facts are known only
to the government, and the only power the defense lawyer has is to
eross-examine the agent as to what he did, and the records are de-
nuded of this kind of reference, then the task is impossible.

Now, I suggest to you onee again that in the items we saw in the
Dellinger records, which as T indicated earlier T cannot read here be-
cause of the protective order in Dellinger v. Mitchell, there is a con-
certed effort within the FBI to protect the confidential source in the
manner T have just suggested. There arve specific documents where
agents are told to avoid—and I would love to quote these documents
here today—but to avoid, to use my own words, the lamentable,
practice of revealing the existence of illegal sources of internal re-
porting documients for justice reasons and in the same vein there is
also reference made to the practice of characterizing surveillance,
many surveillances, under one recording system to minimize the ve-
porting of the extent of the program. There are documents which
would indicate an effort to overemphasize the foreign involvement
of certain organizations and minimize the domestic activities of the
organizations. And these documents are contemporaneous with liti-
gation in the conrts concerning the very foreign security power
which this committee and its chairman are concerned with and pro-
posing legislation. T suggest to you as strongly as I can to probe
the specific practices before you consider legislation. And T have
kind of listed the series of questions which T would urge upon youn
im making those examinations of records and T would like to read
those into the record and then close my statement.

And this T think is what this committee should find out.

1. How are agents of the FBI instructed to cirenlate facts during
an investigation which are gleaned from an electronic surveillance
source? Testimony in some cases and recently revealed specifiec doeu-
mentation in materials covered by protective orders will show elab-
orate efforts to conceal electronic surveillance sources. This practice
makes a showing of taint extremelv difficult and insulates itlegnl
activity from even internal Justice Department controls.

2. How are electronic surveillances numerically counted and de-
seribed fo the legislative and judicial branches? These materials will
show efforts to conceal the extent of national securi ty electronic sur-
veillances by gronping many surveillances under a specific reporting
heading.

3. How has the Justice Department sought to analyze the foreign
and/or domestic character of its national security surveillance ?
These materials will show an attempt to overemphasize the contacts
and involvement with persons in foreign countries by the subjects
of certain surveillances to support arguments in court of the foreien
security character of the electronic surveillances in question. '

4. How extensive has national security surveillance been? Dis-
closed materials would indicate that the program was far more exten-
sive than anyvthing indicated in Department of Justice statisties.
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5. What are the constitutional consequences of the national secu-
rity electronie surveillance program ¢ Materials already disclosed in-
dicate a surveillance program of breathtaking enormity involving
hundreds of thousands of overhearings, authorized on fear, innuendo
and speculation without regard to the privacy rights and rights of
association and free speech of a free people. The program is the
consequence of raw executive power, unchecked by this legislature
or the judiciary. To legislate against and then to control these abuses
a full Investigation must be undertaken and specific review proce-
dures established.

I close these remarks by asking you whether these past 2 years,
characterized as they were by the constant invocation of the specter
of threats to national security for all necessary occasions will fore-
close the meaningful pursuit of your task. I would hope that recent
history suffices to demonstrate that the shopworn talismanic incanta-
tion “national security”™ can no longer foreclose democratic proc-
esses. A good beginning would be full serutiny of the entire national
security electronic surveillance program and the legislation of sub-
stantial controls to prevent its ugly reoccurrence,

Mr. Kasrexweer. Thank you, Mr. Bender, for a very helpful
statement. I think as a maiter of fact. if an.\“-t.hing. the questioning
by this commitiee has indicated its interest particularly in warrant-
less taps, or that done under the gnise of national security, because
this seems to be the most siurky area. But, I understand you to sug
gest that tapping or surveillance conducted in behalf of intelligence
gathering. was all right, except in that it might from time to time
be used against individuals for prosecutorial purposes. This suggests
that you were not unwilling that wiretapping and surveillance be
used for intelligence gathering as long as it is not used against
individual defendants in eriminal proceedings,

Mr. Bexper. 1 hope T did not give that impression. I am abso-
lutely opposed to intelligence gathering surveillance. As Justice
Powell suggested in District Court, intelligence gathering surveil-
lance is the Execative writ, it is the all-sweeping, all-encompassing
effort to know what a large group of people are doing. It is as abu-
sive in and of itself as any violation of the fourth amendment, and
I see no difference between intelligence surveillance of either domes-
tic or foreign concerns and a program of mass searches of houses
and mass interrogations. I do not want to leave that impression with
committee at all.

However, what T am trying te suggest is that in advocating intel-
ligence surveillance, this Administration was attempting to hood-
wink, T believe, both the legislature and the judiciary and they did
not mean by intelligence surveillance what they said they meant.
They specifically represented that they meant the program which
the Supreme Counrt rebuled beeause there were no standards. T think
we can demonstrate beyond cavil that what they did mean was a pro-
gram of gathering of evidence to prosecute when they had no prob-
able cause, no foundation for the tap at all. Now, this is not to say
that they did not want the intelligence data as well, that the Gov-
ernment did not want to know everything SDS was doing or every-
thing the Panthers were doing or everything a variety of other
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organizations were doing for its intelligence value. But, in the spe-
cific documentation which we have seen, the justification is that we
want to know in order to be able to prosecute so-and-so for a panticu-
lar erime. And in the documents where the surveillances are justified
for periodic review, there is a process of bragging about the prosecu-
toral successes as these surveillances, which tend to go on for a
long, long time. So, 1 want to suggest that we abandon investigatory
surveillance because it is constitutionally abusive no matter how it
is described, because it is not founded upon probable cause, And
because it is a ruse for prosecutorial surveillance at all we control it
in the most tight and careful manner possible knowing that the
program, unless it is controlled, is going to be abused.

Mr. Kasrenyremr. Toward the end of his statement this morning,
Mr. Miller characterized the three areas of wiretapping and sur-
veillance as: one, the eriminal area under title TIT where warrants ave
obtained, two, the connterintelligence or foreign intelligence-gather-
ing field for which warrants are not obtained, and three, the field
of domestic intelligence. And he suggested that pursuant to the
Keith case they were not presently engaging in any wiretapping to
obtain domestic intelligence. Presumably under title T1I they could
engage in domestic intelligence wiretapping but he suggested two
problem : one, that probable cause in such cases was diflicult to estab.-
lish and. two. they did not want to divulge subsequently the existence
of the tap.

And therefore, rather than aceept those two problems under title
IT1, they just did not engage in any activity at all in the third field
of domestic intelligence. Do you have any comment on that? Do yon
think that is, in faet, their policy ?

Mr. Bexner. Well, T think that their second problem, the problem
with nondivulgence, is not a particularly real one because when they
prosecute they have to divulge anyhow unless the surveillance be
legal. And after the K eith case it is not legal. And I would urge that
the suggestion that Mr, Justice Powell that the Congress enact legis-
lation following the Keith case will have to be very carefully recon-
sidered in the light of the gross misrepresentations as to what intel-
ligence surveillance is in the underlying record in that case.

And T have no hesitancy to tell you that we, as the lawyers in the
Keith case, will pursue that issue as vigorously as we know how.

Now, as to the probable cause standard, as I understand the fourth
amendment, if there is no probable cause, there should not be any
surveillance. If there is no probable cause that a crime is about to
be committed then there should not be a wiretap unless there can
be found a constitutional area where a different standard of probable
canse for investigatory surveillance may exist.

(Given onr recent history with that second kind of probable cause,
and T have tried to suggest it is a Tuse. T am highly skeptical that
such a new standard of probable cause by this Congress or the court
could ever be found and T would not want to see any such exception
to title ITT or any other legislation which provides for surveillance
on a lesser showing than a showing that a erime is about to be or is
being committed under the ruse of investigatory surveillance. T
think it would be a terrible mistake and an uncontrollable practice.
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As to the suggestion that there has been no surveillance following
district court, I would point this committee toward the hearings
undertaken in Minneapolis or was it St. Paul, within the last several
weeks arising out of Wounded Knee, where they are now about 5,000
pages of court transeript demonstrating an effort by the FBI to wire-
tap the Wounded Knee participants during the negotiations that took
place in the Wounded Knee enclave. And the court has determined
that those surveillances were illegal and has ordered they be sup-
pressed, and not be used in the ensuing prosecution.

[ know of no other examples by the way but I do know of that
one and the committee may want to inquire into it specifically.

Mr. Kasrexmeier. 1 have many other questions I would like to
ask of you, and perhaps we can continue our dialog at another time.
These are only the opening hearings on the subject of wiretapping
and electronic surveillance. We are not really prepared to consider
legislation wthout at least another set of hearings which will be
more refined based on these 3 days which have been largely to inform
ourselves of the question and try to understand its (fimmsions. In
any event I would like now to yield to my colleague from New York,
Mr. Smith,

Mr. Symrra. Thank you, Mr. Chairman. Thank you Mr. Bender,
for giving us a very interesting statement from the background of
your extensive experience with this problem.

I take it you feel, and T think you said, that you do not feel there
should be any domestic intelligence surveillance.

Mr. Bexper. That is correct.

Mr. Sarra. Of course if there is no domestic intelligence surveil-
lance the big problem comes, of course, in squaring that with the
constitutional guarantee of privacy. And here, of course. you come
into the old argument and t.llle ongoing argument of the right of the
individual as against the ultimate welfare of the Nation, if anybody
can ever make decisions in that regard.

For instance, the problem that we have, the problem that the Con-
gress would have, the problem the people of the country would have,
would be we have always felt in this country that differing opinions
were perfectly valid and legal, and that even a change of govern-
ment, if it be done by the ballot instead of the bullet was legitimate,
And that is what this country is about. But, an overthrow of the
Government by violent and revolutionary means was not contem-
plated in the Constitution and the feeling has been. of course, all
along that the Government ought to be able to protect itself against
that kind of activity. The difficulty is who is to say when there is or
might be that kind of activity and when there is activity that is pro-
tected by the Constitution. And do you see any means which we
could devise to protect the Government of the United States against
violent, overthrow while preserving the rights of the individual un-
der the Constitution ?

Mr. Bexper. The Congress grappled with this problem in enacting
title TII. And in those circumstances where an act of sabotage or
treason or the like is about to or has occurred and there is a probable
cause to get a warrant; the Justice Department can apply to the
court and get a prior judicial warrant, as the fourth amendment re-
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quires, authorizing the search and there is even the emergency pro-
vision in title IIT which allows the Department of Justice to act 48
hours in advance of going before a judge to conduct a surveillance

Now, I find it interesting that the 48-hour emergency provision,
at least as I understood Mr, Miller’s testimony, and from my own
experience in this field, never has been utilized. The Government
has rather chosen to go the ronte of intelligence gathering.

1 have difficulties with some aspects of title ITI as administered.
But, assuming its constitutionality, and the courts have found it to
be constitutional, it seems to be a much safer way to strike the bal-
ance that you are talking about; that is, the balance between privacy
and the need for the Government to protect its citizenry.

That is, when erimes are or are about to be committed, yon get
a warrant, and the separation of powers is fulfilled. A judicial offi-
cer stands between the zealous prosecutor and the accused and the
rights are protected in the constituitonal fashion. I know of no way
to answer your specific question where a grant of power to protect
the national security could be made and not abused by virtue of its
own weak and sweeping definition. I have hoped that we have
learned as a Nation in the last 3 years, the danger where national
security has been called out to justify some of the most horrendous
abuses I believe, by a wide vaniety of people.

Mr. Sarrra. Well, T tend to agree with you, Mr. Bender, in that T
cannot see why a proceeding under title ITI, for instance, in so-
called domestic intelligence cases where crime is about to be com-
mitted or has been committed. is as difficult for the FBI as Mr. Miller
testified. T can understand that it restricts the intelligence-gathering
funetion, but I tend to agree with you that perhaps this is the
only way that you can balance the constitutional guarantees.

Mr. Bexper. I think that you will find in looking at some of the
record, to which I have alluded, authorizing investigatory national
security surveillances, that there is a large measure of fear of consti-
tutionally protected dissent, a very large measure running through
these documents. And it is impossible to separate out the zeal with
which that fear has been pursued in authorizing surveillances and
the effort to use the criminal process in order to. in some of these cases.
chill and deter speech and struggling with this problem. I am glad
to hear that you are going to struggle with it a long time. And T
would hope that you would look at these documents. I think that the
proof of an assertion lies in our own recent history with it, and it is
a history that has got to be told where intelligence-gathering sur-
veillance has not been used in the way in which it has been justified.
It has been used in a highly abusive fashion, and I do hope you
will get a chance to look at it and make your own judgment mstead
of relying on mine.

Mr. Sarri. Thank you.

Mr. Kastenmerer. The gentleman from Maine, Mr. Cohen.

Mr. Comex. Thank you, Mr. Chairman. T just have one question.

On page 7 of your statement, Mr. Bender, toward the bottom of
the page you say “Upon inspection, defendants were able to deter-
mine that a number of these unidentified overhearings were of the
defendants themselves, and at least eight were of their attorneys.”
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How did you make that determination? Do you know of your own
knowledge ?

Mr. Bexper. Yes. Because the logs gave the phone numbers and
it gave the familiar mames that the individuals involved used in
conversations with their clients. One entry would be *Skip, last name
unknown” and then the name of the defendant, and the time and the
date and the phone number.

Well, Skip happens to be the name of the attorney whose first
name—that was his mickname, and the phone number was his office
telephone, so except for the recording pur poses, the Government did
not. make the identification, which by the way, on its face, was
patently absurd because the attorney happene to be rather well
known in the local georgraphical area, and his nickname appeared
in the press frequently and the phone number was certainly well
known, and it appeared throughout the logs in question, so it was
an obvious abuse,

Mr. Comex. Well, we had testimony earlier this morning, and I
do not know if you were present or not, that whenever an attorney
would be talking with his client, that the FBI agent would discon-
nect, or not monitor that conversation. That seems to be in contrast
to your testimony.

Mr. Bexper. 1 am familiar on this issue with a memorandum from
the then Attorney General Mitchell instructing agents to do just
that, to interrupt, but we just made available to the seventh circuit,
which is considering the Dellinger contempt case, some of the docu-
ments we found in the Dellinger v. M itchell, the civil case. with per-
mission of the district judge here and although I cannot tell you
the exact words in the document, in the public brief we filed we sug-
gested that the directive was not followed and we cited to a specifie
memorandum where a particular conversation between a client and
his lawyer discussing trial st rategy was mentioned, with a warning
at the bottom to be more careful in the future.

Mr. Conex. Were the Attorney General’s guidelines and recom-
mendations limited to the attorney-client. privilege, or did they in-
clude the doctor-patient, priest-penitent privileges? Do they have
any of the other normally recognized privileges ?

Mr. Bexper. The one that T have seen, which T believe is dated
July 1969, T am sorry, I guess it is July 1970 and I can make that
available to the committee if you like—

Mr. Conzx. If you would, yes.

[The document referred to follows. ]

Jury 14, 1969.

Excisep Cory oF MeMoRANDUM oF Jous MITCHELL FURNISHED To THE DIsTRICT
Count BY MR. CALHOUN

J. Edgar Hoover, Director, Federal Bureau of Investigation, and John N.
Mitchell, Attorney General

ELECTRONIC BURVEILLANCES

Both the Criminal and Internal Security Divisions have been reviewing the
legal problems in connection with present and future prosecutions, in view
of the information furnished by you concerning overhearings of some conver-

sations in recent months of some of the defendants involved in the Chieago
anti-riot case,
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The likelihood of continned-interception of several of the Chicago defendants
‘on existing installations does indeed present the possibility of serious legal
problems arising in connection with future eriminal trials, particularly if a
defendant in a pending Federal case is overhead discussing trial strategy or
tactics with his attorney. Moreover we must also be aware of the problems
presented by an agent of the government surreptitionsly overhearing conver-
sations of a defendant which may be relevant to the criminal case. See Massiah
v. United States, 377 U.S, 201.

In an effort to minimize the possibility of overhearing conversations involv-
ing defendants or their attorneys which relate to trial strategy I have con-
cluded that the Bureau should undertake the following precautions.

The telephone surveillances which 1 have authorized should continue under
the enrrent directives, However, the Bureau should take steps to insure that
each telephone surveillance on should be personally monitored by a
specinl’ agent or special employee. 3ach such monitoring agent or employee
should be instrueted in writing that he is fto immediately cease monitoring,
both in person and by electronic recording, and conversation as soon as he
becomes aware that one of the parties to the conversation is a defendant in a
pending Federal crimindl case or an attorney of such defendant. For the time
being each such agent or employee should be furnished with a list of defendants
and their attorneys who are involved in the Chicago anti-riot case so that he
will be aware of the persons whose conversations should not be monitored. A
list of those defendants and attorneys is attached, Te should also be instructed
to make a notation in the log, as appropriate, that the conversation was cut
off and was not overheard, after identifying the name of the defendant or
attorney who was on the line which occasioned the cut-off,

The same procedure should be followed with respect to the monitoring of

since it appears that some of the Chieago defendants will be over-
leard in connection with some of those surveillances. It is also possible that
one or more of the defendants or attorneys woitld be overheard on other cur-
rently operative electronic surveillances. Reasonable precautions should be
taken to prevent such overhearings. The primary purpose of these procedures
is to avoid the government's learning of defense strategy or plans in such a
way as there might be an intrugion into the Sixth Amendment rights of a
defendant. Any time a conversation relating to such strategy or tacties, be-
tween any two persons, takes place, the conversation should be immediately
ent off as soon as the subject matter of the conversation becomes apparent.

If a conversation of a defendant or one of his attorneys should inadvertently
be overheard and later comes to the attention of a special agent, that special
agent shall immediately seal the record of the conversation, attaching a memo-
randum certifying that he has not and will not orally or in writing relate the
substance of the conversation to any other representative of the government
or to anyvone else except upon order from the Attorney General. This sealed
log and the agent's certification should be immediately forwarded to you for
transmittal to the appropriate Assistant Attorney General.

I know that these procedures will place an additional burden on the Burean
but T am sure you will appreciate that it is a reasonable balance in an effort to
secnre needed intelligence and at the same time safeguard future prosecutive
steps which should be taken.

Attachment.

Defendants and Attorneys in United States v. Dellinger, et al,, N.D. Ill., 89
CR. 180,
DEFENDANTS

David T. Dellinger Jerry C. Rubin
Rennard ¢. Davis Lee Weiner
Thomas E. Hayden John R. Froines
Abbott H. Hoffman Bobby Seale

ATTORNEXS

Charles R. Garry Michael E. Tiger
Michael J,. Kennedy Leonard 1. Weinglass
William M. Kunstler Stanley A. Bass
Gerald B. Lefcourt Irving Birnbaum
Dennis J, Roberts Howard Moore, Jr.
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Mr. Bexper. It refers only to the attorney-client overhearings and
does not recognize any other privileges.

Mr. Kastexyemr. That would be very helpful to the committee
and we would appreciate receiving a copy.

Mr. Satrru. If the gentleman will yield, T think that Mr. Miller
testified this morning that the Attorney General’s instructions covered
all privileges.

Mr. Conex. It wonld be helpful if we can have that.

Mr. Bexper. I will let the memo speak for dtself. It is my recollec-
tion that only the attorney-client privilege is specifically mentioned.

Mr, Conex. That is all 1 have.

Mr. Kasrexyerer. On behalf of our committee, we want to express
our appreciation to you, Professor Bender, for your appearance here
today.

[The statement of William J. Bender follows:]

PREPARED STATEMENT oF WiLLiaM J. BENDER, ADMINISTRATIVE DIRECTOR, CON-
STIMUTIONAL  LitigatioN COriNic, RUTGERs UNIVERSITY ScHoOL OF Law,
NEWARE, N.J,

Chairman Kastenmeier and members of the subecommitiee: I welcome the
opportunity to appear before you today and to relate some of my experiences
with electronic surveillance matters in several cases, both eivil and criminal, in
which I have appeared as counsel. The eases include the following: United
States v. Ahmad, et al., No. 14950, United States District Court, Middle District
of Pennsylvania, reported 347 F.Supp. 912 (1972) ; United States v. Ayers, et
al,, No. 48104, United States District Court, Eastern District of Michigan,
Southern Division; In Re Dellinger, et al., 72 Criminal 925, United States
Distriet Court, Northern District of Illinois, Eastern Division and the Seventh
Cirenit Court of Appeals; Unifed States v. Butenko, United States District
Court, Distriet of New Jersey, No. 418-63; United States v. United States
Distriet Court, 407 U.8, 297 (1972) ; Dellinger, et al. v. Mitchell, et al., United
States Distriet Court, Distriet of Columbia, No. 1768-69; Sinclair, et al., v.
Kileindienst, et al., United States District Court, District of Columbia, No.
610-73 ; MeAlister, et al., v. Kleindienst, et al,, United States District Court,
Eastern District of Pennsylvania, No. 72-1977. I shall attempt to create a
composite picture for you' of the governmental abuses of First and Fourth
Amendment and statutory Rights from the public records of wiretap matters
in these cases. Based on these experiences, I urge you to rejeet legislation which
provides for so-called national security investigatory electronie surveillance
of any kind in both foreign and domestic concerns. I will leave the debate on
the constitutionality of prosecutorial surveillance authorized by prior judicial
warrant to others. However, 1 will suggest that if the privacy guarantees of the
Fourth Amendment are to be meaningful, the Congress must legislate meaning-
ful ndministrative controls for the conduct of such prosecutorial surveillance.
These controls must be implemented vigorously by the legislative branch.

Probably the most serious revelation in these cases has been the discovery
that the government intentionally sought to mislead the federal courts into
believing that national security electronic surveillance was for investigatory,
intelligence gathering purposes as contrasted with prosecutorial electronic
surveillance which is utilized to gather evidence. Assistant Attorney General
Robert Mardian expressed this proposition in briefs and arguments throughoat
the Keith case:

“T'his gathering of information is not undertaken for prosecution of criminal
fiets, but rather to obtain the intelligence data deemed essential to protect the
national security.” (Government's Brief, at 16)

“We stress once again that, in conducting such national seeurity surveillances,
the Attorney-General is gathering intelligence information for the President,
not obtaining evidence for use in criminal prosecution.” (Id., at 19)

“Moreover, unlike the traditional searches made pursuant to warrant that
magistrates issue npon a showing of probable cause, national security surveil-
lances are not designed to obtain facts needed in a eriminal investigation, but
to obtain intelligence information.” (Id., at 25)
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*The individual overheard is not himself the subject of surveillunce, but
his conversation is intercepted incidentally and wholly irrelevantly (in respect
to his prosecution), in connection with a surveillance to obtain intelligence
information to protect the national security.” (Id., at 39-40)

“In this case, the defendant, Plamondon, was not the subject of the surveil-
lance anthorized by the Attorney General. He was overheard when, fortuitously,
he made a call to the telephone installation which was the subject of the
surveillance.” (Id., at fn. 18, 40)

At oral argument before the Supreme Court, Assistant Attorney General
Mardian again asserted that the case was notf one, “where electronic surveil-
lance was authorized for the purpose of obtaining prosecutive evidence in a
criminal proceeding” or a case “where the defendant was the target of the
electronic surveillance which was authorized.” (Transcript of Oral Argument
at 8) Mardian went on to say :

“And 1 think that beyond question the in eamera exhibit will show that the
purpose of the surveillance was for the sole and limited purpose of obtaining
counter-intelligence information as distinguished from prosecutive evidence in
a eriminal case,” (Id., at 24)

“In the Alderman case, . . . the surveillance was authorized for the purpose
of obtaining prosecutive evidence to be used in a eriminal case, and it was
directed against the defendant, . . . In this case we have a situation, as in
Clay, where, as I said, the defendant unfortuitiousily—or fortuitiously, depend-
ing on the outcome of this case—happened to call the wrong number.” (Id.,
at 25)

“The only purpose is, as I have stated: one, to obtain the on-going intelli-
gence necessary to compete in the area of foreign affairs, and the on-going
intelligence necessary for this nation to protect itself against not only its
foreign foes hut its domestie foes.” (Id., at T9)

This argument was universally made in all the cases, both foreign and
domestic, where the Nixon administration chose to admit to electronic sur-
velllanee in recent criminal eases and submit the legality claim to the test in
litigation. For example, hefore the trial the government in Ahmad, “admitted to
what . . . [it] believe[d] are probably conversations of Sister Elizabeth
MeAlister, one of the defendants in this case,” and conversations having been
overheard in a “national” security electronic surveillance authorized by the
Attorney General of the United States. (Hearing of May 24, 1971, pp. 56-57.)
The government steadfastly maintained from the outset that the overhearing
of Hister MeAlister was Inadvertant, having nothing to do with furthering
the prosecution of its ease and having no relationship to trial evidence. (T.78).

The government’s earlier representations, that  whatever illegal electronic
gurveillance (of the so-called “national security" variety) it may have con-
ducted was only for intelligence data gathering, were promptly contradicted.
F.B.1. Agent Smith, who initiated the request for the surveillance in question
(Hearing of May 2, 1972, partial transeript p. 31), and then supervised the
surveillance operation (T.56), testified in direct opposition to the prior repre-
sentations of the government attorneys: the surveillance was conducted to
gather evidence to further the prosecution in this ease (T.24, 45, 47).

In its answer to the motion seeking disclosure of electronic surveillance
filed fto the indictment, in the Ayers case, the government characterized its ille-
gal electronic surveillance activities as they affect this case as follows:

“A review of the records of the Department of Justice has established that
the defendants Linda Evang, Dianne Donghi, Russell Neufeld, Jane Spielman,
Robert Burlingham were never the subjects of direct electronie surveillance,
nor were any premises in which they had a proprietary interest. However, the
said defendants did participate in conversations that are unrelated to this
ease and which were overheard by the Federal Government during the course
of electronie surveillance expressly authorized by the President acting throngh
the Attorney General.”

An examination of the disclogsed logs demonstrated that this statement was
patently false. This tap was directed at the national office of an organization
of which these defendants were members at a time when the government
alleged these defendants, the subjects of the tap, were formulating the con-
spiracy for which they were indicted. They, contrary to the assertion above,
“were . . . the subjects of direct electronic surveillance.” and the tap was on
the phones of an organization wherein they had constitutionally protected
expectation of privacy.
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These facts and like cirenmstances in other eases have been pleced together
bit by bit in eriminal cases, The conciusion—that the claim of a “fortutiouns
overhearing” on an intelligence tap was a deliberate falsehood, designed by
this administration te hoodwink the judielary into granting the national secu-
rity exception to the Fourth Amendment—is borne out by recent events, Civil
Discovery, after almost five years of litigation in the Dellinger case, has re-
sulted in the disclosure of doenmentation which pierces the fraudulent claim
of intelligence electronic surveillance once and for all. A protective order
prohibits the revelation of specifies to this Committee. However, I strongly
urge that before any legislation is reported out for floor action, that this Com-
mittee seek out from the Justice Department the requests for national security
electronie surveillances and the authorizations allowing them. This docu-
mentation will demonstrate the extent of the abuses and the need for cor-
rective action,

Interim disclosures by the government in the Apers case reveal the enormity
of some of these problems and the difficulty of getting at the truth in the con-
text of a eriminal prosecution suppression proceeding.

United States v, Apers, No. 48104, United States Distriect Court, Eastern
Distriet of Michigan, Southern Division, was a conspiracy prosecution of the
Weathermen faction of the Students for a Democratic Society; the case was
dismissed by the Court on October 15, 1973.

The government moved to dismiss this case because of its unwillingness to
suffer the revelation of the identity in adversary hearings ordered by the court
of an agency that had conducted some of the illegal surveillance activities.

Pursnant to an interim order on June 4, 1973 by the Honorable Damon J,
Keith for disclosure of illegal electronie surveillance, the government turned
over to the defendants 3,000 pages of transeripts of telephone conversations
covering eight months of surveillance., The government asserted that these
transeripts represented full compliance with the interim disclosure., Although
the judge reserved decision as to whether or not the defendants had standing
to receive summary logs of the overhearings made during this time period,
twelve days of logs were inadvertently included with the 3,000 pages of tran-
seripts, An inspection of these logs by the defendants indieated that the gov-
ernment was either unwilling or unable to comply with the interim disclosure
order concerning surveillanee even where illegality and standing were con-
ceded, The logs listed 500 overhearings during the twelve day period; in the
30 overhearings 239 parties were listed as *unidentified” by the government.
Upon inspection, defendants were able to determine that a number of these
unidentified overhearings were of the defendants themselves and at least eight
were of their attorneys. In each of these instances, no transeripts of the
illegal overhearings were provided by the government to the defendants,

Simple arithmetie shows the enormity of the problem if the tap operated
for eight months at the same level. More than 12,000 overhearings with more
than 5,000 unidentified voices occurred.

I don’t belleve the disclosure failures in wirtually all national security
eleetronie surveillance cases are mere happenstance. The indexing and reporting
systems within the Department of Justice function so as to avoid rather than
allow requisite diselosures in the eiriminal process: In the Ahmad case
F.B.I. Agent Gary Owen Watt, a supervisor of the F.B.1.'s domestic intelligence
division, supervigsed the general search of records (T.54), pursuant to a letter
from the Justice Department attorneys (T.57), in order to disclose any elec-
tronie surveillance as to defendants, their attorneys or any unindicted co-
conspirators, The means for ascertaining the existence of surveillance is an
F.B.I. index comprised of an alphabetieal list of names (T.57). Index eards
wonld indieate that a telephone belonging to the person listed, was tapped,
that someone was overheard who called into the installation, “the date the
installation was iInstalled might be also included in the file, and the location

. possibly” (T.58), Unidentified eallers who may only use first names who
call into a tapped installation would not be reflected in the index (T.59).
Agent Watt was not certain if the fact of the existence of unidentified callers
on the tap would be listed in some manner, No index is kept by investigating
subject, by name of ease or by place. The only way to determine whether some-
one has been overheard is to search for a mame alphabetically in an index
file (T.61). Watt knew of no other method within the department of determin-
ing whether or not a partienlar individual has been overheard (T.61-62). The
only way to determine if a residence had been overheard would be if the resi-




252

dence was identified with a name in the index (T.63). The defendants’ sub-
mission to the govrnment of a list of places, wherein they had an expectation
of privacy, to assist the government in searching its files, was a worthless
exercise because, “if his name wasn’t mentioned, his name wouldn't be included
in the indexes [sic]” (T.67). Where several people shared a residence with
n tapped phone, only the name of the telephone subscriber would appear on
the index, not the other users of the phone. No search was made for an item
“Religious Sacred Heart of Mary,” the residence of Defendant Sister MeAlister,
one of the places listed in defendants' motion (T.77).

In the Ahmad or Harrisburg conspiracy case the tentative determination
of the participation of Sister MeAlister on the calls was sarmised by the gov-
ernment by reference to the telephone numbers that were called by the subject
of the surveillance (T.12), namely the number of the convent where Sister
MeAlister then resided along with other nuns. However, no effort was made
to identify the voice of any person calling into the tapped location during
the course of the surveillance or afterward (T.14). Unless a full name was
mentioned in the course of a tapped conversation, the only means of identifi-
cation was by way of the name of the phone service subseriber to whom the
intercepted call was made (T.14). F.B.I Agent Smith recognized that often
In phone conversations, a full name is not used, as was the case with the two
logs before the court where only a first name, to wit, “Liz" was used (T.15).
The agent also recognized the possibility that names are not always nsed
(T.18), making identification by names impossible, The mechanical devices
which recorded the phone numbers of out-going ecalls from the tapped location
could not register the phone numbers of incoming calls, so incoming calls were
not formally identified for record-keeping purposes,

This is not to suggest that agents’ overhearing calls or conversations during
the course of an investigation lack the eapability of acting on their “tentative”
identifications. The problem faced by defendants is that the reality of the
government's prosecutive use of electronic surveillance is carefully concealed
from judicial serntiny.

I urge this subcommittee to deeply probe the Justice Department during
these deliberations on the following issues :

(1) How are agents of the F,B.I. instructed to eirculate facts during an
investigation which are gleaned from an electronic surveillance souree? Testi-
mony in some eases and recently revealed specific documentation in materials
covered hy protective orders will show elaborate efforts to conceal electronic
surveillance sonrces. This practice makes a showing of taint extremely diffi-
cult and insulates illegal activity from even internal Justice Department
eontrols,

(2) How are elecironie surveillances numerically counted and deseribed to
the legislative and judicial branches? These materials will show efforts to
concenl the extent of national security electronic surveillances hy grouping
many surveillances under a specifie reporting heading.

(3) How has the Justice Department sought to analyze the foreien and/or
domestic character of its national security surveillances? These materials will
show an attempt to over-emphasize the contacts and involvements with persons
in foreign countries by the subjeets of cerfain surveillances to support argn-
ments in eonrt of the foreign security character of the electronic surveillances
in qnestion.

(4) How extensive has national seeurity surveillance been? Disclosed ma-
terinls wonld indieate that the program was far more extensive than anything
indieated in Department of Justice statisties,

(5) What are the constitutional consequences of the national security
elecfromic surveillance program? Materials already disclosed indicate a sur-
veillanee program of breath-taking enormity involving hundreds of thousands
of overhearings, anthorized on fear, innuendo and specnlation without regard
fo the privacy righte and rights of association and free speech of a froe peonle,
The program is the congequence of rnw executive power, unchecked hy this
legislature or the indiciary. To legislate against and then to eontrol these
almses a fnll investigation must be undertaken and specific review procedures
established.

T crlose these remarks by asking yon whether these past two yvears, charne-
terized as thevy were hv the constant invoeation of the speetre of threats to
national seeurity for all necessary oceasions will foreelose the meaningful pnr-
sult of yonr task. T wonld hope that recent history suffices to demonstrate that
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the shop-worn talismanic ineantation “national security” can no longer fore-
close demoeratic processes, A good beginning would be full scrutiny of the
entire national security electronie surveillance program and the legislation of
substantial controls to prevent its ugly reoccurrence.

Mr. Kastexareier. With that, the Chair will also announce that
statements of Congresswomen Abzug and Mink, Congressman Kemp,
and Dr. Lapidus will be accepted for the record and that the record
will be kept open for a period of two weeks during which time other
relevant material and statements can be received for inclusion
therein.

[ The statements referred to above follow :]

STATEMENT OF REPRESEXNTATIVE BELLA 8. ABzUG

Mr. Chairman and members of the subcommittee, I appreciate the oppor-
tunity of appearing before you today to discuss a subject about which I feel
most strongly and to speak in support of two bills which I have introduced
to guarantee to individuals their constitutional rights of privacy, H.R. 9698
and H.R. 9815.

The first of these bills would make a simple but significant change in Seetion
2511(2) (e) and (d) of Title 18 of the United States Code. It would provide
that wire and oral communications ean be intercepted without a judicial war-
rant only if all the parties to the communication give prior consent. The second
bill, H.R. 9815, would prohibit investigations, surveillance, or data-keeping by
the military into the beliefs, assoclations or political activities of civilians and
civilian organizations,

For many years, I and several of my colleagues in both bodies of Congress
have spoken out In decrying the violations of privacy and other individual
rights perpetrated by the government in the guise of its legitimate functions,
But our voices seemed to fall on deaf ears. Now, however, the protection of
privacy has become a more popular issue and even a “fashionable” legislative
subject. In this session of Congress alone, more than a hundred different bills
and resolutions relating to privacy have been introduced and are now being
eonsidered by several committees of the House, A recent Harris Poll indicated
that the general public, by 77 per cent to 14 per cent, overwhelmingly favors
passage of legislation fo curb the abuses of governmental wiretapping and bug-
ging. And last February even President Nixon, in creating his Committee on
the Right of Privacy, headed by Viece President Ford, recognized the dangers
to onr democratic institutions that invasions of privacy represent. Perhaps it
took the shocking disclosures of the Watergate scandals to awaken the general
publie and my colleagues to the realities of life in this electronie age and to
the urgent need for legislation to place some limitations on unbridled govern-
ment snooping. Whatever the causes for the change in attitudes, T am delighted
that it has come about, that the time is now ripe for passage of legislation
that will put an end to ever-incrasing governmental intrusions on citizens'
private lives. The hearings which this subcommittee is now condueting give
me hope that we may still be able to check, before it is too late, the drift
towards totalitarianism and thought control which must ensue when every
aspect of an individual’s life is subjeet to electronic monitoring.

These words may sound overly dramatic but there is no more insidious
invasion of privacy than electronie surveillance. It is insidions not only becanse
of its covert nature—even now this subcommittee does not know how many
warrantless wiretaps were approved by the Department of Justice in 1973—
but because it reaches into the innermost aspects of an individnal's life, to his
thoughts and beliefs, to those basic rights that are guaranteed by the First
Amendment. As Ramsey Clark stated when, as Attorney General, he testified
in snpport of the Right of Privacy Act of 1967 (8. 928) :

“Nothing so mocks privacy as the wiretap and electronic surveillance. They
are incompatible with a free society and justified only when that society
must protect itself from those who seek to destroy it.”

T agree wholeheartedly.

The nse of wiretapping and electronie surveillance is relatively recent,
dating only from the invention of the telephone. With the increasing sophisti-
ciation of electronie devices, undoubtedly the use of such devices has kept pace
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with their refinements though none of us can elaim to know the real extent
of this use, Aside from Congress’ need to know the extent of warrantless wire-
taps authorized by the Department of Justice, we have no idea of the degree
to which wnauthorized wiretapping has been engaged in by Federal agents or
to what extent other types of electronie surveillance have been employed,
Without this knowledge, we cannot begin to measure the value or necessity
of electronic monitoring in the area of erime control or national security.

Since the invention of the telephone, the microphone, and recording devices,
the courts and the Congress have been attempting to reconcile this necessity
with the fundamental constitutional rights guaranteed by the First, Fourth and
Fifth Amendments. The iszue of the use in a criminal trial of evidence obtained
by wiretapping first came before the U.S. Supreme Court in 1928, in.Olmstead
v. United States, 277 U.8, 438 (1928). On a five to four vote, the Court held
that wiretapping was not within the confines of the Fourth Amendment, inter-
preting the search and seizure proscription as applying only to physical prop-
erty and tangible items. Im a vigorous dissent, Mr. Justice Brandeis stated :

“To protect [the right to be left alone], every unjustifiable intrusion by the
Government upon the privaey of the individual, whatever the means employed,
must be deemed a violation of the Fourth Amendment . . . There is, in essence,
no difference between the sealed letter and the private telephone message . . .
The evil incident to invasion of the privacy of the telephone is far greater than
that involved in tampering with the mails, Whenever a telephone line is tapped,
the privaey of the persons at both ends of the line is invaded and all conver-
sations between them upon any subject , . . may be overheard.”

Six vears later, Congress enacted the Federal Communiecations Aet of 1934,
48 Stat. 1103, Section 605 of which provided that “. . . no person not being
authorized by the sender shall intercept any communication and divulge or
publish the existence, contents, purport, effect, or meaning of such intercepted
communication to any person.” Unfortunately, no well-established consistent
hody of case law developed in the years that followed. The leading Supreme
Court eases, before the enactment of the Omnibus Crime Control and Safe
Streets Act of 1968, were Berger v. New York, 888 T.8. 41 (1967), and Kafz v.
United States, 389 U.8. 8347 (1967), in which the Supreme Court in essence
adopted Justice Brandeis' dissent in the Olmstead ease, and held that elec-
tronie eavesdropping was subject to the requirements of the Fourth Amend-
ment. Mr. Justice Stewart, speaking for the Court in the Kafz case, (389 U.S,
at 252-353) stated :

“We conclude that the underpinnings of Olmstead and Goldman have been
g0 eroded by onr subsequent decisions that the ‘trespass’ doctrine there enunci-
ated ean no Jonger be regarded as controlling. The Government's activities
in electromnically listening to and recording the petitioner’s words violated the
privacy apon which he justifiably relied . . . and thus constituted a ‘search
and seiznre’ within the meaning of the Fourth Amendment.”

In 1908, following the Berger and Katz cases, Congress attempted to resolve
the dilemma by enactment of the Omnibus Crime Control and Safe Streets
Act, Thig, a8 you no doubt recall, was during a period when “crime in the
streefs” was becoming a major political issue and erime control was more
popular than the pretection of privacy. Although certain types of wiretapping
and eleetronie eavesdropping were prohibited and eriminal sanetions and eivil
remedies were provided, Congress for the first time, in Title ITT. specifieally
anthorized the mse of electronie snrveillance in eriminal investigations and
specifieally exempted national security cases from any of the restrietive pro-
vigsiong of the Act. Here again thofe two familiar eatch-alls—eriminal investi-
gations and national security—were used to justify governmental invasions
nf nrivacy.

One of my bills, H.R. 9898, which (= identical to H.R. 987, introduced ny
Rep. Long and eo-sponsored by twenty five other Members of the House. wonld
amend 18 T.8.0C. Section 2511 (2)(e) and (d) by vroviding that wire and
oral eommunications ean be intercepted lawfolly without a judicial warrant
only if all the parties to the communication give prior consent, The present
Act reomires the consent of onlv one party to the communieation. The Depart-
ment of Justice is opnposed to this bhill as it is to all proposed amendments to
Title IIT. First. the Jnstice Department argues, itse “snecesses reqnire (them)
to recommend that Title ITT remain unchanged.” Eleetronie surveillance tech-
niques have allegedly been most effective, if not indispensable, in combatting
organized crime. As the Justice Department has yet to furnish any concrete
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evidence in support of this allegation. I have no way of knowing how valuable—
necessary—electronic surveillanee has been in controlling erime.

Second, the Justice Department argues, HR 9698 would negate any efforts
to obtain evidence by investigative procedures that have consistently been
approved by the Supreme Court. It is true that the Court has drawn a distine-
tion between electronic surveillance without the consent of any of the parties,
requiring a court order and a showing of probable cause, and the monitoring
of conversations with the consent of only one party. As recently as United
Ntates v. White, 401 U.S, 745 (1971), a closely divided Supreme Court adhered
to its old ruling that the use of bugged informers was outside the requirements
of the Fourth Amendment. The railroads appear to be that one who confides—
or talks to—another assumes the risk that his confidence may be disclosed
and the risk is no different even if the other person is recording or broadeast-
ing the first person's disclosures. I submit that these cases are bad law, The
number of separate opinions in the White case and the lack of a majority
opinion are evidence of the lack of consensus in this area. Moreover, if existing
law permits the interception of communications without a warrant or any
showing of probable eause or even of reasonableness without the prior consent
of all the parties to the communication—and the White case and Section 2511
(2) (¢) and (d) so indicate—there is a clear need for a change in the law.
The Federal Communications Commission, in instituting the “beep tone rule”
and in prohibiting eavesdropping by radio devices unless all parties to the
communication consent, has already recognized this need. The FCC regulations,
however, lack effective sanctions—only discontinnation of telephone service
or a §500 fine. My bill, however, would make willful interception, disclosure,
or use of a wire or oral communication without the prior consent of all parties
subject to the existing criminal penalties and civil remedies provided in Title
IIT, As the existing provisions for court ordered interceptions in eriminal
investigations would still be available, it can hardly be argued—as both the
Justice and Defense Departments do—that the amendment proposed by HR
9698 wonld serionsly hamper erime control activities,

Although HR 9698 would amend only one section of Title III. increasing
the types of cases in which a judicial warrant would be required, there are
other bills presently before this subeommittee which would make more sweep-
ing changes. Rep. Drinan's bill, for example, HR 9781, would eliminate all
provisions of the Act authorizing electronic surveillance and would retain
only those sections prohibiting the interception, use, or disclosure of any wire
or oral communication without the prior consent of all parties to the commu-
nication. H.R. 13825, introduced by the Chadrman of this subcommittee and
identical to a bill introduced by Senator Nelson, would provide specific controls
for the use of electronic surveillance in “national security” eases. Following
guidelines snggested by the Supreme Court in the Keith case (United States
v. United States Distriet Court, 407 U.8. 207 (1972)), it would prohibit all
warrantless wire or oral interceptions (except for one party consensual inter-
ceptions and others enumerated in Section 2511 (2) ), but would require less
than a showing of “probable canse” to obtain a Judieial warrant to authorize
surveillance of a foreign power or its agents,

Becanse of my own opposition to Title ITI of the Omnibus Crime Control and
Safe Streets Act, I am convineed that more basic changes are needed than
those proposed in my bill, In the area of eriminal investigation, for example,
the standards set forth in Section 2518, even if strictly adhered to—as the
Justice Department so painstakingly asserts has been done—are hardly ade-
quate to meet the test of “narrowly ecirenmseribed” surveillance required by
the Berger and Katz eases. Perhaps electronic surveillance, by its very nature,
can never conform to the striet requirements of the Fourth Amendment, even
when such surveillance is conducted pursnant to a judicial warrant. As the
ACLU has pointed out in its excellent presentation hefore this subeommittee,
“the technology itself stands in the way of any kind of effective control.”

It Is certainly arguable that even court authorized electronic surveillance,
as condueted under Title I1T, may be proseribed by the Fourth Amendment,
There is no doubt, however, that warrantless wiretaps and monitoring econ-
ducted by the government in the guise of “mational security” present a clear
threat to onr basie First Amendment rights. Because of the imprimatur of
“security,” these activities are shielded by a veil of secrecy not only from
the individuals subjected to surveillance but from the conurts and the Congress
as well. And, unless they are known, they cannot be subject to challenge or to




control. It is only in recent years that we have begun to learn of government
spying and snooping dating back to the sixties. We may never learn the full
extent of this activity. More recently, we have heard sordid accounts of
Incidents occurlng during this Administration—spying activities, wiretapping,
and other forms of surveillance directed at law abiding citizens suspected
only of engaging in political dissent or viewed as political “enemies"—all
undertaken by the federal government in the name of “national security.”

A 1971 Senate subcommittee report revealed, for example, that during the
late: 1960°s extensive spying was secrefly condueted by 1500 agents of the
Defense Intelligence Agency on more than 100,000 civilians, Anti-war activists,
blacks, and students were particular targets. After disclosure of this illegal
political surveillance in 1971, the Pentagon issued strict regulations against
spying on eivilians. Yet a Senate committee recently learned that the U.S.
Army has continued to maintain numerous surveillance operations on civilians
in the United States.

The Department of Defense, in its testimony before this subeommittee,
unequivoeally stated that it does not conduet electronie surveillance of civilians
not affilinted with the Department. It cited DOD Directive 5200.27, which ex-
pressly forbids such practices “except in marrowly defined cirenmstances.”
It did not, however, explain the nature of those circumstances.

The DOD testimony indicated, however, that neither the Omnibus Crime
Control Aet nor its DOD regulations apply to its activities outside U.S. terpl-
tory. Its overseas activities, even when directed at United States eitizens,
are governed by the Status of Forces Agreement and the laws of the host
conntry. There appear to be no constraints on its spying activities, or any
explanations deemed necessary for the lack of constraint.,

During the 1972 Presidential campaign, army aunthorities sent intelligence
agents to infiltrate a branch of the U.S. Democratic party in Berlin, as well
as an offshoot of the Ameriean Civil Liberties Union and a group of Protestant
missionaries supported by the World Council of Churches. For at least a year,
these agents photographed members, acquired lists, opened mail, copied corre-
spondence, and reported on the activities of the Berlin Democratic Club and
Concerned Americans in Berlin. An autographed copy of a photograph of
George MceGovern was solemny regarded as a suspicious document and duly
noted, The agents' attempt, apparently, was to link the Berlin Democrats
to so-called leftist groups in America and to the East German communists , . .
just as MeGovern supporters in this country were harassed and put on “enemy
lists.”

Although the United States Army sought to justify the surveillance of these
American eiviliang on “pational security” grounds—that is, they were re-
sponsible for “dissidence” among American troops—nothing even remotely
subversive was ever discovered and no action was taken against any of these
civilians. But the danger lies in the fact that these military agents eollected
reams of data on the personal lives and politics of American citizens and
delivered them to an undercover army “countersubversive” intelligence unit.
Reports were then forwarded to the chief intelligence officer in Europe who
was later promoted to a top intelligence job in Washington.

Senator Lowell Weicker turned the documentation of this spying over to
the Senate Armed Services Committee, hut very little happened. The Army
explained that such spying was legal in Germany, West German officials even
cooperated by tapping telephones themselves, Fuarther, they said, it was not
political in nature—though no one seems to have been keeping records on any
chapters of CREEP in Europe.

It is hardly necessary to comment on the intimidation that results from
this kind of snooping, Were it allowed to continue nnechecked, the democratic
process wonld wither away. Fortunately, vigilant citizens and concerned mem-
bers of Congress will not allow this to happen.

My hill, H.R. 9815, which is identical to a bill introduced in the other body
by Senator Ervin, ig specifically directed at this kind of wunconstitutional
surveillance, The bill would prohibit use of the Armed Forees or of any State
militia to conduet investigations into, maintain surveillance over, or record
or maintain information regarding the beliefs, associations or political activ-
ities of any ecivilians or eivilian organizations, The bill provides ecriminal
penalties for civil or military officers ,who violate these provisions and also
provides ¢ivil remedies for damages and for injunctive relief,
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It is elear that there is a real need for legislation in this area. U.S. citizens,
only because they are situated abroad, are being denied their constitutional
rights, not by any foreign nation but by an arm of the U.S. government. This
the DOID has sdmitted. With respect to Defense Department activities in this
country, it should be clear by now that we ecan no longer rely on the military
to observe its own regulations. I urge you to give favorable consideration o
this bill, not onl to rectify the situation in the Defense Department, but to
guarantee to all U.S. citizens their First Amendment rights.

TESTIMONY OF REPRESENTATIVE Patsy T. MINK

Chairman Kastenmeier and distinguished members of the Subcommittee, I
appreciate this opportunity to speak in support of legislation to protect our
citizens' right to privacy.

I am a co-sponsor of H.R. 9973, the principal sponsor of which is Congress-
man Long of Maryland. This legislation is the same as his own bill, H.R. 9667,
and is one of those being taken up in these hearings.

The purpose of this bill is to require the consent of all persons whose com-
munications are intercepted under certain provisions relating to types of eaves-
dropping. Specifically, it would amend Title 18 of the United States Code to
provide “It shall not be unlawful under this chapter for a person to electron-
ieally record or otherwise intercept a wire or oral communieation where
all panties to the communication have given prior econsent to such interception
unless such communication . . ., (was) for the purpose of committing any
criminal or tortiouns act ., . .

We are seeking to forbid any taping or other listening-in on conversations
until all parties involved have been informed of it. Courts would still have
the power to authorize wiretaps for investigations of eriminal activities or
because of urgent national security needs.

The need for this change was made clear by the disclosure of the White
House taping system, in which recordings were made of Government officials,
members of Congress, foreign diplomats, and White House staff members
without their knowledge or consent.

Unfortunately, the development of our laws as construed by wvarious court
rulings is that it is now perfectly legal to tape record the econversation of
someone else as long as one party knows of and consents to such recording. In
other words, I might eall another person on the telephone, tape our conversa-
tion, and use it for my own purposes and use it without fear of wviolating
the law.

Obviously, this practice poses grave danger to our historic concept of the
Right of Privacy. Every American assumes he has a legal, constitutional right
to a certain privacy in his eonversations whether in his own home, office, or
elsewhere. Yet this is not the case, since the law as construed by courts per-
mits interceptions as I have outlined.

The only way we can restore guaranteed privacy, and at the same time
permit criminal investigations where authorized by a court, is to enact this
change in our laws. If somebody wished to record a conversation for legitimate,
non-criminal purposes, such as to keep a historie record, he would need only
80 advise the other parties and secure their permission.

I believe this legislation is sorely meeded to close a deplorable gap in our
laws adversely affecting each American's rights. 1 urge its adoption by the
Subcommittee,

CONGRESS OF THE UNITED STATES,

HousE oF REPRESENTATIVES,

Washington, D.C., April 10, 197}.
Hon. Ropert W, KASTENMEIER,
Chairman, Subcommittee on Courts, Civil Liberties, and the Administration of

Justice, Committee on the Judiciary, Washington, D.C.
Dear Bos: First, yon are to be congratulated for scheduling public hearings

on pending legislation relating to wiretapping and other forms of electronie

surveillance. It 4s a subject on which Congress has not moved for far too
long.
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I am forwarding herewith a Statement on this subject matter, specifically
on my bill, H.R. 11838, to require prior court approval on all wiretap and
electronic surveillance orders. I would appreciate it if this Statement could
be put into the record of your proceedings on the first day of the hearings.

If there is anything which I can do to mobilize colleagues on this matter,
please let me know,

Until then, I am,

Sincerely,
Jack KeMmp.

STATEMENT OF REPRESENTATIVE JACK KEMP oF NEW YORK

Mr. Chairman, the subject of wiretapping and other forms of electronic
surveillance is a matter intertwined with the right to privacy—the right to
be let alone, the right to be left alone. It is a right which forms the basis—
serves so to speak as the common denominator—of such protections as those
shielding the individual against unwarranted searches and seizures, smooping
invéstigations and fishing expeditions by authorities, the inspection of personal
papers, records, and effects,

Support for this right runs deeply in the spirit of Anglo-American juris-
prudence. As Mr. Justice Brandeis observed in his 1928 opinion in Olmstead
against United States, the makers of our Federal Constitution recognized the
significance of man’'s spiritual nature, of his feelings, and of his intellect. They
knew that only a part of man's spiritual nature, of his feelings, and of his
intellect. They knew that only a part of man's spiritual nature—the pain,
pleasure and satisfaction of life—is to be found in material things. They
sought to protect Americans in their beliefs, their thoughts, their emotions,
and their sensitivities. They conferred, over and against the Government
itself, a right to be left alone—a right to privacy—the most comprehensive of
rights and the right most valued by eivilized men. From that awareness
arose the adoption of our Bill of Rights, containing the essential protections of
the individual, giving to the individual the force of law to say to an agent
of the Government, “"No, you cannot come into my house or into my life, by
any means, without my consent or the full requirements of law and due proc-
888,

Certainly, on some issues before this House and the Congress, there must
be no retreat from our resolve. The insuring of adequate safeguards to protect
the individual's right to privaey, in all its myriad of forms, i8 such an issue.
That is why I am so impressed with the Subcommittee moving at this time
towards the consideration of legislation to remedy the shortcomings in present
law as to wiretapping and electronic surveillance,

THE PROVISIONS OF H.R. 11838

Mr. Chairman, on December 7, 1973, I introduced the measure H.R. 11838
a bill to amend sections 2516 (1) and (2) of title 18 of the United States Code
to assure that all wiretaps and other interceptions of communications which
are authorized under those sections have prior court approval. The key here
is “prior court approval.”

The bill is short in length but long in importance, for the obtaining of court
approval as an afterthought when one perceives that evidence gathered might
have to be introduced in court on one hand and the obtaining of prior court
approval in all instances before information is gathered on the other hand is
difference between inadequate protection of rights and more adequate protec-
tion. This is, therefore, n crucial distinetion.

Why is this legislation desirable?

THERE IS A LOOPHOLE IN THE PRESENT LAW

Chapter 119, Wire Interception and Interception of Oral Communieations,
of title 18 of the United States Code is the applicable Federal law governing
the interception and disclosure of wire and oral communications.

In short, this law prohibits such interceptions and disclosures, exeept in
those specifically defined instances in which the Attorney General of the
United States, or any Assistant Attorney General specifieally designated for
such purpose by him, obtains authority, upon application to a Federal judge
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of competent jurisdiction to make an interception. It also authorizes the
principal prosecuting attorney of any State, or the principal prosecuting attor-
ney of any political subdivision thereof, if such attorney is authorized by a
statute of the State to make application to a State court judge of competent
jurisdiction for an order authorizing or approving the interception of wire or
oral communications,

There is a loophole or escape valve built into the present text in each in-
stance, to wit: The language—"an order authorizing or approving” and “when
such interception may provide or has provided"—allows a Federal agency or
a State or local prosecutor to first intercept, then theréafter get a retroactive
approval. Clearly, the language permits retroactive approval of wiretaps and
other interceptions. One is left with an impression that these agencies may,
in fact, seek a court approval only if they determine that the evidence gath-
ered might be used in court and therefore ought to be safeguarded by an
appearance of having been proprietons and in compliance with due process
requirements.

I must state for the record that I have no specific knowledge of particular
instances of government wiretaps where subsequent approval, after the fact,
was obtained. The Department of Justice has not provided the Congress, to
the best of my knowledge, with a disclosure on the ratio between intercep-
tions which are done pursuant to a prior court order and those which are
approved retroactively. Buat, it is not unreasonable to assume, since such retro-
active approval is customarily sought when the government wishes to proceed
in open court with the disclosure of information obtained through the inter-
ception, that there might be some instances, perhaps many, where becaunse
information is not to be used in open court, the government does not obtain
even retroactive approval—no approval at all—thereby failing to meet the
requirements of the law. It is, further, interesting to note that the disclosures
made by the government on the extent of interceptions during recent years
have been couched in terms of court-approved interceptions,

Mr. Chairman, I do not intend to offer testimony today on the more basic
subject of whether interceptions should be authorized at all, or under whuat
particular circumstances. My purpose is to draw to the attention of the Sub-
committee the loophole in the present law, for surely, irrespective of what
else is decided by the members of this Subeommittee and your parent body,
this loophole ought to be plugged.

Only when there is prior approval—requiring full prior disclosure to & mem-
ber of the Bench, giving him thereby an opportunity to refuse to grant such
approval if he deems it unwarranted—are the rights of our ecitizens more ade-
quately protected against intrusion and interference by government. The
history of the Bench and Bar in our country shows clearly that certain re-
straints flow naturally from an awareness on the part of law enforcement offi-
cers that certain procedural requirements must be met in order to successfully
conelude an investigation or prosecution. These restraints are one of the most
effective gnarantees of the rights and liberties of our people, collectively and
as individuoals.

I respectfully request the Subcommittee to act favorably upon the provi-
sions of the bill which I have introduced. I am aware that its provisions
may well be incorporated wholly in a bill of larger scope; that is understand-
able and it may be desirable, But the point is clear: We must tighten this
loophole,

StaTEMENT of Dr. Epiri J. LAripus, PrROFESSOR OF CONSTITUTIONAL LAW AT
QueeNs CoLLeEGeE ofF THE CI11y UNIVERSITY OF NEW YORK

Mr. Chairman, members of the Committee: My name is Edith J. Lapidus.
I am a member of the New York Bar and am admitted to praectice before the
United States Supreme Court. I teach Constitutional Law at Queens College
of the City University of New York and hold a Ph.ID. degree in Political Seience
from the City University. My book, “Eavesdropping on Trial,” with n Foreword
by ‘Senator Sam J. Ervin Jr., was released by Hayden Book Company Inc. of
Rochelle Park, New Jersey, in January 1974. It presents an analysis and
evaluation of the law and practice under Title TII of the Omnibus Crime
Control and Safe Streete Act of 1968 in which Congress, for the first time in
the history of the United States, sanctioned wiretapping and electronic sur-
veillance by government officials.




I deeply appreciate this opportunity to appear before you and to discuss
the problems assoclated with government eavesdropping and the conflict that
it raises between the individual's right to privacy and society's need for effec-
tive law enforcement in dealing with erime. This complex and controversial
subject has suffered in the past from ideological and political partisanship,
and (at least before “Watergate”) from public indifference. In my stndy of
wiretapping and electronic surveillance under Title 111 of the 1968 Act. I have
tried to be as objective, unbiased, and impartial as possible, and to offer
some constructive and realistic proposals,

This Statement is based largely on my findings as reported in “Eavesdropping
on Trial”, but it also includes proposals suggested by events that have ocenrred
since the book went to press and further reflection. Problems of court-ordered
wiretapping and electronic surveillance by law enforcement officials are em-
phasized in this Statement and discussed in detail. Oriticism of warrantless
eavesdropping, a serious loophole in Title IIl considered fully in my book,
is merely outlined here,

PURPOSES AND PROVISIONS OF TITLE 111

Title IIT is one of eleven “Titles” in the Omnibus Crime Control and Safe
Streets Aet of 1968, passed by Congress in the wake of a nationwide fear of
crime and clamor for “law and order.” It purports to serve a dual funection:

1. To protect the privacy of individuals by banning private eavesdropping,
and prohibiting manufacture, sale, possession, or advertising of eavesdropping
devices designed primarily for surreptitious interception.

2. To combat organized crime and other serious offenses by giving law
enforcement officials an effective tool—interception of wire and oral communi-
cations, under specified conditions and with proper safegnards,

The 1968 law is an attempt to balance “lberty” against “law and order.”
It prohibits interception of wire and oral communications and then makes
certain exceptions: designated Federal and State officlals are anthorized to
intercept such communications in the case of specified offenses, provided they
comply with procedures detailed in the law. The heart of this procedure is
the obtaining of a court order from a judge of designated courts, similar to a
warrant for search and seizure. In some instances, eavesdropping by law en-
forcement officials in permitted without court order.,

COURT-ORDERED EAVESDROPPING

The safeguards to individual privacy sought to be provided by Title IIT con-
sist of requiring a court order before a government official may intercept a
wire or oral communication. A judge is to decide whether or not an order
shall be issued, and the interception is subject to supervision by him. Title TIT
lists a wide variety of offenses for which a court order may be obtained. the
Federal officers who may apply for a court order, the judges to whom appli-
cations must be presented, and the necessary findings by the judge of *“prob-
able cause” on which orders are to be based. State officials may also apply
for court orders to wiretap or conduct electronic survelllance provided the
particular State enacts a law eonforming to Title I1T.

An order may be granted for a period not exceeding thirty davs, with an
indefinite number of renewals, each for a period up to thirty days. Notice of
the interception must be given to the persons named in the order or appliea-
tion, and to others in the discretion of the judge, within ninety days after
termination. Judges and prosecuting officials are required to file reports on
each order with the Administrative Office of the United States Courts in
Washington, D.C., and this agency, in turn, must file an annual report with
Congress,

Heavy penalties are provided for violations of Title III: imprisonment up
/to five years and a fine of $10,000 or both. Civil damages are also recoverable—
actual damages but not less than liquidated damages computed at the rate of
$100 a day for each day of violation, or $1,000, whichever is higher: punitive
damages and counsel fees and other litigation costs are also recoverable Con-
versations intercepted unlawfully are barred from introdunetion in evidénce.

These seemingly simple provisions for court-ordered eavesdropping by gov-
ernment officials have raised some difficult legal and practical questions and
generated much heated disenssion. They purport to comply with requirements
of the United States Supreme Court laid down in two landmark decisions
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handed down in 1967, Berger v. New York (388 U.S. 41) and Kais v. United
States (359 U8, 347), and law enforcement officials elaim that their practices
follow the mandates of the Supreme Court, Berger struck down as unconstitu-
tional a New York law permitting conrt-ordered eavesdropping on the ground
that the statute was “too broad in its sweep” and failed to provide adequate
Judicial supervision or protective procedures. In Katz, the Supreme Court
held for the first time that electronic surveillance constitutes a “search and
seizure” subject to the protections and limitations of the Fourth Amendment
to the United States Constitution which provides:

“The right of the people to be secure in their persons, houses, papers, and
effects, against unreasonable searches and seizures, shall not be violated, and
no Warrants shall issue, but upon probable cause, supported by Oath or
affirmation, and particularly describing the place to be searched, and the
persons or things to be seized,”

Crities of Title 111 protest that the safeguards sought to be provided by the
court order requirements are inadequate; that many terms and clauses in
the law are ambignous; that State and Federal officials are misinterpreting
some provisions and failing to carry out others. My study of the law and prac-
tice nnder Title ITT has led me to the conclusion that there is validity in these
criticisms, and I shall discuss them in detall later in this Statement. Even
the most ardent proponents of government eavesdropping will admit, I think,
that no acceptable balance between liberty and “law and order” can be
achieved without clarity in the law, existence and observance by law enforce-
ment officials of proper standards and guidelines, and scrupulous adherence
to the safeguards sought to be provided by Title ITI.

EAVESDROPPING WITHOUT COURT ORDER

In addition to court-ordered eavesdropping, the Federal law permits wire-
tapping and electronic surveillance by government officials without court order
in two broad types of eases: (1) during a forty-eight-hour emergency, and
(2) to protect “national security” under authority of the President. Emergency
situations are deseribed as involving two types of conspiratorial activity: 1
Threatening national security, and 2 characteristic of organized erime.

The emergency elause [See. 2518 (7)] has been widely attacked as vague,
open to abuse, and unconstitutional. The term “national security” is not de-
fined, and the law does not indicate what offenses are “characteristic of organ-
ized erime.” No report is required to be filed, and there is no way of know-
ing how much “emergency” eavesdropping has been going on. The law requires
that all conditions necessary for issuance of an order under Title IIT be present
before emergency surveillance beging, but it seems unrealistic to assume that
these eonditions will always be satisfied. The conclusion is compelling that
if emergency eavesdropping without conrt order should be permitted at all,
it shonld be restricted to cases involving a threat to actual or potential attack
by a foreign power, collection of foreign intelligence information, or investign-
tion of espionage activity.

In addition to the emergency clause, exemption from court order require-
ments is provided for national security related eavesdropping undertaken
“by authority of the President” [Sec. 2511 (3)]. Title ITT declares that nothing
in the Aet shall limit the constitutional power of the President to take meas-
ures hat he deems necessary: 1. To protect the Nationa against actual or
potential attack or other hostile acts of a foreign power: 2. To obtain foreign
intelligence information deemed essential to the security of the United States:
or 3. To protect national security information against foreign intelligence
activities,

Nor is any limitation to be placed on the constitutional power of the Presi-
dent fo protect the United States against: (1) overthrow of the Government
by force or other unlawful means, or (2) any other clear and present danger
to the structure or existence of the Government, Interception without court
order must, however, be “reasonable,” if the communications are to be received
in evidence in any trial, hearing, or other proceeding,

Warrantless eavesdropping under presidential aunthority has raised a storm
of protest that has not yet fully subsided. Many who were willing to accept
eourt-ordered eavesdropping to combat crime denounced the provision dispens-
ing with judicial sanction as highly ambiguous and unconstitutional. Objections
increased in bitterness when the Government claimed that national security
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may involve threats from domestic groups as well as from foreign powers, and
it was revealed that Federal agencies had tapped the telephones of political
dissidents without court order. On June 19, 1972, the United States Supreme
Court ruled, by a vote of 8 to 0, that presidential authority to protect the
nation does not give the Government power to tap without court order the
wires of domestic radieals who have “no significant connection with a foreign
power, its agents, or agencies" (United States v. District Court, 407 U.S. 297).

The opinion in the case against the District Court was written by Justice
I'owell. While the decision was hailed as a wictory by elvil libertarians, the
objections to warrantless eavesdropping in national security cases have by
no means subsided, nor are the problems fully resolved. The Government may
atill elaim that some radieals whose phones have been tapped without court
do have “a significant connection with a foreign power, its agents, or agencies,"”
thus removing them from Fourth Amendment protection. The decision of the
Supreme Court may also have left a loophole by suggesting that traditional
warrant requirements were not “necessarily applicable” in domestic security
cuses,

United States v. Distriet Court 1s a first step in outlawing government
eavesdropping without court order in domestic seeurity cases, Warrantless
interception circumvents the “probable eause” requirement, and no disclosure
to a judge or anyone else need ever be made. There is no way for Congress or
the public to know how much eavesdropping is going on if no court order is
obtained, “Domestic security”™ is a vagde concept, and it may be difficult to
determine if a threat is foreign or domestic without first tapping or bugging.
If adequate delineation is impossible, then the warrant procedure should he
required in all cases and no “national security” exception to a court order
should exist, For a detailled discussion of warrantless eavesdropping in so-called
national security cases, see “Eavesdropping on Trial,” page 96 et seq. Since
publication of the book, I have come to the conclusion that Congress must
mnke it impossible to engage in illegal eavesdropping under the shield of
“national security” by requiring a court order in this type of investigation. FHLR.
9781 introduced by Mr. Kastenmeier on March 28, 1974 in the House of Repre-
sentatives appears to effect such a change in Title III by defining a “foreign
agent” and requiring a court order in national security cases,

CONSENT EAVESDROPPING

One of the exceptions from ecourt order requirements of Title ITI is “consent™
eavesdropping. Section 2511(2)(¢) declares that it is not unlawful for a law
enforcement officer to intercept a wire or oral communication if he is a party
to the communication or if one of the parties gave prior consent to the inter-
ception. This provigion of the law was no innovation in poliey. If reflected the
decisions of the United States Supreme Court which, over a period of two
decades, had generally sanctioned eavesdropping without a warrant if one of
the parties to the conversation gave his consent to the interception.

Prior to enactment of Title TII the leading cases on the subject of consent
eavesdropping were On Lee v, United States, 343 U.S.747 (1953) and Lopez v.
United States, 373 U.S427 (1963). On Lee involved third-party monitoring of
conversations; Lopez ruled on single-party informant “bugging.” In On Lee,
the Supreme Court upheld the right to wire an informant for sound in order
to transmit statements of a suspect to police officers listening at a receiver out-
side the building. In Lopez, a government agent was equipped with a pocket
wire recorder which recorded conversations of a eabaret operator offering a
bribe to an agent to help him econceal tax liability. The Supreme Court ruled
that the evidence and that there was no violation of the Fourth Amendment to
the Constitution, althongh no warrant had been obtained.

The traditional principle on which the validity of consent eavesdropping with-
out a warrant rests is that a party to a conversation fakes his chances that the
other participant may inerease his present or future audience. Justice Brennan,
dissenting in Lopez, protested that “in a free soclety people ought not to have
to watch their every word so carefully.”

Since enactment of Title ITI, the Supreme Court has help that the Fourth
Amendment is not viclated by governmental electronie eavesdropping effected
by wiring an informant for sound, having him talk to the suspect, and then
having agents to whom the conversation is transmitted repeat the communi-
cations at the suspect’s trial (Unifed States v. White, 401 U.S.745 (1971)).
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Deep cleavages in the Supreme Court on the subject of consent eavesdropping
were revealed by the opinions of the Justices in White. The Court reversed the
judgement of the Court of Appeals and upheld White's convietion by a vote of
G to 3, but no agreement could be reached on a majority opinion.

The plurality view in White, expressed by Justice White, had the support
of Chief Justice Burger and Justices Stewart and Blackmun, Justice Brennan,
who had dissented in Leopez concurred in the result, but only on the technical
ground that Katz v, United States was not retroactive. Justice Black concurred
in the judgement, but only because of his view that electronic survelllance is
not a search and seizure subject to the Fourth Amendment. Dissenting opinions
were filed by Justices Douglas, Harlan, and Marshall.

According to the plurality opinion, the gquestion to be decided was this: what
expectations of privacy are constitutionally *“justifiable”—what expectations
will the Fourth Amendment proteet in the absence of a warrant? A police
agent who conceals his identity may write down his conversations with a de-
fendant and testify concerning them without a warrant. No different result,
said the Court, is required if the agent records the conversations with electron-
ic equipment earried on his person (as in Lopez) or carries radio equipment
which tranmits the conversations to recording equipment located elsewhere or
to agents monitoring the transmitting frequency (as in On Lee and in White).

The three dissenters, Justices Harlan, Douglas, and Marshall, objected to
equipping agents with eavesdropping devices in the absence of a court order,
but approved of use of informants without judicial supervision. Some eritics
suggested that “a far greater danger to our free soclety is presented by the
prospect that friends and associates may be employed as government spies”
than by equipping informants with electronic transmitting devices, The issue as
Justice Harlan saw it in his dissenting opinion was whether “uncontrolled
consensnal surveillance in an electronic age is a tolerable technique of law
enforcement, given the values and goals of our political system.” He considered
third-party moritoring a greater invasion of privacy than single-informant
bugging. Third-party bugging, he believed, undermined that confidence and
sense of security in dealing with one another that is characteristic of individual
relations between individuals in a free society,

The dissent of Justice Douglas in United States v. White was much sharper
than that of Justice Harlan. Justice Douglas could see no excuse for not seeking
a warrant in the White case, He based his dissent not only on the Fourth
Amendment ban on unreasonable search and seizure, but also on freedom of
speech guaranteed by the First Amendment. Must everyone live in fear that
every word he speaks may be transmitted or recorded, he asked, He could
imagine nothing that has a more chilling effect on people expressing their views
on important matters, (Congent eavesdropping and White are discussed more
fully in “Eavesdropping on Trial”, p.28 et seq.).

Several bills have been introduced in the House of Representatives to elimi-
nate the exception of “eonsent eavesdropping” from court order requirements
of Title ITI, and to permit a person to record electronically or otherwise inter-
cept a wire or oral communieation only where all parties to the communieation
have given prior consent to such interception (H.R. 9667 ; 9781; 9698: 9073
10008 ; 10331). This is an ideal solution to a troublesome problem, but a pro-
posal to outlaw warrantless consent eavesdropping will undoubtedly meet with
fierce resistance by law enforcement officials and others, This type of electronie
surveillance is reported to be used in tens of thousands of investigations each
yvear, The practice is so firmly entrenched in law enforcement and the bhurden
of dealing with crime is so great that publie support for outlawing one-party-
consent eavesdropping is far from certain. Businessmen and private individuals
who routinely record telephone conversations ean be expected to join in de-
fending the practice,

DEFECTS IN COURT-ORDERED EAVESDROPPING

Seven problem areas of courf-ordered eavesdropping have been identified
that require attention by Congress or the courts and that must bhe solved if
wiretapping and electronic surveillance by law enforcement officials is to be
permitted to continue :

1. Offenses for which an order may be obtained are practically unlimited, and
are not restricted to those characteristic of organized crime or serious offenses,
despite the avowed purpose of the law,




2, The provision that the application and order shall deseribe the type of
communication sought to be intercepted does not comply with Supreme Court
requirements as to particularity.

3. Judge-shopping is possible, and there is opportunity for laxness in super-
vising interception of conversations,

4, Overhearing of innocent conversations and privileged communications un-
der present procedures appears to be unavoidable and may be constitutionally
impermissible.

5. The thirty-day period allowed for listening in, with an unlimited number
of extensions each up to thirty days, may protract eavesdropping excessively
and violate requirements of the Supreme Court.

6. The law is ambiguous as to who is to be notified of the eavesdropping, who
may object, and when motions to suappress evidence may be made.

7. Reports required to be filled are inadequate to inform the public and to
form the basig for evaluation of operation of Title III.

Both legal and practical problems are involved in these weaknesses of court-
ordered eavesdropping under Title ITI, and each one of the seven problem
areas will be diseussed separately.

OFFENSES COVERED

The resaon for enactment of Title III of the Omnibus Act of 1968 offered
most frequently and with greatest fervor by its supporters was, and still is,
that it is an indispensable tool in fighting organized erime. Congress acknowl-
edged this need In its introductory findings in the law. Critics of government
eavesdropping insist that the law permits eavesdropping in investigation of
many offenses that are not and will not be associated with organized crime, A
long list of offenses for which Federal officers may seek a court order appears
in Sec. 2516(1) of Title 111:

(a) Offenses relating to esplonage, sabotage, treason, riots, and enforcement
of the Atomic Energy Act of 1954,

(b) Violation of Federal law restricting payments and loans to labor organi-
zations, or offenses in labor racketeering.

(e) Bribery of public officials and witnesses and sporting contests, unlawful
use of explosives, transmission of wagering information . . . obstruction of, . .
law enforcement. Presidential assassinations, kidnapping and assault; interfer-
ence with commerce by threats or violence; interstate and foreign travel or
transportation in aid of racketeering ; influencing operations of employee benefit
plan . . . ete.

(d) Counterfeiting.

(e) Bankruptey frand; manufacture, importation, receiving, concealment,
buying, selling, or dealing in narcotic drugs, marihuana, or other dangerous
drugs.

(f) Extortion, including extortionate eredit transactions.

(g) OConspiracy to commit any of the ennmerated offenses,

These offenses were selected, according to the Senate Report on Title ITI,
because they were characteristic of the activities of organized erime or because
of their serfonsness (No. 1097,p.97). However, eavesdropping in any offense
seems to be sanctioned on the theory that organized erime has not limited itself
to the commigsion of any particular offense.

The list of offenses in which State officials may obtain a court order is
shorter, but perhaps even broader than that of the Federal government [Section
2516(2) ]. The State list appears to be practically unlimited. State statutes may
aunthorize eavesdropping in connection with: , . . . the offense of murder, kid-
napping, gambling, robbery, extortion, or dealing in narcotic drugs, marihuana
or other dangerous drugs, or other crime dangerous to life, limb, or property,
and punishable by imprisonment for more than one year [or any conspiracy to
commit any of these offenses. ]

Except for the one-year imprisonment limitation in certain cases, the law
appears to contain no limitation as to the nature of the offense covered. It may
be argued that there is no need to limit the nature of the offenses. On the other
hand, it must be recognized that there is great potentinl for abuse inherent
in permitting eavesdropping over a wide spectrum of offenses. The open-ended
clause “punishable by imprisonment for more than one year" has been attacked
as an inaccurate way of distinguishing between serious and petty offenses.
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Have court orders been obtalned only for offenses characteristic of organized
erime or serious offenses, the avowed targets of Title 1117 The nature of the
offense for each eourt order granted and a summary of these offenses appear
in each annual report to Congress by the Administrative Office of the Unifed
States Courts. At both Federal and State level, eavesdropping has been used
most extensively in gambling and nareotics eases. Combined, these two offenses
accounted for 85 percent of all court orders during 1971 and 1972, The reporis
do not reveal whether organized crime was involved or the seriousness of the
offense. It is possible that many of the targets were small-time gamblers and
narcoties peddlers, investigation of whom does not justify costly wiretapping or
electronic surveillanee,

Congress should take another look at the offenses for which a court order
may be obtained. Invasion of privaey of innocent persons is inevitable in wire-
tapping and eleetronie surveillance, It may be justified in cases of organized
erime and serious offenses where other investigative techniques are inadequate,
but not in ordinary eases. Meanwhile, some self-restraint on the part of pros-
ecnting officials and voluntary eurbs on indiscriminate use of this powerful tool
would seem to be in order.

BPECIFIC OFFENSE OR STRATEGIC INTELLIGENCE

An application for a court order must show that a particular offense has
been, in being, or is about to be committed [Sec. 2518(1) (b) (1) ]. This would
seem to limit applieations to those seeking specifie information about a particu-
lar erime—that is, tactieal as distinguished from strategic intelligence. Strategic
intelligence consists of general information on the criminal activities of an
individual that may enable officials to link him to other suspects or to some
specific erime. Is strategic intelligence gathering outlawed by Title IIT? There
is some justification for the view that it is banned. Perhaps Congress should
reexamine this problem and attempt some clarification. The use of electronic
devices to obtain strategic intelligence admittedly has great potential for abuse.

Bavesdropping for strategie intelligence is further complicated by See.2517(5)
which permits interception and use of a eommunication relating to an offense
other than that specified in the order if the judge finds, on subsequent applica-
tion, that the contents of conversations were intercepted as provided by Title
I11. The United States Court of Appeals for the Tenth Cireunit nupheld this pro-
vision in United States v. Cor (449 F.2d 679 (1971)). In May 1972 the United
States Supreme Court refused to hear an appeal, over the objection of Justice
Donglas, Brennan, and Marshall (Cox v. United States, 405 U.8.932).

For a more detailed disenssion of strategic and tactical intelligence, see
“Eavesdropping on Trial,” p.76 et seq. A bill introduced in the House of Repre-
sentatives on December T, 1973 (HLR.11838) appears to deal with this problem,
but its purpose and wording require clarification.

THE PARTICULARITY REQUIREMENT

Title 111 requires that the application and order shall contain a partienlar
deseription of the fype of communieation sought to be intercepted [Sec. 2518
(1)(b) and Sec, 2518(4) (¢)]. In Berger v. New York (388 U.8.41) however,
one of the two 1967 landmark deeisions of the Supreme Court with which Title
II1 purports to comply, the Court made it clear that it was necessary “to
describe with partieularity the conversations sought,” otherwise the officer
would be given a roving commission to seize any and all conversations.

In litigation attacking the constitutionality of Title III, it is almost invari-
ably claimed that merely deseribing the type of conversation does not comply
with Berger. Since it is practically impossible to describe a particular conver-
sation sought, especially in offenses of a continuing nature such as gambling
and bookmaking, the prosecuting official is faced with a real dilemma. To
comply fully with Berger, the particularly requirement of Title ITI would have
to be narrowly constrned, and striet enforcement would make the law praetic-
ally unusable. Justice Black anticipated the problem of “particularity” in his
dissenting opinion in Katz v. Uniled States (3580 U.8.347); he could not see
how one conld “deseribe” a future conversation. Justice Douglas has repeatedly
observed that it wounld be extremely difficult to name a particular conversation
to be seized and therefore any such attempt would amount to a general warrant,
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the very abuse condemned by the Fourth Amendment (See United States v.
District Court, 407 U.8. at p.8333).

What does “type of communication” mean? If all that Title III requires is a
statement of the nature of the offense to which the conversation is to relate,
then the provision is meaningless, for details of the particular offense have
already been set forth in the application and stated in the order. If it means
a particular description of a particular conversation, then compliance may be
impossible, The meaning of “type of communication” takes on added importance
by the requirement in Title 1IT that interception must end automatically when
the described type of communication has first been obtained, unless the appli-
cation shows probable cause to believe that additional communications of the
same type will occur later [Sec.2518(1) (d)].

The issue of “particularity” may eventually be settled by the United States
Supreme Court. Meanwhile, Congress might effect some clarification by requir-
ing that an applicant for a court order deseribe the communications sought to
be intercepted as specifically and in as detailed a manner as possible, This
would discourage the practice of merely repeating the nature of the offense
that is being investigated.

JUDGE-SHOPPING FOR COURT ORDERS

A heavy burden is placed on Federal and State judges to whom applications
for court orders are presented. Before he signs an order to wiretap or condnet
electronic surveillance, the judge must determine whether all the requirements
of the law are satisfied. He must make findings as to “probable canse” and
decide if the facts in the application show that normal investigative procedures
have been tried and failed, or reasonably appear to be unlikely to suceeed if
tried or to be too dangerous [Sec.2518(3) (¢)]. An order may require periodie
reports to the judge showing what progress has been made and the necessity
for continued interception. Judges have responsibility for safeguarding the
records. The law also gives the judge discretionary power to decide whether
certain individuals shall be notified of the eavesdropping, and what portions of
the recordings shall be made available for inspection.

The onerous duties and responsibilities of the judge in government eavesdrop-
ping make it an unattractive job to sign an order, even for those Federal or
State judges who favor this technique of law enforcement. The prosecuting
official who wants a warrant to wiretap or use electronic surveillance must find
a judge who is willing to issue it and take on all the judicial duties imposed by
the law. A wide cholee is open to the applicant, for an order may be signed by
any judge of competent jurisdietion. This is defined in Sec. 2510(9) as: (a) A
Judge of the United States distriet ecourt or a United State court of appeals:
and (b) A judge of any court of general eriminal jurisdiction of a State who
is authorized by a statute of that State to enter orders authorizing intercep-
tions of wire or oral communications.

No safeguard against “judge-shopping” is provided by Title ITI. Praetieal
necessity forces applicants to pick a judge who is known fo be receptive to
eavesdropping and at least reasonably lenient in signing orders. Selection of a
friendly judge is almost always possible, particularly in State practice. If law
enforcement officinls ean shop around for a complaint and undemanding judge,
the dangers of abuse of privacy through eavesdropping may be greatly in-
creased. How is this to be remedied? Competent, nlert, and aggressive judges
are the key to maintaining the safegnards provided by law.

Congress eannot control the caliber of State judges. or even the Federal judi-
clary. It ean, however, remedy one obvious gap in judicial supervision of court-
ordered eavesdropping: progress reports to judges should be mandatory and
not diseretionary. The Act now provides that an order may require periodie
reports to the judge showing what progress has been made and the necessity
for continued interception [See.2518(6)]. Progress reports are intended to serve
s a check on the continuing need to eonduet the surveillance and to prevent
nhuse, Federal judges are reported generally to require progress reports. Few,
if any State judges have specified in the court order that progress reports shall
he submitted, althongh some say that they receive oral progress reports from
time to time. This may serionsly undermine judicial supervision of the operator
who is listening to intercepted conversations and of the law enforcement official
who is handling the investigation.
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OVERHEARING INNOCENT OR PRIVILEGED CONVERSATIONS

Congress knew that government eavesdropping would inevitably result in
intercepting innocent conversations and tried to deal with the problem. The law
requires that “every order and extension , . . shall ¢ontain a provision that [it]
shall be conducted in such a way as to minimize the interception” of innocent
conversations [Sec.2518(5)]. How is it to be kept to a minimum? The law does
not say, other than to limit the thme period of interception and to require that
it terminate “upon attainment of the authorized objective.

Those who opposed passage of Title I1I in 1968 were particularly concerned
that many irrelevant and innocent conversations would be overheard. Unfor-
tunately, their apprehensions appear to have materialized in both Federal and
State practice. Monitoring agents have not been trained adequately to recognize
innocent conversations as such and to stop recording them. They simply do not
know when to stop listening. Administrative regulations are needed to control
the agents who man the monitoring devices. For recommendations of the Ames-
iean Bar Association, see “Eavesdropping on Trial”, pp.215-216.

The problem of overhearing many innocent conversations is further compli-
cated by the fact that Title 11T does not state clearly that automatic recording
is barred and that live monitoring must be used., In automatic recording con-
versations are recorded on tapes without listeners and are later played back nt
intervals, the frequency depending on the eircumstances and on the practice
established in a particular office. The antomatic device records all conversa-
tions., In live monitoring, also called “manual recording”, police officers or
agents git continuously at the receiving station, listening fo the recordings and
making notes of relevant conversations on a typewriter or in longhand. The
recorder can be shut off when innocent, irrelevant, or privileged conversations
are taking place, if they ean be recognized as such.

Before 1968, in States where court-ordered eavesdropping was permitted, it
wias common practice to nse automatic monitoring and play back the record at
twenty-four-hour intervals. Since Title III requires that a wiretap cease when
the conversation sought has been obtained, and that the interception be con-
ducted In such a way as to minimize interception of communications not cov-
ered by the eourt order, it would appear that automatic monitoring is now
illegal. Monitoring is done by agents or police officers whose knowledge, judg-
ment, and integrity cover a wide range., Each person interviewed was asked
whether he used live monitoring or antomatie recording. Those convinced that
live monitoring is required by the 1968 law said they always use it, Those who
were unaware or uncertain of the need for live monitoring furnished answers
indicating that automatic recording is still used (see “Eavesdropping on Trial”
pp. 126-128, 164]. This is a matter that could be clarified by Congress. Auto-
matie recording should be banned.

A disproportionate nnmber of innocent conversations seems to have been over-
heard in some ecases; in one investigation reported to the Administrative Office
of the United States Courts, 400 telephone calls were intercepted to get one
ineriminating conversation ; in another over 1,000 for 20. In a third case 1,342
intercepts were reported to have been made, not a single one of which was
ineriminating. Even if police officers are instructed not to listen to non-inerim-
inating conversations, no guidelines are available to determine whether a con-
versation i8 “eriminal” or not. Some administrative regulations are needed to
ontrol extended interception of innocent conversations by monitoring agents.
Training programs have been suggested by the Law Enforcement Assistance
Administration, but the LEAA's authority to put such programs into effect is
Timited.,

Overhearing privileged communicalions, such as conversations between doctor
and patient, attorney and client, priest and penitent, iz a problem that parallels
interception of innocent conversations, although it does not happen as frequent-
I¥. See.2517(h) of Title ITI provides that snch communications shall not lose
thelr privileged character whether the interception is lawful or unlawful. This
attempt to proteet privileged communications does not appear to have been
very snuceessful, Most monitoring agents are ill-equipped to decide when a com-
munication is privileged and to stop listening, and the United States Depart-
ment of Justice is reported to have issued instruetions to record all conversa-
tions, inelnding privileged communications (see “Eavesdropping on Trial,”
. 160).




268
TIME PERIOD FOR INTERCEPTION OF CONVERSATIONS

A court order may allow interception of conversations to continue for a
period up to thirty days, with an unlimited number of thirty-day extensions
(Sec. 2518(5)]. The time length raises policy as well as eonstitutional prob-
lems. Should it be so long? In Berger v. Neww York, the Supreme Court disap-
proved of surveillance over a period of sixty days and called it “indiscriminate
seizure.” In Kafz v. United States, the Court turned to a case-by-case approach ;
in this instance interceptions covered a very brief period. A narrow construe-
tion of Berger would seem to indicate that interception for an entire thirty-day
period, particularly with extensions, constitutes a genersal search and is there-
fore unconstitutional.

Many State court orders have provided for interception during the maximum
thirty-day period, and renewals have been granted freely. Federal orders, on
the other hand, have generally limited the period to fifteen days. United States
Iaw enforcement officinls expressed the opinion that if applications were more
comservative than the law regunired and asked for a shorter period of intercep-
tion than permitted by Titde III, the prospects for sustaining the wiretap in
the courts would be improved.

Requests for orders covering a longer period than is necessary frustrate the
specific requirements of the law. State and Federal officials claim that an
extended period is needed where the offense is a continuing one, but some
admitted frankly that extensions were sometimes asked in order to postpone
giving notice of the interceptions. It may be argued that the thirty-day period
does not square with Katz in United States in which the Supreme Court ex-
pressed approval of interception of specific, not continuous conversations. The
granting of an unlimited number of thirty-day extensions also gives rise to the
suspicion that a law enforcement official may be engaging in “strategic intelli-
gence” surveillance instead of attempting to obtain specific evidence of a erime.

Congress should reconsider the time period allowed for interceptions in Title
ITI. The conservative section of the Ameérican Bar Association (ABA) recom-
mended a maximum initial period of fifteen days in 1971: the more liberal
Criminal Law Council of the ABA proposed a reduction to five days, with one
extension of five days. The American Civil Liberties Union would like to see all
renewals of court orders eliminated. A compromise in reduction in the time
period allowed for interception conversations should not be too difficult for
Congress to reach.

H.R.13825 introduced in the House of Representatives by Mr. Kastenmeier
with respect to “national security” eavesdropping limits the period of a court
order to “no longer than is necessary to achieve the objective of the authoriza-
tion nor in any event longer than fifteen days.” An extension of the order is
limited to ten days in H.R. 13825, This would seem to be a reasonable period
of time for all court-ordered eavesdropping.

NOTICE OF EAVESDROPPING, OBJECTIONS, AND DISCLOSURES

Serions ambiguities are created by the provisions of Title 11T requiring notice
of eavesdropping and permitting aggrieved persons to object to the use of evi-
dence obtained, Some injured persons may never be given notice, and it is not
clear who has “standing” to object or what should be disclosed. The law re-
quires that notice shall be given no later than ninety days after termination
of interception to the persons named in the order or applieation. In the disere-
tion of the judge, other parties to intercepted eonversations may also be given
such notice “in the interest of justice” [Sec.2518 (8) (d)].

The purpose of the notice is to give “aggrieved persons” an opportunity to
make objections by a motion to suppress evidenee. An agerieved person is
defined as anyone “who was a party to any intercepted wire or oral communica-
tion or . . . against whom the interception was directed” [Sec.2510(11) . Under
this definition, an individual may be incriminated by an unlawful interception
and yet have no “standing” to ohject. A person may be “aggrieved,” yet the
judge may decide that no notice shall be given to him. Furthermore, the notice
nead not state exactly wwhat conversations were intercepted ; it is left to the
jndge to determine what portions, if any, of the overheard conversations shall
be available for inspection. The duty of causing service of the notice is placed
on the judge, and he may postpone it indefinitely.
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Title III is also ambiguous as to when an aggrieved person may move to
suppress evidence obtained by eavesdropping. Section 2518(10) (a) says it must
be made “before the trial, hearing or proceeding,” unless there was no oppor-
tunity to do it or the person was not aware of the grounds of the motion. Is
the motion premature if made before arrest and indictment?

Some of the uncertainties with respect to notice, objections, and disclosure
may be clarified by the conrts, but this is one aspect of Title III of the Omnibus
Act of 1968 that could profit from legislation by Congress. The law leaves much
to the diseretion of the judge, but the judge really relies on the law enforce-
ment official handling the case. Some officials cireumvent the effects of the
notice requirement, or at least postpone it, by asking for extensions of the
court order. New probable cause as to why the wiretap should be continued
must be shown, but this does not seem to be too difficult to do, judging from the
number of extensions granted. Judges must rely on the law enforcement officials
and appear to be easily convineed that an extension is necessary.

The following proposals deserve serious consideration by Congress: (1) make
mandatory the giving of notice to individuals whose wire or oral communieca-
tions have been intercepted, within thirty days after expiration of the court
order; (2) limit the power of the judge to postpone giving notice, particularly
where the individunl whose communication is intercepted is not engaged in a
continuing eriminal enterprise; (3) require that persons entitled to notice he
given, on reguest, a copy of the order and application, and information as to
conversations overheard. These proposals are included in H.R.13825 introduced
in the House of Representatives by Mr. Kastenmeier on March, 1974 and cited
as “Surveillance Practices and Procedures Act of 1974."

REPORTS ON COURT-ORDERED EAVESDROPPING

Three reports are required by Sec.2519 of Title 111

1. Report by the judge issuing or denying an order, within thirty days after
expiration of the order or its denial.

2. Report by prosecuting officials in January of each year on each applieation
for an order or extension during the preceding vear.

3. Annual report to Congress by the Administrative Office of the United
States Courts in Washington, D.C., in April of each year, on the number of
applications and orders and a summary and analysis of the data required to be
filed with it by judges and prosecuting officials.

The reports of judges and prosecuting officials, both Federal and State, are
made to the Administrative Office of the United States Counrts. This Office, in
turn, collates the information obtained and renders a report to Congress that is
largely statistical. The system set up in Title III for filing reports was desigued
to keep Congress and the public informed as to the extent of eavesdropping
thronghout the United States, offenses for which it was used, manner in which
surveillance was conducted, identity of prosecuting officials who applied for
orders and judges who signed them, cost, and the results of interceptions. It
wis also to serve as a basis for evaluation of effectiveness of operation of Title
ITI by a 15-member Commission schednled to come into existence after the law
had been in effect for several years, This Commission is now in the process of
formation,

All three reports have been widely eriticized on the ground that they neither
inform adequately nor furnish sufficient data for meaningful evaluation of
eavesdropping under Title ITI. Much of the eriticism appears to be justified.
Prosecuting officials and judges use a standard form of report prepared by the
Administrative Office of the United States Courts to comply with Title III
requirements pursuant to regulations issned by that Office. Some of the items
in the form of report are vague and convey no significant information. Many
law enforcement officials do not take the reports very seriously, and judges are
inclined to find them a nuisance and leave the job of filling in the form to the
prosecuting official. At least six items in the report of proseeuting officials have
been identified as lacking in elarity :

1. Average frequency of intercept per day.—Suppose during. a thirty-day
period no interceptions occurred, except on the last day when there were thirty
interceptions. Is the average frequency one? How could such an average be of
any signifiecance? This item might be improved to require a statement of the
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total number of days in which interceptions actually oceurred, out of the total
number of days authorized.

2. Number of persons whose communications icere intercepted.—Does this
mean the number of people using that particular phone or calling that number,
whether or not their conversations were relevant to the matter under investi-
gation?

3. Number of communications intercepted.—Suppose ecalls are made, but
nobody picks up the telephone, as often happens, Is the telephone number called
to be counted as an interception? I believe that attempted as well as con-
clunded ealls should be ineluded.

4. Number of ineriminating communications intercepted—What is an inerim-
inating conversation? A phones B and says: “I will meet you in ten minutes.”
Is this ineriminating? If one wants to show that many incriminating state-
ments are overheard in order to prove that court-ordered wiretapping and
electronie surveillance are effective, many calls can be included as “ineriminat-
ing” that others may find innocent,

5. Number of convictions.—A conviction may be obtained in a case subject to
a wiretap order, but this does not mean that the convietion resnlted from the
wiretap. Officials should be required to indicate whether conversations inter-
cepted were used as evidence in obtaining a convietion, and whether in their
opinion these intercepted communications contributed substantially to convie-
tion. They shonld also indieate what other investigative technigques were used.

6. Cost.—Some proseenting officials find this item so ambiguons and trouble-
some that they leave it blank. It should be made clear that a statement is re-
quired of the exact amount paid to each investigator and all other individuals
who spent time on the particular wiretap. It should include cost of equipment,
plant, and any other items of expense involved in intercepting conversations,
recording, and making logs and ftranseripts. Only by striet adherence to this
requirement ean evaluation of eavesdropping on the basis of eost be meaningful.

The Annnal Report to Congress has been useful in publicizing the number of
court orders issned, the geographic areas in which eavesdropping (predom-
inantly wiretapping) has taken place, the names of prosecuting officials who
applied for eourt orders and the judges who signed them, and the general
nature of offenses involved. Criticism has focused on the summary and analysis
by the Administrative Office of : (1) the number of incriminating conversations
intercepted, and (2) cost.

The Report to Congress submitted at the end of April 1973 states that “ap-
proximately one-half of the eonversational intercepts produced ineriminating
evidence.,” The report stresses averages: only a close look at each Hsting wonld
reveal that in one Federal case only 10 out of 500 intercepts were incriminating
(296), and in another case 3 out of 191 intercepts (.015% ) : in a third, none ont
of 1,342 (09 ). Congress and the public should he made aware of the limita-
tions of the Annual Report and its potential for providing misleading informa-
tion.

As to cost, the Annual Report to Congress summarizing reports of proseent-
ing officials and judges for the year 1972 indicated that the cost of an intercept
ranged from £5 to 882,628, and that the average cost for R05 orders for which
eost was reported was 85435, What evaluate purpose ean be served by such
statistics. without relating cost to the results of the intercepts?

No information is included in any report with respect to forty-eight-hour
emergency wiretaps withont court order or warrantless eavesdropping in so-
enlled “national security"” cases.

EVALUATION OF EAVESDROPPING UNDER TITLE III

Wiretapping and electroniec surveillance by Government ean he justified, ac-
cording to its supporters, by a balancing process. The individual's right of priv-
ey and freedom in a demoeratic society has to be baanced against the needs
of law enforcement and the effectiveness of eavesdropping. BEquilibrinum is
achieved, it is claimed, when official eavesdropping is permitted, with adequate
safegnards to protect privacy.

The balanee approach to the problem of governmental intrusions into privacy
iz diffienlt to anply. To strike a balance between competing interests, the ele-
ments on hoth sides mnst be meazurable and eapable of being weighed in similar
terms. The right to nrivacy and freedom, however, does not lend itself to acen-
rate measurement. Nor is it easy to assess either need or effectiveness of eaves-
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dropping In establishing “law and order.” What questions must be asked to
determine if an acceptabe balance has been reached?

As to the right to privacy, one must ask whether intrusions against innocent
persons have been minimized by the safeguards provided by the law and have
been carried out in practice. Some weight must also be given to the potential
for abuse inherent in wiretapping and electronic surveillance and to whether
Title 111 has reduced illegal eavesdropping, As to law enforcement needs aud
effectiveness of eavesdropping, it must be determined whether public security
has been strengthened by use of Title II1 against organized crime and serious
offenses, Has the law been used against the targets intended, and has it resalted
in convietions of top echelon offenders. The sensitivity of the pubile in a society
that places a high value on “freedom’™ must also be considered in weighing the
right of privacy against law enforcement needs, and this depends on who are
the subjects of surveillance and for what purpose wires have been tapped.

MINIMIZING INVASION OF PRIVACY

Invasion of privacy ean be reduced to some extent by limiting the duration
of court orders to a short period, restricting them to serious cases where less
intrusive tools of law enforcement are clearly not serviceable, and supervising
monitoring of conversations closely., Court orders under the 1968 law, most of
them for wiretapping, have authorized interceptions for periods that appear
excessive ; they have been extensively against individuals in all levels of gamb-
ling and narcoties, and supervision of monitoring agents has not been very
stringent.

The most careful serutiny by an impartial judge of applications for court
orders, and continued judicial concern throughout the period of the order, are
essentinl if safeguards are to be meaningful and invasion of privacy is to be
kept to a minimum. The ease with which it is possible to go to a friendly judge
who will sign an order for whatever period a prosecuting officer asks, and the
failure of State judges to require written progress reports, leave the door
open to unjustified invasions of privacy. The conclusion is inescapable that to
the extent that safeguards provided by Title 111 are ambiguous, the statute as
enacted is inadequate in protecting the right to privacy. Insofar as the ideal of
continuing scerutiny by an Impartial magistrate has not been realized in prac-
tice, the protections against undue invasion of privacy have not been fdlly
applied, In balance, privacy has been weakened.

Has Title 11 reduced illegal eavesdropping? The truth is that there really is
no way of knowing how much illegal eavesdropping has been going on. Each
person interviewed in obtaining data for my study and report on eavesdropping
under Title ITT was asked whether he beieved that investigating agenfts were
cavesdropping illegally despite Title IIT which makes legal wiretapping and
electronie surveillance available. Some said illegal eavesdropping was possible,
others said it was probable, and a few were positive that conversations not
coversd by court orders were being intercepted (see “BEavesdropping on Trial,”
p1969) . Those who favor eavesdropping under Title 111 are inclined to minimize
the potential for abuse; those who oppose it are sure that illegal eavesdropping
is extensive, There is no hard evidence to indicate that Title ITT has made any
appreciable difference either in inereasing or reducing illegal eavesdropping,
hut the temptations for illegal eavesdropping under color of law cannot be
ignored.

THE NEED FOR EAVESDROPPING

Opinion has been and continues to be divided on the need for wiretapping
and electronie surveillance in law enforcement. Before Title IIT was enacted in
1968, many law enforcement officials testified in Congressional hearings that
eavesdropping was an indispensable tool in dealing with organized crime.
Others claimed it was a costly, wasteful, lazy-man’s weapon, a threat to inno-
cent persons, and useless against top echelon eriminals. No one has ever sue-
cesded in proving need, or even in defining it cearly. Nor has it ever been
settled who should hear the burden of proving need. How, then, iz need to be
welghed in a balancing process? As a start, alternatives to eavesdropping would
have to be analyzed, and time and cost factors compared. Would the same
resources devoted to normal types of surveillance produce equal or better
results or no results at all? If Title TIT has nof been used effectively against
organized erime or limited to serions offenses, the need for eavesdropping to
promote publie safety is weakened in balancing it against invasion of privaey.
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Operation of Title I1T since 1968 has demonstrated neither need nor lack of
need for eavesdropping. Nor does the information required to be furnished in
reports under Title III further the examination and analysis of need.

EFFECTIVENESS OF EAVESDROPPING UNDER TITLE IIT

Has Title 11T been effective? If it has not, then the balance is tipped in favor
of the right of privacy and against wiretapping and electronie surveilance in
law enforcement. “Effectiveness” is a vague concept. One factor that Congress
seems to have considered significant in “effectiveness” is the number of arrests
and convietions that result from eavesdropping. This item of information must
be included in the report of the prosecuting official [Sec.2519(2) (e) (f)]. Bat
the reports do not show any meaningful relation between eavesdropping and
arrests or convietions. If a court order to wiretap has been obtained in a case
and eventually a convietion results, does this mean that the wiretap was “effec-
tive”? The wiretap may have produced no useful evidence and the conviction
may have been obtained on evidence secured by other investigative techniques.
The law requires the prosecuting official’s report 1o include “a general assess-
ment of the importance of the interceptions,” but the forms examined person-
ally by me revealed that this item is frequently left blank.

Those who favored eavesdropping before the law was passed now claim it is
effective. Those who opposed it guestion the adequacy of the statisties that
purport to show effectiveness, Law enforcement officials are inclined to say that
arrests and convictions could not have been obtained without wiretapping.
Crities of government eavesdropping, however, can always cite important inves-
tigations in which it proved to be of insignificant or no value compared with
normal techniques.

It ean be conceded that eavesdropping has been effective in some cases in
obtaining arrests and convietions. This does not prove that other methods of
surveillance wonld not have been equally produetive. Nor, in determining effee-
tiveness of Title III, ean the quaity of an arrest or convietion be ignored. If
Tite TIT has been sucecessful in apprehending only small-time offenders and has
failed to reach leaders of organized crime, then court-ordered eavesdropping
has missed its mark.

Title IIT has been used most extensively in gambling and narcoties eases.
Criminologists claim that the efforts of law enforcement in offenses such as
these, which involve willing participants, can have only lmited effectiveness,
no matter what tools are used. 8o long as the public wants the services pro-
vided and the demand is not satisfied through awfnl channels, the illegal activ-
ities will continue. Sociologists are inelined to agree ; they deplore the tendency
of forces favoring government wiretapping and eleetronic surveillance to deny
the relationship between erime, slums, and poverty.

Since need and effectiveness are such elusive elements and defy aeeurate
measurement, some other factors must be found if the balancing process is
used in evaluating eavesdropping. Perhaps one should weigh competing values.
Is the apprehension of some erimina suspects worth the risks to privacy inher-
ent in eavesdropping? If wiretapping and electronie surveillance are allowed
mnder a law that is ambiguous, and carried on withont clear standards and
uniform guidelines by a large number of officials in a wide variety of cases
without adequate controls, the risks may be too great,

The 15-member “National Commission for the Review of Federal and State
Laws Relating to Wiretapping and Electronic Surveillance” provided for by
See.804 of the Omnibus Crime Control and Safe Streets Act of 1968 (as
amended in 1970), has come into existence. The President of the United States
has appointed seven members; four members of the Senate have heen appointed
by the President of the Senate. The Speaker of the House of Reprosentatives
has not yet designated the four remaining members of the Commission from
the House, The Commission i to file a report within two years after Its forma-
tion and then go out of existence.

The function of this Commission 18 “to conduet a comprehensive study and
review of the operation of the provisions” of the law in order to determine its
“effectivenes=s." Does “operation” refer only to procedures and practice, withont
congideration of ambiguities in the aw? The scope of the Commission’s funetion
does not seem to include the extent of governmental intrusion and whether
eavesdropping has heen excessive, The “need” for wiretapping and electronie
surveillance seems to be assumed; the Commission is instructed only to deal
with “effectiveness.”
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Is the Commission to consider whether Title III has been effective in banning
private eavesdropping? Effectiveness of the law prohibiting interceptions by
private individuals must depend largely on receipt of complaints and vigorous
enforcement. State officials report that few, if any, complaints have been re-
ceived since passage of Title I11. Detection of unlawful wiretapping is difficult,
and it may be even harder when an electronic device is installed. The Depart-
ment of Justice appears to have been more active than the States in dealing
with private eavesdropping under Title 111, but few prosecutions have resulted.
For a discussion of the ease with which the ban on private eavesdropping can
be clrenmvented, see “Eavesdropping on Trial”, pp.42-43.

Congress should give serious consideration to creation of an Impartial, un-
Liased, non-pelitical agency on a continuing basis to oversee government eaves-
dropping. The Commission provided for by Title IIT has a limited life for a
narrow and rather ambiguous purpose, and its composition makes it vulnerable
to political pressure. Government eavesdropping has great potential for abuse.
as we all know by now. If wiretapping and electronic surveillance by law
enforcement officlals is to be allowed to continue under law, periodic check of
Federal and State practices [s essential.

No meaningful evaluation of eavesdropping under Title III can be made by
any Commission without taking into account ambiguities in the law, lack of
clear standards, and failure to establish upiform guidelines; these may create
threats to privacy and liberty that are intolerable in a free society. A review
of Title 111 must ferret out information in the field, beyond the statistical data
in the reports. In addition to examining whether the protections offered by the
law are adequate, it must be determined whether they have been weakened in
practice. Modifications are surely needed in both law and procedure.

SUMMARY OF PROPOSALS

Congress has sanctioned government eavesdropping as a law enforcement
tool, and Americans must live with—at least until Congress repeals Title 111
of the Omnibus Crime Control and Safe Streets Act of 1968, the Supreme Court
declares it unconstitutional, or the Executive orders its ageneies not to use it,
Since none of these events is likely in the foreseeable future, the attention of
Congress and the public must be directed to minimizing invasion of privacy
and maximizing meaningful law enforcement by correcting defects in the law
and weaknesses in practice. The following proposals are made with full aware-
ness of the conflict between the two objectives—protecting privacy and dealing
with ¢rime—and the difficnlties in reconciling them.

1, Clarify ambiguous provisions of Title III, particularly with respeet to:
persons entitled to notice that eavesdropping has taken place; when motions to
suppress evidence may be made; what conversations are to be deemed “inerim-
Inating ;" what is meant by “type” of communication to be set forth in the
application and order; gathering of “strategic intelligence,” use of live mon-
itoring and banning of automatic recording.

2. Limit eavesdropping to organized crime and serious offenses. Perhaps Con-
gress should consider amending Title III to define “organized erime” and
“serions” offenses,

3. Establish uniform procedures and standards for Federal and State officials.
Automatie recording should be eliminated immediately as a matter of practice,
without waiting for legislation to that effect. Progress reports to judges should
he made mandatory by law ; meanwhile judges should be urged to require them.
The time period requested for court orders should be as short as possible, and
legislation should be introduced to limit the period to fifteen days, with one
renewal of ten days—except possibly on a elear showing that the offense is a
continuing one and that additional extension is required. Congress shounld con-
glder authorizing administrative regulations to control agents who man the
monitoring devices. The Law Enforcement Assistance Administration should be
urged to prepare and carry out training programs,

4. Improve reporting requirements, Congress should consider amendment of
Sec.2510 of Title III to elarify the information to be furnished by prosecuting
officials as Indieated in this Statement. The Annual Report to Congress should
also be clarified.

5. Check Federal and State practlees periodically. This should be done by a
wiatchdog with no vested interest In the success or fallure of Title III. A
permanent agency should be empowered to make perlodic examinations of
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Federal and State statutes and procedures, and hold public hearings on law
and practice. The inquiries of this agency must be independent and go beyond
the statistical reponts and summaries submitted to Congress annually.

These are minimal proposals to restore a balance between the righit of priv-
aey and law enforcement requirements. Not much more than a year ago, a
knowledgeable and experienced member of the House of Representatives esti-
mated that not more than forty Congressmen could be induced at that time Lo
consider any amendment to Title II1 of the Omnibus Crime Control and Safe
Streets Aet of 1968, The prospects for remedying defects and weaknesses in
the law in both House and Senate appear to have improved considerably. The
publie has become painfully aware that widespread wiretapping and electronic
surveillance, legal and illegal, are a serious threat to personal liberty. The
great potential for abuse and misuse in officlal eavesdropping has cast its
shadow on the purported safeguards provided in Title III, If the law is not
clear, if the power of surveillance is diverted to unintended purposes, if it is
used indiseriminately for minor offenses, eavesdropping as a tool of law en-
forcement can be completely lost.

H.R. 9781 introduced late in 1973 in the House of Representatives is, in effect,
a reaffirmation of the right of privacy and complete rejection of government
wiretapping and electronic surveillance. Banning government eavesdropping
may not have present appeal in the face of rising crime, but the pendulum may
swing the other way if defects in law and practice are not cured. Clarity in the
law, promulgation of uniform standards and guidelines, strictest conformity by
officials with all available safeguards, and constant vigilance by Congress, the
Courts, and the public are imperative if the right of privacy and the lawful
use of eavesdropping as a tool of law enforcement are both to survive.
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[Subsequently, the following report was received from the Depart-
ment of Transportation :]

DEPARTMENT OF TRANSPORTATION,
OFFICE OF THE SECRETARY OF TRANSPORTATION,
Washington, D.C., May 13, 197}.
Hon. Peter W. Ropixo, Jr.
Chairman,
Committee on the Judiciary,
V.8, House of Representatives,
Washington, D.C.

DeAr MR, CHAIRMAN : The Department of Transportation would like to take
this opportunity to offer to the Committee our views on H.R. 9815 and H.K.
11629, bills

“To enforce the first amendment and fourth amendment to the Constitution,
and the constitutional right of privacy by prohibiting any ecivil or military
officer of the United States or the militia of any State from using the Armed
Forces of the United States or the militia of any State to exercise surveillance
of civillans or to execute the civil laws, and for other purposes.”

These bills would add a new section, 1386, to chapter 67 of title 18, United
States Code, to prohibit the use of the armed forces of the United States, with
certain exceptions, for investigation or surveillance of any person not a member
of the armed forces, or of any civilian organization, regarding their beliefs,
associations, or politieal activities, An amendment to chapter 171 of title 28,
United States Code, would authorize Individuals to bring a eivil action for
damages and obtain other equitable relief for violation of the proposed section
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1386 of title 18 and to permit class actions to enjoin those activities. These bills
would also amend the Posse Comitatus Act (18 U.S.C. 1385) to bring the Coast
Guard, Navy, and Marine Corps within the coverage of that statute.

Within this Departinent, the Coast Guard conduets investigations relative to
our statutory responsibilities which would be adversely affected by these bills,
These investigations are conducted in the following areas:

a, Investigations to assist the Coast Guard in the performance of its powers,
duties, or functions under the general authority of the Commandant (14 U.8.C.
9iie) )

b. Criminal Investigations under the implied authority of the Uniform Code
of Miitary Justice (10 U.8.C. 831) :

¢. Investigations relating to the general law enforcement and security respon-
sibilities of the Coast Guard (14 U.S.C. 2, 89, and 91, and 50 U.S.C. 191) :

d. Investigations regarding civilian personnel security conducted under Exec-
utive Order 10450 ;

e, Surveillance of vessels under sections 101(4) and 101(8) of the Ports and
Waterways Safety Act (33 U.S.C. 1221 et seq.) ;

f. Special surveillance over certain foreign vessels which enter United States
ports, in accordance with Executive Order 10173 and National Security Deci-
sion Memorandum 82 (as authorized by 50 U.S.C. 191) :

g. Investigations pursuant to the administrative of the laws relating to mer-
c¢hant vessel personnel (406 U.S.C. 214, 221-249, and 50 U.S.C. 191) ; and,

h. Investigations pursuant to the review of marine casualties (33 U.S.C. 1223
and 46 U.S.C. 239).

Due to the Coast Guard's role as an organization with both civil and military
responsibilities, the impact of these bills on the Coast Guard differs substan-
tially from their impact on the other armed forces. If the Coast Guard is to
effectively meet its responsibilities, it is essential that the authority for these
investigatory and surveillance functions not be unduly restricted. We, there-
fore, object to these bills insofar as the prohibitions proposed therein would be
applied to the Coast Guard. If these bills were to be considered favorably, we
would recommend that section 2 be amended fo exclude the Coast Guard by
using a phrase other than “armed forces"” which is defined in these bills and 10
U.8.C. 101(4) as including the Coast Guard.

Section 5 of these bills would expand the scope of the Posse Comitatus Act to
include the Coast Guard, We do not object to this ehange. It would not inhibit
the Coast Guard from carrying out its historic law enforcement duties as they
are specifically authorized by Acts of Congress, including 14 U.S.C. 89: and
therefore fall within the exception to 18 U.8.C. 1385,

The Office of Management and Budget advises that, from the standpoint of
the Administration's program, there is no objection to the submission of this
report to the Committee.

Sincerely,

Ropxey E. EYSTER,
General Counsel.
Mr. Kasrenarerer. Until the committee at some point in the future
reconvenes for consideration of this question, the subcommittee stands
adjourned.
Whereupon, at 1:10 p.m. the subcommittee was adjourned, subject
to the call of the Chair, ]
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